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Abstract. The proposed algorithm takes an initiative to justify strong ownership claims by blending visual
cryptography with steganography, which is quite different from a conventional approach. The major consideration of the proposed protocol is to implement cryptographic technique in digitized document justifying
Conﬁdentiality, Integrity, Authenticity and Non-Repudiation, similar to cryptographic technique implementation
in born digital document. In addition, the approach is less complex than a conventional system but without
compromising the level of security. For the protection of a sensitive or copyright document, the owner cleans the
digitized signature, generate two shares and fabricate one of the shares alongside the encrypted message digest
of the signature in the pseudorandom positions of coiﬂet transformed blocks. Instead of using a single plane as
cover, three planes of two color images are utilized to enhance the effect of robustness in hiding. The secret
fabrication in frequency domain preserves excellent security as well as imperceptibility of the hidden data. The
loss of signal due to white noise is properly adjusted to make the authenticated images resemble close to the
original ones as depicted with the histogram and RGB analysis. Moreover, an intended receiver only will be able
to verify the conﬁdentiality of the document and the owner through self-deﬁned appropriate techniques. Finally,
the worthiness of the algorithm in digitized domain is established through exhaustive experimentation in terms
of data hiding imperceptibility, robustness and data recovery aspects.
Keywords.
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1. Introduction
The modern era of digital communication highly demands
sustainability of authenticity and non-repudiation properties
of data security. The problem of information hacking was
somewhat resisted using watermarking and when used in
digital data authentication [1, 2] applies to low risk transmission. In addition, steganography can cater un-detectability, resistance to various image processing methods,
compression and capacity of the secret data categorically.
So, watermarking and steganography [3–5] concepts combined can protect secured digital documents.
In covert communication, only intended authorized
receiver should conﬁrm ownership of content [6, 7]. User
authentication was ﬁrst proposed by A. Shamir [8] with the
help of private and public shares. So, the advantage of
reframing correct data in share based digital data

*For correspondence

authentication can be quite handy in protecting secured
data. Generally, data authentication protocols are implemented either in spatial or frequency domain. Due to efﬁcient performance and wide popularity of Discrete Cosine
Transform (DCT) domain, Cox et al [9] suggested that
DCT can be used extensively in Joint Photographic Experts
Group (JPEG) compression procedure. In addition, Koch
et al [10] suggested the use of middle band frequency
coefﬁcients of a DCT transformed block for sensitive data
fabrication to resist JPEG compression. But the problem of
blocking artifacts was somewhat eliminated by wavelet
transform [11] which shows superiority during transmission
and decoding errors.
In the context of using wavelet transform in digital data
authentication, Garima Chopra et al [12] proposed Geometric wavelet in image coding method and the performance is improved in comparison to embedded zero-tree
wavelet (EZW), the set partitioning in hierarchical trees
(SPIHT) and the embedded block coding with optimized
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truncation (EB-COT). In another algorithm, Sudeep D.
Thepade et al [13] proposed Cosine wavelet, Walsh
wavelet and Slant wavelet transform for better performance
in image steganography. I.W. Selesnick [14] discussed the
implementation and properties of an orthogonal Discrete
Wavelet Transform (DWT), with two zero moments and
improved time-localization. In context to the increasing
demand of storage and transmission of digital images, Sunil
Malviya et al [15] suggested sub-band features in the
wavelet domain. A comparative analysis using DWT
compression was made by Salam Benchikh et al [16] based
on Bi-orthogonal, Daubechies, Coiﬂet and Symlet wavelets.
A. Alharbi et al [17] mentioned the effectivity of Haar
wavelet in human vision system (HVS), as it follows MultiResolution Analysis (MRA).
In wavelet domain, Coiﬂet transform has a higher number of vanishing moments for both the scaling and wavelet
functions, the associated low-pass ﬁlters are almost interpolating and linear phased within the pass-band. So, we
have better quality image than in other transform. This
helps greatly in Human Visual System and so we have used
this transform in our algorithm.
In India most of the important documents were handwritten. With the advent of digital technology, implementation of e-governance solution is only complete if it can
cater to the combination of born digital as well as digitized
document. The requirement of Conﬁdentiality, Integrity,
Authenticity and Non-Repudiation in born digital document
is ensured with the existing practices of cryptographic
techniques. But, these four properties can also prove to
secure digitized documents as well.
In the proposed approach, the following techniques are
incorporated:
1. Utilize the properties of digital domain like Integrity,
Authentication and Non- Repudiation to secure digitized
documents with the combined effort of visual cryptography and steganography.
2. The sensitive data in form of a digitized document is
represented in a much secured manner to ensure
Conﬁdentiality.
3. Protect sensitive data by fabricating it in coiﬂet transformed cover image and control the white noise using a
self-deﬁned technique without disturbing the imperceptibility and robustness of fabrication in the original
image.
4. In case of share generation, both secrecy and security are
also ensured with negligible computational complexity.
5. A 1 bit error detection and correction technique is
implemented to retrieve the correct version.
In conventional system, documents maintained in hard
copy carries handwritten signature of the authorized signatory which ensures authenticity of the document. In a
born digital system, the digital signature maintains the
authenticity in similar fashion until it is in soft form and at
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the same time ensures Conﬁdentiality, Integrity, Authenticity and Non-repudiation properties. But if we take a print
out of the document, digital signature cannot be used to
maintain the authenticity of the document.
Digitized signature means image form of physical signature. Nowadays it is very common, example most of the
competitive examinations. In these examinations, handwritten signature of the candidate is transferred to image
and uploaded for veriﬁcation in the examination hall.
Transferring hand written signature into image is simply
a well-known technique like scanning or taking a snap of
the same and it is already a proven and well implemented
approach. Our intention is to protect a digitized document
[18, 19] by ensuring the security features of Conﬁdentiality,
Integrity, Authenticity and Non-repudiation.
In true sense, our proposed approach never claims to
replace conventional digital signature with digitized document, rather establish a parallel system which can cater to
both born digital and digitized document.
An overview of the protocol is discussed in the next
section 2.

2. Overview of the methodology
Secrecy is the heart of cryptography. We have incorporated
visual cryptography in digitized document and taken other
possible measures to create proper security of the sensitive
document. The phases of the algorithm are:
Phase I: In our approach we have used digitized signature
rather than conventional digital signature. We have taken
the digitized signature and cleaned (converted to a set of 0’s
and 255’s only) it by using a self-deﬁned threshold value to
get a distinct signature with black and white pixel values
only. Further a self-deﬁned transformation is done to represent a value 0 as 0 and the value 255 as 1. Ultimately we
get a string of 0’s and 1’s (say S). Further two shares S1 and
S2 are pseudo-dynamically created from S by a self-deﬁned
technique. A value ‘‘1’’ in S may be represented as 0/1(S1)
& 1/0(S2) and ‘‘0’’ as 0/1(S1) & 0/1(S2) respectively
because S = S1 XOR S2. But the content of S1 and S2 is not
ﬁxed all through and varies every time they are created i.e.
the sequence of bit pattern in S1 and S2 are totally pseudodynamic in nature of their generation. If an intruder tries to
generate a duplicate version of S1 and S2 even if he gets
hold of the same S as retained by an authentic sender, still
this S1 and S2 may not match with the original version of
S1 and S2 of the actual sender. This concept is somewhat
different from the conventional public-key cryptosystem
techniques. After the shares are generated the following
procedures are performed to secure one of the shares before
embedding:
1. A 160-bit message digest (Sha -1) [20] as generated from
S1 is subsequently encrypted using a symmetric key (say
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K) to form M. This key is generated using Difﬁe
Hellman key exchange mechanism [21–23].
2. Encoding of S1 is done using Hamming 1- bit error
detection and correction technique [24] to form S1encry .
Phase II: S2, K and S are shared with an intended authorized client.
Phase III: The two cover images has been critically subsampled up to level 2 using coiﬂet wavelet transform to
generate sub-bands namely LL1 (Low-Low), LH1 (LowHigh), HL1 (High-Low) and HH1 (High-High) at level 1
and LL2, LH2, HL2, and HH2 at level 2 respectively. The
bits from M and S1encry are fabricated pseudo-randomly in
some frequency sub-bands of the selected blocks from the
three planes of the two colour cover images sequentially.
Phase IV: An authorized receiver executes the extraction
algorithm on the received authenticated images. The key
factors at the receiving end which increases conﬁdentiality
are:
1. The embedded share S1encry is not revealed to the public.
2. From S1encry , S1ext is framed using Hamming 1- bit error
detection and correction technique. It is also not
disclosed to the public.
3. Internally, the correctness of S1ext is tested by comparing
the generated message digest from S1ext and the
extracted message digest.
4. The identiﬁcation of the embedded data in the authenticated image is also difﬁcult for an intruder due to the
pseudorandom embedding position and embedding in
compressed image.
5. With the internally formed S1ext , if the receiver gives S2
as input to the system, then proper overlapping of S1ext
and S2 internally generates signature Sext . The receiver
physically checks Sext with the held signature S and a
correct match will deﬁnitely prove the non-repudiation
property, i.e. the sender cannot deny his document
because S1encry as embedded by the sender is not known
publicly. This technique is similar to handwritten
signature veriﬁcation in conventional banking system
and register deal which conﬁrms the authenticity of the
document.
6. The receiver can also conﬁrm that the document has
been dispatched from an authentic source otherwise the
share S2 would not have overlapped with S1ext to frame
Sext which appears to be similar to S of the sender.
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Pi =n;

C11 ¼ jP1  Ti j; . . .. . .. . .:; jPn  Ti j:
X
C11 =n;
W11 ¼
ðPi  W11 Þ?ðTi1 ¼ Pi Þ : ðTi2 ¼ Pi Þ; i ¼ 1. . .n:
X
X
Ti1 =p; A2 ¼
Ti2 =ðn  pÞ:
A1 ¼
Tf 1 ðImage1Þ ¼ ðA1 þ A2 Þ=2:
T ¼ ðTf 1 þ Tf 2 Þ=2:
Tf 2 is the calculated threshold value of the second image. T
is the ﬁnal threshold value. n denotes the total count of the
pixels in an image (say baboon.ppm).

3.2 Cleaning of the digitized signature
A digitized handwritten signature of a valid user is taken,
scanned and a cleaning mechanism is applied to generate a
clear perspective image. The self -deﬁned mechanism is
applied on the signature (say S):
ðPi \TÞ?ðTPi Þ ¼ 0 : ðTPi Þ ¼ 255;

ð2Þ

Here, Pi and TPi are the original and modiﬁed value of a
pixel of S. T is the calculated threshold value. TPi represents only black and white format.
Further for the simplicity in handling binary digits, we
have mapped the value ‘‘255’’ to 1 and ‘‘0’’ to 0.
Figures 1 and 2 demonstrate the conversion pictorially.

3.3 Creation of shares
Tai-Wen Yue et al [25] proposed generation of distinct
shares from a digitized data. In the proposed approach, each
pixel of the cleaned digitized signature (S’) generates two
independent sets of values which represents two shares (S1
and S2) that differ from each other and also from the
mother signature.
To elaborate, let the cleaned digitized signature (S’) be
considered as N  N block. Blocks of size 2  2 are taken
at a time in sliding window pattern for further processing.
The shares (S1 & S2) will be generated from the positional
bit value of a 2  2 matrix as mentioned below:

The next section 3 elaborates the different techniques of the
proposed approach.

3. Detailed discussion of the technique
3.1 Generation of the threshold value
A variable T is calculated to clean a digitized signature.
The mathematical representation is:

ð1Þ

Figure 1. Partial Cleaning of digitized signature.
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Figure 2. Full Cleaning of digitized signature.

Table 1. Possible values for S1 and S2 as generated from each
bit of S’.
Input
1
0

S1
0
1
0
1

S2
1
0
0
1

Prob.
1=2
1=2
1=2
1=2

ðx½i; j ¼¼ 0Þ?ððmodðrandðÞ; 2Þ ¼¼ 0Þ?ðS1½i; j ¼ 0;
S2½i; j ¼ 0Þ : ðS1½i; j ¼ 1; S2½i; j ¼ 1ÞÞ :
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length of 40 digits. To make M more secured we have
encrypted M.
In public key cryptosystem, enciphering and deciphering
are governed by distinct keys as mentioned by W. Difﬁe
et al [26]. But in the proposed approach we have used the
Difﬁe Hellman Key Exchange mechanism [21–23] to
generate a symmetric key between two authorized interested agencies. This symmetric key is used to encrypt the
message digest M to form (M’) which is fabricated in the
cover image. The symmetric key is also shared with the
intended receiver.
The motive behind the use of Difﬁe Hellman Key
Exchange mechanism is that: 1) It is one round trip key
exchange mechanism, which is less complex one shot
communication system. 2) A third party may acquire the
public keys of the sender and receiver, but not their private
keys and hence similar symmetric key cannot be generated
by an intruder.
This approach proves the privacy/ conﬁdentiality of the
sender and the receiver and is quite different from a conventional approach.

ððmodðrandðÞ; 2Þ ¼¼ 0Þ?ðS1½i; j ¼ 0;
S2½i; j ¼ 1Þ : ðS1½i; j ¼ 1; S2½i; j ¼ 0ÞÞ
ð3Þ
Here, x [i, j], S1 [i, j] and S2 [i, j] denotes a cell value of
(S’), S1 and S2 respectively.
The possible values for S1 and S2 are as shown in
table 1.
The pictorial representation of share generation from a
cleaned digitized signature and then subsequently combining the shares to get back the original cleaned version is
shown in ﬁgure 3.

3.4 Forming message digest from S1
and encryption of the message digest
SHA-1 (Secure Hash Algorithm 1) is one of the widely
used security protocols. In the proposed algorithm we have
used this cryptographic hash function to produce a 160-bit
(20-byte) [20] hash value known as a message digest (say
M) from S1 as input. M is a hexadecimal number with

Figure 3. Shares generated from a signature.

3.5 Encoding S1 using Hamming 1-bit error
detection and correction technique
Hamming (7,4) code as mentioned by Ramadhan J. Mstafa
et al [24], can be used as a set of error-correction codes to
detect and correct the errors which can occur when the data
is moved or stored from the sender to the receiver. The
concept of redundant bits is used to detect the error using 2r
 m?r?1, where r is the number of redundant bits and m
is the number of data bits
In the proposed approach, we have used single bit error
correction procedure. In Hamming Code for 3-bit code, S1
is a set of bits which is to be encoded. We assume a bit of
S1 and represent it as a set of 8 bits. Now we pad an extra
bit in the 9th position of the set to make it a representation
of 9 bits for each bit of S1. This is done to get sets of 3 bits
each for the manipulation using Hamming Code.
The procedure deﬁnes encoding at the sender’s end and
decoding at receiver’s end. The number of data bits = 3, the
number of redundancy bits are calculated as: Let p=2; so
22  3?2?1, so p != 2; Let p=3; so 23  3?3?1, so the
number of check bits will be 3. Now we have 3 data bits
and 3 redundant bits. So the total code word formed is of
6 bits (3 ? 3).
In the proposed algorithm we have considered a data
pattern X2 X1 X0 which incorporates the check bits at position 1, 2 & 4 respectively(i.e. at positions of power of 2)
and the formed word is C0 C1 X2 C2 X1 X0 , where X2 X1 X0 are
the data bits and C0 C1 C2 are the check bits. Now the values
of C0 , C1 , C2 are calculated using conventional logic i.e.
considering the number of 1’s is odd or even.
The calculation of check bits is done as follows:
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C0 ¼ 0; if X2 X1 ¼ 00 or 10;
¼ 1; if X2 X1 ¼ 01 or 11:
C1 ¼ 0; if X2 X0 ¼ 00 or 10;
¼ 1; if X2 X0 ¼ 01 or 11:

ð4Þ

C2 ¼ 0; if X1 X0 ¼ 00 or 10;
¼ 1; if X1 X0 ¼ 01 or 11:
The same process is repeated for all other bits of S1. After
all the bits of S1 are encoded we get (S1’) which is to be
fabricated in the cover images.

3.6 Generation of pseudo-random embedding
position
We consider the four values i.e. HH10;0 , HH10;1 , HH11;0
and HH11;1 of a 4  4 transformed block (BLi ) and represent them in terms of binary digits. The two MSB’s of
these four values are considered for the generation of
pseudorandom position, i.e.
HH10;0 ! (B1 ,B2 ), HH10;1 ! (B3 ,B4 ), HH11;0 !
(B5 ,B6 ), HH11;1 ! (B7 , B8 ).
Let I1 ; I2 ; I3 ; I4 are the four MSB bits of binary format of
BLi .
Ipos ¼ ðBLi %2 ¼¼ 0Þ?ððI1 I2 ÞXORðBINðCEIL
ððDECðB1 B2 Þ þ DECðB7 B8 ÞÞ=2ÞÞÞÞ : ððI3 I4 Þ
XORðBINðCEILððDECðB3 B4 Þ þ DECðB5 B6 ÞÞ=2ÞÞÞÞ:
ð5Þ
Here, (BIN ! Binary Format, CEIL ! Ceiling value, DEC
! Decimal Value, Ipos ! Pseudorandom position). The
value of Ipos can be any value between 0-3.
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functions are both normalized by 12. All these properties
make coiﬂets desirable in signal analysis and can integrate
both frequency and time information in a scheme.
The mathematical formula is
Bk ¼ ð1Þk CN1k

where k is the coefﬁcient index, B is a wavelet coefﬁcient,
C is a scaling function coefﬁcient and N is the wavelet
index. In the proposed algorithm we have used coif6
(Coiﬂet 6 wavelet) and the wavelet and scaling function
and coefﬁcients are:
1. Coif6 scaling function:
pﬃﬃ
pﬃﬃ
uðtÞ ¼ h0 ð2Þuð2tÞ þ h1 ð2Þuð2t  1Þ
pﬃﬃ
pﬃﬃ
þ h2 ð2Þuð2t  2Þ þ h3 ð2Þuð2t  3Þ
pﬃﬃ
pﬃﬃ
þ h4 ð2Þuð2t  4Þ þ h5 ð2Þuð2t  5Þ

The technique of Daubechies [27, 28] uses overlapping
windows in order to reﬂect all changes between pixel
intensities. The D4 transform has four wavelets and scaling
coefﬁcients. The Coiﬂet transform is derived from the
Daubechies wavelet but it uses more overlapping windows
involving six scaling and wavelet function coefﬁcients with
increase in pixel averaging and differencing. Thus it is
smoother and provides exceptional image quality at high
compression rate. This has lead to the use of coiﬂet transform for the growth of effective data hiding in digital
domain.
In coiﬂet representation the wavelet function ðuðxÞÞ has
2N moments equal to 0, the scaling function ð/ðxÞÞ has 2N1 moments equal to 0 and the support length is 6N-1. The
vanishing moments of wavelet function is N/3 and that of
scaling function is N/3-1. The wavelet and scaling

ð7Þ

2. Coif6 scaling function co-efﬁcients:
pﬃﬃﬃ
pﬃﬃﬃ
pﬃﬃﬃ
pﬃﬃﬃ
h0 ¼ ð1  7Þ=ð16 2Þ; h1 ¼ ð5 þ 7Þ=ð16 2Þ;
pﬃﬃﬃ
pﬃﬃﬃ
pﬃﬃﬃ
pﬃﬃﬃ
h2 ¼ ð14 þ 2 7Þ=ð16 2Þ; h3 ¼ ð14  2 7Þ=ð16 2Þ;
pﬃﬃ
pﬃﬃﬃ
pﬃﬃﬃ
pﬃﬃﬃ
h4 ¼ ð1  7Þ=ð16 2Þ; h5 ¼ ð3 þ ð7ÞÞ=ð16 2Þ:
ð8Þ
3. Coif6 wavelet function:
pﬃﬃ
pﬃﬃ
wðtÞ ¼ g0 ð2Þuð2tÞ þ g1 ð2Þuð2t  1Þ
pﬃﬃ
pﬃﬃ
þ g2 ð2Þuð2t  2Þ þ g3 ð2Þuð2t  3Þ
pﬃﬃ
pﬃﬃ
þ g4 ð2Þuð2t  4Þ þ g5 ð2Þuð2t  5Þ

ð9Þ

4. Coif6 wavelet function co-efﬁcients:
g0 ¼h5 ; g1 ¼ h4 ; g2 ¼ h3 ; g3 ¼ h2 ;

3.7 Expression of coiﬂet wavelet transform

ð6Þ

g4 ¼h1 ; g5 ¼ h0

ð10Þ

3.8 Sender’s algorithm
Input: Two color images as cover and the payloads are
(S1’) and (M’).
Output: Two color authenticated images.
Each of the cover images are divided into three planes
(Red, Green and Blue) and each plane is considered as a set
of non - overlapping 4  4 pixel blocks. The sub-blocks are
chosen from the three planes of the two images sequentially
and the following steps are repeated until the bits of the
payload gets fully fabricated.
Steps:
1. Two-level Coiﬂet DWT (C6) is applied on the sub blocks accessed in row major order.
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Figure 4. Procedure performed by the Sender.

2. Only integer part of the coefﬁcients LH2, HL2, LH1ð0;1Þ ,
LH1ð1;0Þ , HL1ð0;0Þ and HL1ð1;1Þ of the current block are
utilized for fabrication.
3. The pseudorandom fabrication position is generated for
the current block [subsection 3.6].

4. Six bits are embedded in the pseudorandom position of
the integer part of LH2, HL2, LH1ð 0; 1Þ, LH1ð 1; 0Þ ,
HL1ð 0; 0Þ and HL1ð 1; 1Þ.
5. The changes in the signal intensity due to fabrication can
be mathematically expressed as
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Figure 5. Procedure performed by the Receiver.

P0i ða; bÞ ¼ Pi ða; bÞ þ a  ð0=1Þ:

ð11Þ

1: ða [ 0Þ; thenP0 ði; jÞ ¼ ½ðP0 ði; jÞ ¼¼ ðS1ðiÞ; IposÞ

where Pi is the original, P0i is the modiﬁed signal and a
(0/1) is the scaling factor to measure the strength of the
encoded signal.
6. After fabrication, if the signal value exceeds the normal
range then it can be controlled by manipulating the value
of a (Equation 11). The bit on the right of ipos (1 to 0 or
0 to 1) in the current bit stream is modiﬁed and this
technique is termed as concealing of a byte. Mathematically it can be expressed as:

?ðjP0 ði; jÞ  S1ðiÞjÞ : 0
2: ða\ ¼ 0Þ;

no

change:
ð12Þ

7. The block is written back to its original location.
8. After all the fabricated blocks are rewritten, the images
are reformed. Now, Inverse coiﬂet transform is applied
to get the ﬁnal authenticated spatial images.
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Table 2. Metric Analysis
Images
Chilli
Fruits
Kaya
Lenna
Peppers
Tiffany
Vegetables
Watch
Grapes
Airplane
Average

MSE
5.312
6.723
5.898
7.578
9.034
8.871
7.010
9.544
8.291
7.310
7.557

PSNR
43.08
42.03
40.01
40.01
39.08
40.90
41.01
39.70
42.41
43.91
41.21

IF
0.954
0.946
0.961
0.919
0.912
0.904
0.931
0.821
0.937
0.931
0.921

SSIM
0.997
0.996
0.991
0.981
0.991
0.980
0.997
0.990
0.991
0.991
0.990

CC
0.996
0.993
0.997
0.992
0.993
0.990
0.994
0.991
0.994
0.990
0.993
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If an authenticated pixel value exceeds the normal range,
proper rectiﬁcations are made on the adverse value. The
threshold variable is effectively used for the process. The
possibilities and subsequent remedies are:
• ((0 \ SPi \ T)&& (ASPi \ 0))? (SPi ? (0 - highest (-)
ve pixel value)): No process.
• ((255-T)\SPi \255)&& (ASPi [255)? SPi - (highest
(?) ve pixel value) - 255) : No process.
• (0 \ SPi \ T)|| ((255-T) \ SPi \ 255)&& (ASPi \
0)&& (ASPi [ 255)? A = (0- highest (-) ve pixel
value), B = (highest (?) ve pixel value) - 255), D =
Max (A, B), (0\SPi \T)? (SPi ? 2D): ((255-T)\SPi
\ 255)? (SPi - 2D): No process: No process.
• (0 \ SPi \ T)|| ((255-T) \ SPi \ 255)&& (ASPi \
0)&& (ASPi [ 255)? A = (0- highest (-) ve pixel

Figure 7. Graphical comparison between Original and Authenticated Images.
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Figure 8. Comparison between Original, Authenticated Images and the Shares.

Table 3. Comparison of PSNR Values.
Sl No.
A
B
C
D
E
F
G
H
I
J
K
L
M
N
O
P
Q
R
S
L

Algorithm
[32], 2010
[33], 2011
[34], 2012
[35], 2012
[36], 2013
[37], 2013
[38], 2016
[39], 2014
[18], 2017
[19], 2019
[40], 2014
[41], 2013
[42], 2016
[43], 2018
[44], 2019
[45], 2019
[46], 2018
[47], 2019
[48], 2018
Proposed

3.9 Receiver’s algorithm

Resolution
1
2
2
2
1
2
2
2
2
1
2
2
1
1
1
1
1
1
1
2

PSNR
34.60
36.04
39.62
26.30
38.52
33.08
36.44
36.14
37.61
39.72
34.33
39.56
39.78
37.22
33.06
54.73
42.13
51.15
35.16
41.21

value), B = (highest (?) ve pixel value) - 255), D = (A/
B), (0\SPi \T)? (SPi ? 2D): ((255-T)\SPi \255)?
(SPi - 2D): No process: No process.
• (0 \ SPi \ 255)&& (ASPi \ 0)&& (ASPi [ 255)? A =
(0- highest (-) ve pixel value), B = (highest (?) ve
pixel value) - 255), D = (A/ B), (0 \ SPi \ T)? (SPi ?
2D): ((255-T) \ SPi \ 255)? (SPi - 2D): No change:
No process.
Here SPi is the original spatial value and ASPi is the
authenticated spatial value. T is deﬁned in sec 3.1.

Input: Two authenticated colour images, a share S2.
Output: Valid Signature.
Handling of the authenticated images and choosing of
sub-blocks follow the same mechanism as done at sender’s
side.
The following steps are repeated until the signature is
formed.
Steps:
1. The equation of forward Coiﬂet wavelet transform is
applied on the current block to get the frequency
coefﬁcients.
2. The integer part of the coefﬁcients LH2, HL2, LH1ð0;1Þ ,
LH1ð1;0Þ , HL1ð0;0Þ and HL1ð1;1Þ of the current block are
chosen and bits are extracted from the pseudorandom
position generated for the block.
3. Six consecutive bits are extracted from a block and
scaled down to a set of three correct bits by applying
Hamming 1-bit error detection and correction technique.
This step is repeated until a share S100 is framed which is
not extracted.
4. After S100 is formed, the fabricated bits of M 0 are also
extracted and decrypted (using the symmetric key) to
reframe M 00 . This M 00 is also not extractable.
5. Internally, a message digest (Sha-1) M 000 is created from S100 .
6. M 00 and M 000 are matched internally to verify the
similarity between S10 and S100 .
7. If there is a correct match (as in step 6) then S2 is fed to
the system.
8. Now, S2 overlaps with S100 to regenerate a signature
which is the output to the receiver.
The authenticity of the document is verﬁed manually by
comparing the regenerated signature and the held signature
of the sender.
The process at the sender’s and receiver’s end are shown
in ﬁgure 4 and ﬁgure 5.
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Figure 9. Histogram Analysis.

4. Complexity of the algorithm
In the proposed approach, our objective is to establish the
security features of conventional digital signature approach in a
digitized medium and so the complexity factor is not of much
importance in this scenario. Most of the methods are selfdeﬁned procedures which has less amount of mathematical and
computational complexity than the conventional methods.
To elaborate,

• The image compression procedure is based on Coiﬂet
transform which has a higher computational complexity but Coiﬂets has a high number of vanishing
moments for both the scaling and the wavelet
functions. Due to this, the associated low-pass ﬁlters
are almost interpolating and linear phased within the
pass-band, and we have better quality image than from
the other transform. This helps in Human Visual
System.
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• In context to visual cryptography, we have deﬁned a
self-deﬁned procedure to create two shares S1 and S2.
Instead of using power and modulus as in conventional
system we are using an approach which is supposed to
be less complex without compromising the level of
uncertainty. The time complexity to generate the two
shares (S1, S2) are each O(n2 I). So, the total time
complexity for the two shares combined is also O(n2 I).
• For single bit error detection and correction, we have
used Hamming code. The objective is to establish
copyright and sensitive data protection religiously and
the properties of data communication may be customized accordingly by the signal and communication
authority for commercial beneﬁt.
• Difﬁe-Hellman key exchange mechanism use power
and modulus operations. But as it is used only once for
an intended sender-receiver pair, the complexity factor
is not of much signiﬁcance.

5. Experimental results and analysis
Sets of standard benchmark PPM images are taken for the
validation of the data insertion and extraction methods as
implemented in Matlab (version R2020a). The dimension
of each of the source image is 512  512  3, the digitized
signature (S) is 150  150, and the two payloads are
enrypted message digest and one of the shares in encoded
format. Some of the cover images, the corresponding
authenticated version and private data are shown in
ﬁgure 6.
The white noise due to fabrication could not create
extensive visual distortion in the authenticated images
according to Human Visual System (HVS) and so we can
state that Visual Attack is resisted.
Further, to test the efﬁcacy of the algorithm, we have
used some of the image quality metrics like, Mean Square
Error (MSE) [29], Peak Signal to Noise Ratio (PSNR) [29],
Image Fidelity (IF), Structural Similarity Index Metric
(SSIM) [30] and Bit Error Rate (BER) [31]. We have also
mentioned the value of Correlation Coefﬁcient to indicate
the similarity between the original and authenticated
images.
Table 2 gives the values achieved after the experimentation on a set of images.
In the proposed technique the average PSNR value is
achieved as 41.22 dB even with simultaneous and individual use of the three planes of two images separately for
fabrication.
Moreover, the average values of MSE, IF, SSIM and
CC i.e. 7.557, 0.921, 0.990 and 0.993 respectively determines the visibility closeness between the original and
authenticated images. The table interprets possibility of
complete recovery of the sensitive data by an authorized
receiver.
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Moreover, a pixel value differencing between the original and authenticated images is done to graphically depict
the robustness of fabrication as shown in ﬁgure 7.

6. Effectiveness of the algorithm
The efﬁciency of the algorithm is enhanced based on
secured generation of shares with negligible computational
intensity. In ﬁgure 8, the pixel position is marked in X axis
and the input signature, share 1, share 2 and output signature are plotted accordingly in the Y axis. The shares do not
imitate the input or output signature, nor resembles each
other.
It can also be assured that prediction of a share from one
another is nearly impossible in context to computational
complexity. The probability of a share prediction is 1/2, and
the double folded randomness of pixel assignment in shares
reduce the possibility of duplicate share creation. If the size
of a digital signature is M  N, then the possibility of
predicting a share will be 2(M  N), which is nearly
impossible practically given a time frame.
Further, to establish the efﬁciency of the algorithm it is
compared with some of the existing techniques based on
average PSNR value in context to the level of resolution.
From table 3, it is evident that the proposed algorithm
generates better results than the algorithms in A to S, even
though the level of resolution is either similar or a step
higher. This fact help the proposed algorithm to be used
effectively in copyright and sensitive data protection.

7. Resistance against attacks
• Statistical Attack: During the embedding process, the
fabrication intensity can be properly checked to resist
noticeable distortions in the authenticating signals. If
CS , MS and t denote the carrier signal, modiﬁed signal
and the intensity strength, then the mathematical formula is MS = t  CS . The value of t is attuned to
control white noise for supporting the imperceptibility
and robustness of fabrication in the authenticated
images. To justify, we have used the histogram to
make an analysis of density estimation between the
original and authenticated images.
From ﬁgure 9 it is evident that there is negligible
difference in the frequency plot between the original
and the authenticated images.
Further to establish the robustness of fabrication, i.e.
imperceptibility in hiding, we have also analyzed and
compared frequency of each color plane of the original
and the authenticated images separately.
Even in this detailed perspective (RGB analysis), the
change in the authenticated images is not clearly distinguishable as compared to that of the original ones.
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Figure 10. RGB Analysis.

Hence, from the comparison of frequency distribution
as in ﬁgures 9 and 10, we can also state that resistance
to statistical attacks is achieved. This helps us to infer
that the introduction of sensitive bits in the cover
image and that to in three planes separately could not
produce any drastic change in the authenticated image
which may create inquisitiveness in the mind of an
intruder regarding the presence of sensitive data.
• Copy Attack: In some cases the attacker may have a
copy of the authenticated image with the encoded
message and a copy of the original. If the two ﬁles are
different, there must be some hidden information
inside. But one of the shares and the signature of the
intended sender which is to be fed to the extraction

algorithm is held by an intended receiver and not with
an intruder. It is never possible for an attacker to
simply replace the message with the original to destroy
the hidden information. The mechanism at the
receiver’s end is totally internal and the sensitive data
(One Share and message digest) has been embedded by
the sender with proper covering. Even if the authenticated images are hacked by an intruder and bit error
is incorporated, the Hamming 1 - bit error detection
and correction is available to rectify it. Also, third
party may acquire the public keys of the sender and
receiver, but not their private keys and hence similar
symmetric key cannot be generated by an intruder.
This helps to resist copy attack. Moreover, a problem
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Figure 11. Analysis of the algorithm based on CC after the attacks.

Figure 12. Document Preparation.
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Figure 13. Document Validation.

can also be caused when a marked target image is
considered as cover but this is impossible to achieve
and hence restricts protocol attack.
• Collusion Attack: In this attack, either the attacker
can identify and extract the pattern of payload if
there are multiple authenticated images with similar
payload or several copies are made from an authenticated image, which have different payload. The
attacker tries to destroy the original document by
combining the copies. In the proposed algorithm, the
fabrication position of the secret data is dependent
dynamically on the current block and the pseudorandom position. So whatever may be the number of
authenticated images, in each and every image the
fabrication position is totally different and as it is

done level wise, combining them all will not help to
detect the secret data. Moreover due to the pseudorandom fabrication method, the Averaging technique
implemented on the multiple copies of the same
authenticated image, i.e. g(x, y) = f(x, y) ? n(x, y),
where f(x, y) is the original, g(x, y) is the noisy
image and n(x, y) is the amount of noise added, will
be somewhat ineffective. In this procedure the value
of n(x, y) will never be zero and so g(x, y) will
never converge to f(x, y). The authenticated users
are only privileged to detect an appropriate share and
reframe the correct digital signature.
• Correlation Coefﬁcient (CC) - This is utilized to
indicate the similarity between the original and
extracted version of the payload affected under attacks.
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A value close to 1 indicates that the extracted signal
resembles the actual signal. The ﬁgure 11 shows the
CC value of the extracted signature after a series of
attack has affected the authenticated version.

8. Social implications
The proposed algorithm can be utilized to authenticate and
conﬁrm the originality and integrity of data in an electronic
form of mark sheet. A proposed model is mentioned next.
In generating an E-Marksheet, a digitized signature of an
authentic user can be taken, shares can be generated and
one of the shares can be fabricated in the upper portion of
the document. This will be helpful in deﬁning the authenticity of an individual and the proprietary document. An
elaboration to generate the document is shown in ﬁgure 12.
To prove the property of conﬁdentiality and non-repudiation at any point, an authentic user only can decipher the
fabricated share, superimpose on the other share and generate the valid signature. The validation process is shown in
ﬁgure 13.
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• Use of multi-bit error correction can be incorporated
with Cyclic Redundancy Check and Hamming Distance concepts.
• Multi-copy of secret data can be embedded in nonoverlapping manner in different segments of cover medium.
• Adoption of separate transformation in wavelet
medium for different copies of secret data may resist
brute force attack in a better manner and also enhance
the robustness signiﬁcantly.
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