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Abstract. Nowadays, the homeland security ﬁeld faces more difﬁculties in identifying suspicious or abnormal
entities in huge datasets. Even though there are numerous technologies available, the objective of ﬁnding out the
anomalous instances in huge semantic graphs is still a challenging point. This is because the nodes are strongly
linked with innumerable links. When a node carries unique or abnormal semantics in the network, it is considered as an abnormal node. In order to understand this idea, the semantic proﬁle of each node is generated by
modeling the graph structure using various kinds of nodes and links linked to the node at a particular distance
through edges. Here, the relation between the nodes is represented by a certain weight. After framing the graph
structure, ternary-based feature level extraction based on assigned weight takes place. Further, the optimal
feature selection from extracted rules is deployed where second-order mutual information is assigned as the
ﬁtness or the objective function. Here, the abnormal paired nodes are optimally selected using the improved
Dragonﬂy Algorithm (DA) based on the maximum mutual information. Since the weighting factors utilized in
DA are based on ﬁtness function, the proposed algorithm is termed as Fitness-Weighed Dragonﬂy Algorithm
(FW-DA). The effectiveness of the proposed algorithm is substantiated by comparing it with the conventional
models through various performance analyses.
Keywords.

Semantic graph; anomaly detection; ternary list; dragonﬂy algorithm.

1. Introduction
Networks (or graphs) turn out to be a well-known concept
for demonstrating multifaceted relationships in varied
applications like computer security, social networks,
ﬁnance, and systems biology [1, 2]. Anomaly detection
[3–5] is the task of discovering a part of the graph (that is,
subgraphs, edges, and nodes) in which certain ‘‘unusual’’ or
‘‘strange’’ actions are taking place [6]. Anomaly-based
detection attempts [7–9] to reduce the human efforts by
formulating a statistical design of normal behavior and it
further detects the entire variations from it [10]. For
instance, in the authorship of scientiﬁc articles, strange
authorship or unusual authorship can be referred to as a pair
of authors, who are from different afﬁliations, amid all the
pairs of authors from the same afﬁliation, though the
activity cannot be deﬁned as malicious or adverse. The
manipulation of strange behavior is based on the nature of
the network [11, 12], and there exist numerous works
regarding various types of network characteristics [13, 14].
In fact, anomalies have been described in terms of network
edges (i.e., anomalous connections among nodes) [15, 16],
node characteristics, and features of diverse types of
*For correspondence

subgraphs. Anomalies are usually noted in both dynamic
graphs and static graphs, where the edges or features of
edges (for instance, features, weights) vary over time
[9, 17, 18].
The anomaly schemes include many advantages; however, their adoption in the practical sector has not been
considered. This is because they usually suffer from
increased FAR (not all anomalies are associated with
attack), portraying them as ineffectual in practice, as network operators can examine only certain events per day
[2, 3]. Lessening the FPR [19], 20] is thus found to be
signiﬁcant. A semantic graph [21–23] is a graph in which
the nodes address objects of varied kinds (for instance,
organizations, papers, persons, etc.). Semantic graphs can
also be considered with multiple kinds of relations that are
said to be MRNs [24–26]. Including MRNs in the data is
signiﬁcant, as they include diverse types of semantic
information that permit automatic evaluation of the entities
[27]. MRNs [28, 29] remain as an improved technique to
portray the complicated links among individuals. Even
though there are techniques that focus on discovering
central nodes or patterns from numerical datasets or networks, there have been slight works that are intended to
ﬁnd abnormal occurrences in large multifaceted semantic
graphs whose nodes are largely related with numerous
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varied kinds of links. The expert systems as well as decision making systems were developed with the help of
optimization principles [30–34]. In literature [30, 35–39],
more optimization principles or mechanisms are combined
to develop a hybrid optimization algorithm.
The main contribution of this research work is as
follows:
• The semantic proﬁle of every node is produced by
modeling the graph structure using different kinds of
nodes and linked to the node at a particular distance
through edges.
• The association among the nodes is addressed by a
certain weight. After framing the graph structure,
ternary-based feature level extraction depending on
assigned weight takes place.
• Further, the optimal feature selection from ternary list
is employed; here, second-order mutual information is
assigned as the main objective function.
• Also, the abnormal paired nodes are selected optimally
with the aid of the improved Dragonﬂy Algorithm
(DA) model depending on maximum mutual
information.
• As the weighting factors exploited in DA depend on a
ﬁtness function, the adopted model is known as
Fitness-Weighed Dragonﬂy Algorithm (FW-DA).
• The performance of the proposed model is then
compared with those of the other conventional models,
and its betterment is proved.
The organization of this paper is as follows. Section 2
explains the literature review on semantic models. Section 3 describes the node distribution in the semantic graph
model. Section 4 discusses the overall architecture of proposed anomaly detection in the semantic graph, and section
5 portrays the abnormal node detection using optimization
concept. The results and their discussion are analyzed in
section 6, and in section 7 the conclusions are provided.

2. Literature review
2.1 Related works
In 2008, Lin and Chalupsky [1] introduced a novel, unsupervised, and domain-independent architecture to identify
abnormal occurrences in semantic graphs. Moreover, by
determining suspicious occurrences, it can be predicted that
to ﬁnish the procedure, a scheme has to induce the users by
offering comprehensible descriptions for its discoveries.
Numerous descriptions were provided to generate humanunderstandable descriptions automatically for the revealed
outcomes. Finally, the results demonstrated that the suggested scheme had offered better results when compared
with conventional unsupervised network schemes.
In 2017, Wu et al [2] suggested a novel ontology and
graph-dependent technique for evaluating security.
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Ontology was modeled to address security awareness such
as vulnerabilities, assets, and attacks in a general form. By
means of the inference capabilities of the ontological representation, a proﬁcient system architecture was suggested
to produce attack graphs and measure the security of the
network. Finally, the computation of the implemented
system was assessed on test networks of varying topologies
and sizes.
In 2018, Modica and Tomarchio [3] suggested a
scheme that was inﬂuenced based on the semantic model to
improve consistent security strategies. The semantic models facilitate machine reasoning, which is exploited for the
detection of security-facilitated services. Accordingly, in
the suggested scheme, the semantic enhancement of
strategies was imposed by an automatic process. Moreover,
a semantic framework was introduced, which was proﬁcient
in smartly matchmaking the security capabilities and it was
tested on a use case scenario.
In 2014, Vidal et al [4] presented a novel approach based
on semantic annotation for the enrichment of documents.
The suggested model was mostly deployed in the educational sector. Also, the appropriate terms were linked with
the subgraph of the ontology. On considering the nature of
related data, a better description can be offered by the
presented model. Finally, from the computational point of
view, the presented scheme was also more appropriate,
speciﬁcally in the ﬁeld of education.
In 2018, Yao et al [5] introduced a multi-source alert
data model depending on a rough set hypothesis for
enhancing security in semantics. Initially, the alert data
were classiﬁed based on data features to combine the various alerts. Subsequently, the weight for every alert classiﬁcation was evaluated by deploying the presented model.
In addition, reliability measures were introduced to calculate the reliability of diverse alerts for further semantic
analysis and correlation based on network background
information. Finally, the outcomes demonstrated that the
introduced method could lessen the repetitive alerts in the
datasets.
In 2018, AlEroud and Karabatis [7] suggested a novel
method that exploited contextual data to identify the feasible semantic links from various ﬂows. Time, location, and
other data extracted from ﬂows were then deployed
between alerts to produce semantic links. Such links were
recognized through an inference action on PSLNs, which
examined the incoming ﬂows. In addition a widespread
conﬁrmation of the suggested scheme was carried out, and
potential outcomes in recognizing unknown and known
attacks were attained.
In 2016 Das et al [8] proposed a hardware-improved
framework, GuardOL, which intended to capture the
malicious activities of malware. Accordingly, the frequency-centric model for feature construction using system
call patterns of benign samples and known malware was
implemented initially. Here, a machine learning technique
was executed in FPGA to train classiﬁers by exploiting

No contemplation on uncertainty

Multi-core systems not considered

No update of links to involve new nodes

Difﬁcult to recover the proper context where
the query has been formulated
Efﬁciency of repetitive alert minimization not considered

Scalability should be considered

Attack graph

Framework module

GFA

Rough set theory

Intrusion-detection-based SLN

MLP

Graph mining

Modica and Tomarchio [3]

Vidal et al [4]

Yao et al [5]

AlEroud and Karabatis [7]

Das et al [8]

Cadena et al [9]

No requirement of training examples
Discovers abnormal nodes in complex dataset.
Reduced computational complexity
Newly identiﬁed attacks can be modeled rapidly
Facilitates ﬂexible matchmaking process
Offers better security policies
Beter recall
Improved F1-score
Reduces repetitive alerts
Better reliability
Better detection of security alerts
Detects multistep attacks
High accuracy
Reduced power utilization
Reduced time complexity
Improved practical performance

Features
Adopted methodology

Wu et al [2]

The common suggestion is that a node is suspicious and
abnormal if it holds abnormal or unique semantics in the
network. For understanding this theory in an automatic
network, a semantic proﬁle is generated for every node by
brieﬁng the graph structure around it depending on the
diverse kinds of nodes and links associated with the node

UNICORN

3. Node distribution in the semantic graph model

Author [citation]

Table 1 shows the reviews on semantic models. First,
UNICORN was introduced in [1]. It discovers abnormal
nodes in complex datasets, and it does not require training
examples. However, there was no contemplation on sampling techniques. An attack graph was suggested in [2] that
included reduced computational complexity and in this
scheme, newly identiﬁed attacks could be modeled
rapidly. However, there was no contemplation on space
limitations. Also the framework module was established in
[3], which facilitated a ﬂexible matchmaking process, and
it also offered better security policies. However, there was
no contemplation on the scalability of the semantic engine.
GFA was implemented in [4], which presented better
precision and recall along with improved F1-score, yet it
was difﬁcult to recover the proper context where the query
had been formulated. Rough set theory was suggested in
[5] that provided better reliability and minimized the
repetitive alerts. However, the efﬁciency of repetitive alert
minimization was not considered. Similarly, SLN based on
intrusion detection was offered in [7] that offered better
detection of security alerts. Accordingly it also detected
multistep attacks, but there was no update of links to
involve new nodes. Also MLP was suggested in [8], which
offered high accuracy along with reduced power utilization. However, multi-core systems were not considered.
Finally, graph mining was proposed in [9] that provided
reduced time complexity with improved practical performance. However, uncertainty was not considered. These
drawbacks should be focused on enhancing the performance of semantic models efﬁciently in the present work.

Table 1. Features and challenges of conventional semantic models using various techniques.

2.2 Review

54

Lin and Chalupsky [1]

Challenges

these features. Moreover the suggested design offers an
early prediction of malwares within 30% of their execution, thus outperforming the conventional models.
In 2018, Cadena et al [9] suggested a method that
insisted on several formulations of anomaly detection with
a view on ‘‘window-dependent’’ schemes in dynamic
networks. In addition, two classes of methods are analyzed
here: the initial one is the generalizations of Steiner connectivity, and the subsequent one is the dense subgraph
mining. Finally the major problem formulations that were
analyzed using these schemes were veriﬁed, and the
details of certain major schemes were described.

Have to focus more on space restrictions
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Sampling models not considered
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N3–N5. N3 is combined with nodes N5–N7 and N4 is
combined with nodes N5 and N7. N5–N7 are not combined
with other nodes.

N2

N1

N5

4.2 Ternary list formation
N3

N7
N4

N6

Figure 1. Semantic bibliography network with seven nodes.

Ternary list formation is the new contribution taken into
account for abnormal node detection. It is used to ﬁnd the
connectivity among the nodes. To form the ternary list the
neighboring list of each node is determined, as described in
the earlier sub-section. The intersection or similarity
between ith and jth nodes, Ti ð jÞ, is determined based on
Eq. (1), where Ai denotes the neighboring list of ith node
ðiÞ
and Aj indicates the neighboring list of jth neighbor of ith
node:
ðiÞ

Ti ð jÞ ¼ Ai \ Aj :
in a speciﬁc distance. Further, abnormal nodes are identiﬁed that include an abnormal semantic proﬁle. In fact,
‘‘semantics’’ in a semantic graph is mainly held by the
structured labeled nodes and links in the network [1]. Thus
the adopted model requires both the label information and
the structure, to form the semantics of nodes, such that it
will be simpler to evaluate and compare. Thus, in the
proposed scheme, a node is designed by a summarization of
its nearby labeled network model depending on paths,
along with several numerical dependency metrics, among
these nodes and paths.

4. Overall architecture of proposed anomaly
detection in the semantic graph
4.1 Proposed architecture
Figure 1 shows the bibliography network with seven nodes.
Here, each author of papers, journals, or organizations is
considered as a node. Accordingly, each node combines
with other neighboring nodes for publishing the concerned
work. The combination of two nodes is known as a coauthoring pair or co-authoring node. If the combination of
two nodes is more than a certain limit or if it is less than a
certain limit, it could be considered as an abnormal node.
This research work intends to develop a model to detect the
abnormal node, which behaves differently when compared
with others. Let Ni be the node in the network, where i = 1,
2, 3, …, NB , and NB indicates the number of nodes in the
network.
Example 1 The diagrammatic representation of a
semantic graph is shown in ﬁgure 1, which considers seven
nodes (authors), in which node 1, indicated by N1, is
combined with neighboring nodes, namely, N2–N5 and N7.
Likewise N2 is combined with neighboring nodes, such as

ð1Þ

After determining Ti ð jÞ, the ternary list, TLij ðkÞ is computed as per Eq. (2):


TLij ðkÞ ¼ Ni NAðiÞ TLi ð jÞðkÞ :
ð2Þ
j

Lemma 1 The number of columns of Ti ð jÞ will be equal
to the number of rows of TLij ðkÞ as per Eq. (3):


TLij ðkÞ ¼ jTi ð jÞj:
ð3Þ
Thus the ternary list formed from the combination of each
Ai 

P
TLi;j :
node is represented by Di ¼
j¼1

Example 2 As per ﬁgure 1 the neighboring list of N1 is
N2–N5 and N7, and the neighboring list of N2 is N3–N5.
According to Eq. (1) the neighboring list between N1 and
N2, denoted by NL1 ð2Þ, is formed by taking the intersection
of the neighboring list of N1 and N2, i.e.
Thus,
fN2; N3; N4; N5; N7g \ fN3; N4; N5g.
T1 ð2Þ ¼ fN3; N4; N5g. Hence
the
ternary
list
is
formed
as
2
3
N1; N2; N3
per Eq. (2), i.e. TL1 ð2Þ ¼ 4 N1; N2; N4 5.
N1; N2; N5
Accordingly the ternary list between N1 and N3, indicated by NL1 ð3Þ, is formed by taking the intersection of the
neighboring
lists
of
N1
and
N3,
i.e.
Thus,
fN2; N3; N4; N5; N7g \ fN5; N6; N7g.
T1 ð3Þ ¼ fN5;
the ternary list formed is
 N7g. Hence,

N1; N3; N5
. Likewise, from the neighboring
TL1 ð3Þ ¼
N1; N3; N7
list of N1 and N4, T1 ð4Þ is fN5; N7g. Thus, the ternary list
N1; N4; N5
. Since there are no
formed is TL1 ð4Þ ¼
N1; N4; N7
similar nodes between N1 and N5, TL1 ð5Þ is U. Similarly
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there are no similar nodes among N1 and N7, and hence
TL1 ð7Þ is U. Thus the model formed from the combination
of N1 node is given by Eq. (4):
3
2
N1; N2; N3
7
6
6 N1; N2; N4 7
7
6
7
ð4Þ
D1 ¼ 6
6 N1; N2; N5 7:
7
6
4 N1; N3; N5 5
N1; N3; N7
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N number of pairs, the search space is

Nnodes ðNnodes þ1Þ
2

N
.

This necessitates the use of an optimization algorithm, for
which this paper exploits the meta-heuristics principle.
The objective of the proposed abnormal node detection
in the semantic graph is the minimization of Eq. (10) as
represented in Eq. (12). In Eq. (10), lI indicates

 the mutual
 ðiÞ
information as shown in Eq. (11), Ni ; Nj
denotes the
ðiÞ

Ni co-authors other than the Nj

ðiÞ

co-authors, and jNi ; Nj

ðiÞ

Similarly, the ternary list of all nodes is determined
based on the neighboring list as shown in Eqs. (5) and
(6):
"
#
N2 N3; N5
D2 ¼
;
ð5Þ
N2 N4; N5
D3 ¼ U:

points out the Nj co-authors other than the Ni co-authors:
1



 þ lI;
B¼ 
 ðiÞ
ðiÞ
P Ni ; Nj  P jNi ; Nj

ð10Þ


!
P Ni ; Nj
  ;
lI ¼ P Ni ; Nj log
PðNi ÞP Nj

ð11Þ

objective function ¼ minðBÞ:

ð12Þ



ð6Þ

5. Abnormal node detection using optimization
concept
5.1 Solution encoding and objective model
For ternary-based anomaly detection in semantic graphs,
ðiÞ
the variables Ni and Nj are given as solutions for



The abnormal nodes or abnormal co-authoring is determined by the proposed FW-DA-based improved optimization algorithm. For ﬁnding the abnormal co-authoring the
total number of pairs considered is given as a solution to the
FW-DA, which is updated, which results in providing the
abnormal pair. Accordingly the solution encoding is shown
in ﬁgure 2, where N denotes the number of pairs.

ðiÞ

encoding. The term Ni indicates the ith node and Nj
indicates jth neighbor of ith node. Here, the length of the
given solution is user-deﬁned (any number of pairs).
ðiÞ
Accordingly, the probability of Ni and Nj can be
determined as per Eqs. (7)–(9). In Eq. (7), TNi indicates
the number of occurrences in the ternary list and Tc
denotes the cardinality of the ternary list. In Eq. (9),
ðiÞ
TNði;jÞ denotes the number of times Ni and Nj jointly
appear in the ternary list:
Pð N i Þ ¼

TNi
;
Tc



TN ðiÞ

ðiÞ



P Nj

¼

j

Tc

ð7Þ

5.2 Conventional DA
The chief motivation of the DA model [40] emerges from
the dynamic and the static swarming mechanisms. These
two mechanisms are associated with the two foremost
stages, namely: (i) exploration and (ii) exploitation. These
two phases are modeled as follows: the formulation for
separation is evaluated, as in Eq. (13), in which Yj reveals
the jth position of the neighboring individual, Y denotes the
position of the present individual, and N signiﬁes the count
of the neighboring individuals [41]:
Hi ¼ 

;


 TN
ðiÞ
ði;jÞ
P Ni ; Nj
:
¼
Tc

ð8Þ
ð9Þ

pair requires searching from

Nnodes ðNnodes þ1Þ
2

Y  Yj :

ð13Þ

j¼1

Alignment is measured, as revealed by Eq. (14), in which
Qj signiﬁes the velocity of the jth neighboring individual. In

According to this requirement the search space of the

N
problem is Nnodes ðN2nodes þ1Þ , which indicates that the
problem is NP-Hard. In other words, let us take Nnodes as the
authors among which the abnormal pairs need to be
determined from the ternary list.
 Literally, the
 selection of a

N
X

Pair 1

Ni

(i )
N j

Pair 2

Ni

(i )
N j

Pair N

.....

Ni

(i )
N j

Y

pair combina-

tions. Since we deﬁne our objective to identify an abnormal

Figure 2. Solution encoding for ﬁnding abnormal co-authoring.

54

Page 6 of 16

Sådhanå (2021)46:54

addition the formulation for cohesion is given by Eq. (15),
in which Yj indicates the position of the jth neighboring
individual, Ne symbolizes the neighbor count, and Y signiﬁes the position of the current individual:
P Ne
j¼1 Qj
;
ð14Þ
Bi ¼
Ne
P Ne
j¼1 Yj
Gi ¼
 Y:
ð15Þ
Ne

Cð xÞ ¼ ðx  1Þ. Algorithm 1 depicts the pseudo-code of the
conventional DA algorithm.
Levyð xÞ ¼ 0:01 
0
d¼@

r1  d

Cð1 þ bÞ  sin

1

jr2 jb

;

ð21Þ

 1b1
pb
2

Þ
ðb1
2 Þ
C ð1þb
2 b2

A:

ð22Þ

Attraction to a food resource is computed by Eq. (16), in
which Y þ corresponds to the position of the food source
and Y signiﬁes the current individual position:
Fi ¼ Y þ  Y:

ð16Þ

Distraction towards an enemy is speciﬁed by Eq. (17), in
which Y  describes the enemy’s position and Y denotes the
current individual’s position:
Ei ¼ Y  þ Y:

ð17Þ

For updating the position of dragonﬂies in an exploration space and to accomplish their movements, two
vectors are evaluated and they are the step (DY) and
position (Y).
The step vector exposes the direction of the movement of
the dragonﬂy, as computed in Eq. (18). Here, Hi indicates
the separation of the ith individual, p denotes the separation
weight, a denotes the alignment weight, G signiﬁes the ith
individual cohesion, c refers to cohesion weight, B points to
the alignment of the ith individual, Fi corresponds to the
food resource of the ith individual, f symbolizes the food
factor, e corresponds to the enemy factor, w refers to the
inertia weight, Ei signiﬁes the enemy’s position of the ith
individual, and t indicates the iteration counter:
DY ðt þ 1Þ ¼ ðpHi þ aBi þ cGi þ fFi þ eEi Þ þ wDY ðtÞ:
ð18Þ
Consequent to the assessment of the step vector, the
position vectors are manipulated by Eq. (19), in which t
indicates the current iteration:
Y ðt þ 1Þ ¼ Y ðtÞ þ DY ðt þ 1Þ:

ð19Þ

For improving the stochastic performance of the artiﬁcial
dragonﬂies it is essential to ﬂy around the exploration
space, where there are no neighboring solutions. In such
conditions the dragonﬂy’s position is modiﬁed by Eq. (20),
in which z signiﬁes the dimension of the position vectors
and t stands for the current iteration:
Y ðt þ 1Þ ¼ Y ðtÞ þ LevyðzÞ  Y ðtÞ:

ð20Þ

The Levy ﬂight is evaluated by Eq. (21), in which b is a
constant factor and r1 , r2 are random numbers in [0, 1].
Further, d is computed using Eq. (22) where

5.3 Proposed FW-DA Algorithm
In spite of the interesting facts about the conventional DA
algorithm, it includes certain disadvantages such as reduced
internal memory and slow convergence. To enhance the
performance of conventional DA, initially, the food ﬁtness
FFit will be determined as per Eq. (23), where IF denotes
improved ﬁtness and TF denotes the total number of ﬁtness.
Here, if the distance to food (distance between the current
and best solution) is less than the random variable r and if
the neighbor is greater than 1 the velocity and position
vectors get updated as per Eqs. (18) and (19), respectively;
else, position update takes place as per Eq. (20). On the
other hand, if the distance to food is greater than the random variable r, the velocity and position vectors get
updated as per Eqs. (24) and (19), respectively. In Eq. (24),
the weighting parameters p1 , a1 , and c1 are computed as
given in Eqs. (25), (26), and (27), respectively. Since the
weighting factors utilized in DA are computed based on the
ﬁtness function, the proposed algorithm is termed as Fitness-Weighed Dragonﬂy Algorithm (FW-DA). Algorithm 2
depicts the pseudo-code of the proposed FW-DA algorithm.
The ﬂow chart of the proposed algorithm is given in
ﬁgure 3.
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FFit ¼

IF
TF

DY ðt þ 1Þ ¼ ðp1 Hi þ a1 Bi þ c1 Gi Þ þ wDY ðtÞ

Initialization

ð23Þ

Compute the objective value of the entire
dragonflies

ð24Þ

p1 ¼ 2  r  FFit

ð25Þ

a1 ¼ 2  r  FFit

ð26Þ

c1 ¼ 2  r  FFit:

ð27Þ
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Update enemy and food source
Update w , p , a , c , f and e

Compute H B , G , E and F
using Eq. (22-26)

Update the neighboring radius

Determine FFit as per Eq. (32)
No

If distance to food< r
Yes
If neighbor>1
Yes

No
Update the position
vector by means of Eq.
(29)

Update the velocity vector
and position vector by means
of Eq. (27) and Eq. (28)

Update the velocity
vector and position
vector by means of Eq.
(33) and Eq. (28)

Verify the novel positions,
depending on the variable
boundaries

Figure 3. Flow chart of the proposed FW-DA.

5.4 Updating procedure

of 0.5 as mentioned in Eq. (28), while the associated pair
observes the modiﬁcation based on the neighbor list of the
new node. If node Ni has been updated, then the number of
existing neighborhoods of Ni from the ternary list is
checked and updated with each pair within the neighboring
list. For instance if node N1 is updated then update with
N2, N3, N4, N5, and N7, which are the neighbors of N1.
After the update, each pair is checked to see whether a
minimized objective function as given in Eq. (12) is
obtained. If yes, the concerned pair is selected; otherwise,
skip to the next neighbor.

The updating procedure of each pair using the proposed
FW-DA is based on the collected ternary list. Accordingly,
the updated equation Yiþ can be given as

6. Results and discussion

Yiþ ¼ rn 2 ð0; Nnodes Þ; if ri \0:5
 
þ
¼ qn 2 Neighbour Yiþ if Yi 6¼ Yiþ
Yjþ1

ð28Þ

6.1 Simulation procedure

ð29Þ

The presented FW-DA model was simulated in MATLAB,
and the corresponding outcomes were obtained. For the
experimentation purpose, the datasets were downloaded
from
(‘‘https://snap.stanford.edu/data/ca-HepTh.html’’,
access date: 26-04-2019). Also, the analysis was carried out
using larger datasets like Enronlnc, Reality Mining, and
Twitter World Cup 2014. The proposed anomaly detection

where i ¼ 1; 3. . .2N  1, j ¼ 2; 4. . .2N  1, rn is the random neighbor ID, qn is the neighbor list of rn , and ri is the
random integer.
This equation implies that the ﬁrst node of each pair is
subjected to random mutation with a mutation probability
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model in semantic graphs was distinguished with other
traditional methods, namely FF [42], PSO [43], GWO [44]
WOA [45], and DA [40] in terms of different statistical
metrics like best, worst, mean, median, and standard
deviation performances. Here the analysis was held for ﬁve
pairs, namely 5 pairs, 7 pairs, 10 pairs, 12 pairs, and 15
pairs of nodes. In addition, the convergence analysis was
also performed to substantiate the betterment of the proposed FW-DA-based anomaly detection.

6.2 Convergence analysis
The convergence analysis of the proposed FW-DA model
for conventional schemes using snap, Enronlnc, Reality
Mining, and Twitter World Cup 2014 datasets for the considered 5, 7, 10, 12, and 15 pairs is given in ﬁgures 4, 5, 6,
and 7, respectively. From the analysis, better cost function
was found to be attained by the adopted scheme. From
ﬁgure 4(a), the adopted FW-DA model is 90%, 66.67%,
60%, 65.52%, and 52.38% better, respectively, than PSO,
FF, GWO, WOA, and DA approaches; in addition, from
ﬁgure 4(b), the presented scheme is 57.14%, 52.63%,
41.94%, 43.75%, and 40% superior to PSO, FF, GWO,
WOA, and DA schemes; also, from ﬁgure 4(c), the adopted
FW-DA system is 37.5%, 12.5%, 25%, 75%, and 75% better
than PSO, FF, GWO, WOA, and DA models; likewise, from
ﬁgure 4(d), the proposed model is 11.11%, 73.33%, 66.67%,
22.22%, and 80% superior to PSO-, FF-, GWO-, WOA-, and
DA-based models; ﬁnally, from ﬁgure 4(e), the implemented scheme is 85%, 75%, 62.5%, and 68.75% better than
PSO, FF, GWO, and DA models. In addition, on analyzing
the cost functions obtained using larger datasets (Enronlnc,
Reality Mining, and Twitter World Cup 2014 datasets), the
proposed model has attained a minimal cost value when
compared with the other models. Thus, the enhancement of
the presented FW-DA-based anomaly detection model has
been validated in a better way.
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table 3, for pair 7, the best performance of the adopted FWDA scheme is 35.11%, 54.26%, 49.35%, 2.28%, and
45.65% better than that from PSO, FF, GWO, WOA, and
DA approaches; the median performance of the proposed
model is 51.57%, 57.37%, 61.63%, 28.56%, and 63.98%
superior to that from PSO, FF, GWO, WOA, and DA
schemes; from table 4, the implemented model for pair 10
is 45.96%, 53.12%, 60.38%, 10.02%, and 52.38% superior
to that from PSO, FF, GWO, WOA, and DA schemes on
considering the best performance; moreover, the mean
performance of the adopted FW-DA model on regarding
the mean performance is 29.51%, 37.69%, 51.81%, 26.4%,
and 48.08% better than that from PSO, FF, GWO, WOA,
and DA approaches; from table 5, for pair 12, the adopted
model is 77.01%, 59.92%, 45.47%, 50.29%, and 11.49%
superior to that from PSO, FF, GWO, WOA, and DA
algorithms on considering standard deviation. Likewise,
from table 6, for pair 17, the worst performance of the
presented FW-DA model is 8.36%, 6.71%, and 7.77%
better than that from PSO, FF, and WOA approaches. In
addition, the overall statistical analyses of the presented
scheme compared with the other schemes using the
Enronlnc, Reality Mining, and Twitter World Cup 2014
datasets are shown in tables 7, 8, and 9, respectively.
Therefore, the betterment of the presented FW-DA
scheme has been conﬁrmed successfully.

6.4 Analysis of performance metrics
This section makes an analysis of proposed anomaly
detection in semantic graphs based on a few performance
quality metrics. Three metrics are computed using
Eqs. (32), (33), and (36), which depend on Eqs. (30), (31),
(34), and (36):
Contribution of author 1 ¼

Papers with author1
: ð30Þ
Total papers

Contribution of author 2 ¼

Papers with author2
: ð31Þ
Total papers

6.3 Statistical analysis
As the meta-heuristic schemes are stochastic in nature, it
has to be simulated 5 times and the best, worst, mean,
median, and standard deviation measures are obtained.
Tables 2, 3, 4, 5, and 6 show the statistical analysis for the
considered 5, 7, 10, 12, and 15 pairs, respectively. On
performing the analysis, it was known that the optimal
outcomes could be attained by the presented scheme when
compared with other schemes. From table 2, the mean
performance of the suggested FW-DA model for pair 5 is
6.26%, 55.48%, 30.73%, and 30.16% superior, respectively, to that from PSO, FF, GWO, and DA methods; in
addition, the median performance of the presented model is
61.57%, 82.56%, 66.79%, 44.48%, and 73.16% better than
that from PSO, FF, GWO, WOA, and DA approaches; from

Metric1 ¼

Co  authored by author1; 2
:
Total papers

ð32Þ

Number of ð1; 2Þ pair
:
Number of pairs

ð33Þ

Metric2 ¼
Frequency; f1 ¼

Frequency of co  author1
:
Frequency of proposed pair

ð34Þ

Frequency of co  authorNO
:
Frequency of proposed pair

ð35Þ

Metric3 ¼ lfN0 ; and S tan dard deviation:

ð36Þ

fNO ¼

The performance analysis on considering three metrics,
as shown in Eqs. (32), (33), and (35), is given in tables 10,
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Figure 4. Convergence analysis of the proposed and conventional models for (a) 5 pairs, (b) 7 pairs, (c) 10 pairs, (d) 12 pairs, and (e) 15
pairs using snap dataset.

Figure 5. Convergence analysis of the proposed and conventional models for (a) 5 pairs, (b) 7 pairs, (c) 10 pairs, (d) 12 pairs, and (e) 15
pairs using Enronlnc dataset.
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Figure 6. Convergence analysis of the proposed and conventional models for (a) 5 pairs, (b) 7 pairs, (c) 10 pairs, (d) 12 pairs, and (e) 15
pairs using Reality Mining dataset.

Figure 7. Convergence analysis of the proposed and conventional models for (a) 5 pairs, (b) 7 pairs, (c) 10 pairs, (d) 12 pairs, and (e) 15
pairs using Twitter World Cup 2014 dataset.
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Table 2. Statistical analysis of proposed and conventional models for pair 5 using snap dataset
Statistics

PSO [43]

Best
Worst
Mean
Median
Std-dev

234.14
1646.1
1187
1312.8
578.42

FF [42]
1194.7
3753.2
2499.6
2893.2
1071

GWO [44]
828.37
2500.7
1606.4
1519
696.54

WOA [45]
113.26
2915.1
1112.9
908.75
1078.2

DA [40]

FW-DA

624.8
2216
1593.1
1879.5
705.37

354.28
3353.1
1112.7
504.5
1274.7

Table 3. Statistical analysis of proposed and conventional models for pair 7 using snap dataset.
Statistics

PSO [43]

FF [42]

GWO [44]

WOA [45]

DA [40]

FW-DA

Best
Worst
Mean
Median
Std-dev

2484.1
4316.9
3527.5
3439.4
734.53

3523.8
4357.3
3887.1
3907.1
312.93

3182.3
5467.8
4253.3
4340.6
1010.9

1649.5
4466.3
2810.7
2331.5
1115.6

2965.9
5528.1
4226.4
4624.3
1105.4

1611.9
3131.8
2054.4
1665.6
653.3

DA [40]

FW-DA

3338.5
10148
6162.4
5522.9
2513.7

1589.8
7949.2
3199.6
2109.6
2671.4

DA [40]

FW-DA

6490.3
8138.6
7510
7692.7
629.66

3178.4
4932.2
4387.4
4624.3
701.99

Table 4. Statistical analysis of proposed and conventional models for pair 10 using snap dataset.
Statistics

PSO [43]

Best
Worst
Mean
Median
Std-dev

2941.9
5512.6
4539
4686.1
1001.1

FF [42]
3391.1
8521.4
5135
4143.9
2109.7

GWO [44]
4012.9
11083
6640.1
5537.3
2848.8

WOA [45]
1766.8
8587.3
4347.5
2911.8
3009.8

Table 5. Statistical analysis of proposed and conventional models for pair 12 using snap dataset.
Statistics

PSO [43]

FF [42]

GWO [44]

WOA [45]

Best
Worst
Mean
Median
Std-dev

5079.6
12229
6786.3
5472.8
3053.9

4674.1
8550.5
6708.3
7496.2
1751.5

4689.2
7531.9
6325.6
6904.6
1287.3

3171.3
6908.3
4983.1
5339.7
1412.3

11, 12, 13, and –14, respectively, using 5, 7, 10, 12, and 17
pairs. From table 10, for metric 1, the presented scheme is
75.68% better than PSO, 62.16% better than FF, 72.97%
better than GWO, 67.57% better than WOA, and 35.14%
better than DA approaches. Also from table 11, metric 3
(std) of the adopted FW-DA model is 54.84% superior to

that of PSO, 43.91% superior to that of FF, 57.98% better
than that of GWO, 12.49% better than that of WOA, and
66.67% superior to that of DA schemes. From table 12, the
suggested scheme for metric 1 is 75% superior to PSO,
20.69% superior to FF, 54.29% better than GWO, 22.86%
better than WOA, and 51.43% better than DA approaches.
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Table 6. Statistical analysis of proposed and conventional models for pair 15 using snap dataset.
Statistics

PSO [43]

Best
Worst
Mean
Median
Std-dev

10744
17515
14076
14029
2441.6

FF [42]
12192
17787
14803
13769
2314.9

GWO [44]
11566
20020
16034
14653
3720.1

WOA [45]
8090.7
17611
12446
11513
4315.1

DA [40]

FW-DA

12598
20746
16629
15033
3725.8

8023.4
18980
13444
14178
4478.8

DA [40]

FW-DA

179.83
12980
5648.1
1792.5
6630.5

179.83
502.34
384.98
403.44
125.47

DA [40]

FW-DA

3966.6
61421
25189
17960
21634

1612.4
37171
16337
14242
13201

Table 7. Overall statistical analysis of proposed and conventional models using the Enronlnc dataset.
Statistics

PSO [43]

Best
Worst
Mean
Median
Std-dev

420.5
2120.7
1050.3
848.73
690.63

FF [42]
403.44
25506
10378
12725
10477

GWO [44]
403.44
25506
10378
12725
10477

WOA [45]
420.5
25506
12899
12835
8870

Table 8. Overall statistical analysis of proposed and conventional models using Reality Mining dataset.
Statistics

PSO [43]

Best
Worst
Mean
Median
Std-dev

2152.2
39782
26925
31448
14506

FF [42]
2629.1
63751
28468
25362
22259

GWO [44]
12018
58760
29256
23485
17956

WOA [45]
3273
73594
31242
18760
28962

Table 9. Overall statistical analysis of proposed and conventional models using Twitter World Cup 2014 dataset.
Statistics

PSO [43]

Best
Worst
Mean
Median
Std-dev

111.57
3624.8
1385.4
567.1
1507.5

FF [42]
76.727
13165
5148.4
3718.4
5077.9

GWO [44]
51.599
8667.7
2229.7
353.7
3685.6

WOA [45]
31.331
21079
6097.7
1748.7
8774.6

DA [40]

FW-DA

2775.9
26173
14593
15300
8430.2

34.847
79.414
53.376
52.268
16.215

Table 10. Performance analysis of proposed and conventional models for 5 pairs.
Measures

PSO [43]

FF [42]

GWO [44]

WOA [45]

DA [40]

FW-DA

Metric 1
Metric 2
Metric 3
Standard deviation

0.000547
0.000104
1.8916
2.9638

0.00085
0.000162
1.9639
3.0771

0.000607
0.000115
2.3645
3.7048

0.000729
0.000139
1.7047
2.6709

0.001458
0.000277
2.3443
3.673

0.002248
0.000427
2.1996
3.4463

In addition, from table 13, the presented scheme for metric
2 is 75.99% superior to PSO, 92.7% superior to FF, 53.41%
superior to GWO, 61.36% superior to WOA, and 74.99%
superior to DA schemes. Finally, from table 14, the

presented FW-DA model for metric 1 is 76.59% superior to
PSO, 69.88% superior to FF, 44.58% superior to GWO,
46.99% better than WOA, and 38.56% better than DA
approaches. Hence, the performance analysis of the
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Table 11. Performance analysis of proposed and conventional models for 7 pairs.
Measures

PSO [43]

FF [42]

GWO [44]

WOA [45]

DA [40]

FW-DA

Metric 1
Metric 2
Metric 3
Standard deviation

0.000521
9.909105
2.4353
3.8156

0.001085
0.000206
1.9609
3.0723

0.000911
0.000173
2.6172
4.1006

0.000824
0.000157
1.2569
1.9693

0.000304
5.779105
3.2994
5.1695

0.001128
0.000214
1.0998
1.7232

Table 12. Performance analysis of proposed and conventional models for 10 pairs.
Measures

PSO [43]

FF [42]

GWO [44]

WOA [45]

DA [40]

FW-DA

Metric 1
Metric 2
Metric 3
Standard deviation

0.000607
0.000115
1.9796
3.1017

0.000881
0.000167
1.8616
2.9167

0.000486
9.249105
2.667
4.1786

0.00082
0.000156
1.2648
1.9816

0.000516
9.819105
2.6945
4.2217

0.001063
0.000202
1.1548
1.8093

Table 13. Performance analysis of proposed and conventional models for 12 pairs.
Measures

PSO [43]

FF [42]

GWO [44]

WOA [45]

DA [40]

FW-DA

Metric 1
Metric 2
Metric 3
Standard deviation

0.001266
0.000241
1.9796
3.1017

0.001156
0.00022
2.1067
3.3008

0.001038
0.000197
2.1725
3.404

0.000861
0.000164
1.987
3.1133

0.000557
0.000106
2.4379
3.8197

0.002227
0.000423
1.2831
2.0103

Table 14. Performance analysis of proposed and conventional models for 17 pairs.
Measures

PSO [43]

FF [42]

GWO [44]

WOA [45]

DA [40]

FW-DA

Metric 1
Metric 2
Metric 3
Standard deviation

0.000952
0.000181
2.1849
3.4233

0.000506
9.629105
2.5369
3.9747

0.000931
0.000177
1.9799
3.1021

0.000891
0.000169
1.1365
1.7806

0.001033
0.000196
2.4635
3.8599

0.001681
0.000319
1.0705
1.6772

presented FW-DA scheme has been veriﬁed from the
experimental results.

6.5 Analysis of T-test
This section demonstrates the T-test analysis outcomes
attained by the proposed work compared to other works on
anomaly detection in semantic graphs. Table 15 reveals the
T-test outcomes accomplished using the Enronlnc, Reality
Mining, and Twitter World Cup 2014 datasets. The T-test is
utilized to decide whether there is a major contrast among
the methods for two gatherings, which might be connected
in speciﬁc highlights. Numerically, the T-test takes an
example from every one of the two sets and sets up the
issue explanation by accepting the null hypothesis that the
two means are equivalent. In view of the appropriate
equations, certain qualities are determined and analyzed

against the standard qualities and the expected null
hypothesis is accepted or dismissed likewise.
Here, we have observed the relevance of the FW-DA on
achieving the performance and its relationship with the
conventional algorithms. Each algorithm has its own
advantages and challenges, which takes its performance to
differ among the diverse datasets. Despite the fact that the
proposed FW-DA outperforms the other algorithms, the Ttest shows its relevance with the other algorithms on
achieving performance. The signiﬁcance level is set as 5%,
which provides the FW-DA to be highly correlating with
the characteristics of the conventional algorithms. However, the T-test value deﬁnes the degree of deviation from
the performance of the conventional algorithms. For
instance, for the Enronlnc dataset, the FW-DA has a closer
call with FF, GWO, and WOA, whereas it is signiﬁcantly
different with the PSO and DA. In contrast the FW-DA is
closer to the performance of DA on the Twitter World Cup
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Table 15. T-test analysis attained by the proposed work and conventional works using Enronlnc, Reality Mining, and Twitter World
Cup 2014 datasets.
T-test values
Methods
PSO [43]
FF [42]
GWO [44]
WOA [45]
DA [40]
FW-DA

Enronlnc dataset

Reality Mining dataset

–32.207
–4.05E?15
–4.05E?15
–4.05E?15
–3.7562
0

2014 dataset, while the rest of the algorithms are signiﬁcantly underperforming. This implies that the FW-DA
outperforms in all the datasets taken for study with substantial statistical reliability based on the T-test outcome.

–24.476
–2.03E?15
–19.71
–2.07E?15
–60.638
0

GWO
WOA
FPR
FAR

Twitter World Cup 2014 dataset
1.6928
0.7351
2.9032
1.0425
–15.413
0

Grey Wolf Optimization
Whale Optimization Algorithm
False Positive Rate
False Alarm Rate

7. Conclusion
In this work a new semantic model was presented, in which
the semantic proﬁle of every node was produced by modeling the graph structure by means of different kinds of
nodes and links connected to a node at a speciﬁc distance
through edges. Accordingly the association among nodes is
addressed by a certain weight and, after framing the graph
structure, ternary-based feature level extraction depending
on assigned weight occurs. Further, the optimal feature
selection was employed where 2nd order mutual information was allocated as the ﬁtness function. In addition, the
neighboring nodes and co-authors were selected optimally
with the aid of the FW-DA model. Finally the performance
of the implemented model was evaluated in relation to
other models, and the betterment of the implemented work
was proved. On considering the convergence analysis, the
adopted FW-DA system was, respectively, 37.5%, 12.5%,
25%, 75%, and 75% better than PSO, FF, GWO, WOA, and
DA models. Also, by the statistical analysis, the median
performance of the presented model was, respectively,
61.57%, 82.56%, 66.79%, 44.48%, and 73.16% better than
PSO, FF, GWO, WOA, and DA approaches. Thus, the
performance of the proposed FW-DA model was proved to
be better than others.

Abbreviations
MRNs Multi-relational networks
PSLNs Probabilistic semantic link networks
GFA
Graph Filtering Algorithm
MLP
Machine learning classiﬁer
DA
Dragonﬂy Algorithm
PSO
Particle Swarm Optimization
FF
FireFly

References
[1] Lin S. D. and Chalupsky H. 2008 Discovering and explaining
abnormal nodes in semantic graphs; IEEE Transactions on
Knowledge and Data Engineering 20(8) 1039–1052
[2] Wu S., Zhang Y. and Cao W. 2017 Network security
assessment using a semantic reasoning and graph based
approach; Computers & Electrical Engineering 64 96–109
[3] Modica G. D. and Tomarchio O. 2016 Matchmaking
semantic security policies in heterogeneous clouds; Future
Generation Computer Systems 55 176–185
[4] Vidal J. C., Lama M., Otero-Garcı́a E. and Bugarı́n A. 2014
Graph-based semantic annotation for enriching educational
content with linked data; Knowledge-Based Systems 55
29–42
[5] Yao Y., Wang Z., Gan C., Kang Q. and Zhang L. 2016
Multi-source alert data understanding for security semantic
discovery based on rough set theory; Neurocomputing 208
39–45
[6] Basha S. M. and Rajput D. S. 2018 Parsing based sarcasm
detection from literal language in tweets; Recent Patents on
Computer Science 11(1) 62–69
[7] AlEroud A. F. and Karabatis G. 2018 Queryable semantics to
detect cyber-attacks: a ﬂow-based detection approach; IEEE
Transactions on Systems, Man, and Cybernetics: Systems
48(2) 207–223
[8] Das S., Liu Y., Zhang W. and Chandramohan M. 2016
Semantics-based online malware detection: towards efﬁcient
real-time protection against malware; IEEE Transactions on
Information Forensics and Security 11(2) 289–302
[9] Cadena J., Chen F. and Vullikanti A. 2018 Graph anomaly
detection based on Steiner connectivity and density; Proceedings of the IEEE 106(5) 829–845
[10] Thippa Reddy G., Praveen Kumar Reddy M., Kuruva
Lakshmanna, Rajput D. S., Rajesh Kaluri and Gautam
Srivastava. 2020 Hybrid genetic algorithm and a fuzzy logic

Sådhanå (2021)46:54

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

classiﬁer for heart disease diagnosis; Evolutionary Intelligence 13(2) 185–196
Liu Q., Klucik R., Chen C., Grant G. and Shang L. 2017
Unsupervised detection of contextual anomaly in remotely
sensed data; Remote Sensing of Environment 202 75–87
Ahmad S., Lavin A., Purdy S. and Agha Z. 2017 Unsupervised real-time anomaly detection for streaming data;
Neurocomputing 262 134–147
Mukund W. B. and Gomathi N. 2018 Quantitative and
qualitative correlation analysis of optimal route discovery for
vehicular ad-hoc networks; Journal of Central South
University 25(7) 1732–1745
Wagh M.B. and Gomathi N. 2019 Optimal route selection
for vehicular adhoc networks using lion algorithm; Journal
of Engineering Research 7(3)
Xia H., Fang B., Roughan M., Cho K. and Tune P. 2018 A
BasisEvolution framework for network trafﬁc anomaly
detection; Computer Networks 135 15–31
Fan C., Xiao F., Zhao Y. and Wang J. 2018 Analytical
investigation of autoencoder-based methods for unsupervised
anomaly detection in building energy data; Applied Energy
211 1123–1135
Wang Y., Li X. and Ding X. 2016 Probabilistic framework of
visual anomaly detection for unbalanced data; Neurocomputing 201 12–18
Vela A. P., Ruiz M. and Velasco L. 2017 Distributing data
analytics for efﬁcient multiple trafﬁc anomalies detection;
Computer Communications 107 1–12
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Lugowski A., Kamil S., Buluç A., Williams S. and Gilbert J.
R. 2015 Parallel processing of ﬁltered queries in attributed
semantic graphs; Journal of Parallel and Distributed Computing 79–80 115–131
Dai C., Chen L., Li B. and Li Y. 2017 Link prediction in
multi-relational networks based on relational similarity;
Information Sciences 394–395 198–216
Rodriguez M. A. and Shinavier J. 2010 Exposing multirelational networks to single-relational network analysis
algorithms; Journal of Informetrics 4(1) 29–41
Guesmi S., Trabelsi C. and Latiri C. 2016 CoMRing: a
framework for community detection based on multi-relational querying exploration; Procedia Computer Science 96
627–636
Reddy G. T., Reddy M. P. K., Lakshmanna K., Kaluri R. and
Rajput D. S. 2020 Srivastava G and Thar Baker Analysis of

Page 15 of 16

[28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

[37]

[38]

[39]

[40]

[41]

[42]

54

dimensionality reduction techniques on big data; IEEE
Access 8 54776–54787
Wang S., Li X., Ye Y., Huang X. and Li Y. 2018 Multiattribute and relational learning via hypergraph regularized
generative model; Neurocomputing 274 115–124
Zhang Z., Li Q., Zeng D. and Gao H. 2013 User community
discovery from multi-relational networks; Decision Support
Systems 54(2) 870–879
Roy R. G. and Ghoshal D. 2019 Grey wolf optimizationbased second order sliding mode control for inchworm robot;
Robotica 38(9) 1539–1557
Vidyadhari Ch., Sandhya N. and Premchand P. 2019 A
semantic word processing using enhanced cat swarm optimization algorithm for automatic text clustering; Multimedia
Research 2(4) 23–32
Quazi M. H. and Kahalekar S. G. 2019 Artifacts removal
using dragonﬂy Levenberg Marquardt-based learning algorithm from electroencephalogram signal; Multimedia
Research 2(2) 1–9
Vinusha S. and Abinaya J. S. 2018 Performance analysis of
the adaptive cuckoo search rate optimization scheme for the
congestion control in the WSN; Journal of Networking and
Communication Systems 1(1) 19–27
Preetha N. S. N., Brammya G., Ramya R., Praveena S., Binu
D. and Rajakumar B. R. 2018 Grey wolf optimisation-based
feature selection and classiﬁcation for facial emotion recognition; IET Biometrics 7(5) 490–499. https://doi.org/10.1049/
iet-bmt.2017.0160
Ravi R. V., Subramaniam K., Roshini T. V., Muthusamy S.
P. B. and Venkatesan G. P. 2019 Optimization algorithms, an
effective tool for the design of digital ﬁlters; a review;
Journal of Ambient Intelligence and Humanized Computing.
https://doi.org/10.1007/s12652-019-01431-x
Ravi R. V. and Subramaniam K. 2020 Image compression
using optimized wavelet ﬁlter derived from grey wolf
algorithm; Journal of Ambient Intelligence and Humanized Computing. https://doi.org/10.1007/s12652-02002290-7
Jameel A. S. and Ali M. M. 2016 Factors affecting customer
loyalty towards Yes company in Malaysia; International
Journal of Advanced Research in Engineering & Management 2(1) 1–7
Jameel A. S. 2018 Issues facing citizens in Iraq towards
adoption of e-government; Al-Kitab Journal for Human
Sciences 1(1). https://doi.org/10.32441/kjhs.01.01.p13
Preetha N. S. N., Brammya G., Ramya R., Praveena S., Binu
D. and Rajakumar B. R. 2018 Grey wolf optimisation-based
feature selection and classiﬁcation for facial emotion recognition; IET Biometrics 7(5) 490–499
Mirjalili S. 2016 Dragonﬂy algorithm: a new meta-heuristic
optimization technique for solving single-objective, discrete,
and multi-objective problems; Neural Computing and Applications 27(4) 1053–1073
Jadhav A. N. and Gomathi N. 2019 DIGWO: hybridization
of dragonﬂy algorithm with improved grey wolf optimization
algorithm for data clustering; Multimedia Research 2(3)
1–11
Wang H., Wang W., Zhou X., Sun H. and Cui Z. 2017 Fireﬂy
algorithm with neighborhood attraction; Information
Sciences 382–383 374–387

54

Page 16 of 16

[43] Zhang J. and Xia P. 2017 An improved PSO algorithm for
parameter identiﬁcation of nonlinear dynamic hysteretic
models; Journal of Sound and Vibration 389
153–167

Sådhanå (2021)46:54
[44] Mirjalili S., Mirjalili S. M. and Lewis A. 2014 Grey wolf
optimizer; Advances in Engineering Software 69 46–61
[45] Mirjalili S. and Lewis A. 2016 The whale optimization
algorithm; Advances in Engineering Software 95 51–67

