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Abstract. With the growth in ad hoc devices, mobile ad hoc networks (MANETs) are extensively employed to
realize different kinds of real-time applications. However, ad hoc devices suffer from numerous kinds of security
attacks such as blackhole, grayhole, wormhole, etc. Therefore, an efﬁcient trust management protocol is
preferable. In this paper, a novel gradient boost classiﬁer is proposed. Additionally, the hyper-parameters of
gradient boost classiﬁer are tuned using h-non-dominated sorting genetic algorithm-III (hNSGA-III). Optimized
link state routing (OLSR) protocol is employed for experimental analysis. A multi-class dataset is collected by
implementing the blackhole, grayhole, and wormhole attacks on the OLSR. Comparative analysis reveals that
the proposed hNSGA-III-based gradient boost classiﬁer outperforms the competitive attack classiﬁcation
models.
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1. Introduction
The mobile ad hoc networks (MANETs) have shown their
applicability in various kinds of applications such as
surveillance systems. As MANETs do not have a stationary
infrastructure, the mechanism varies for each MANET [1].
In MANETs, ad hoc nodes can move randomly and interchange data packets with each other wirelessly using a
dynamic topology. Frequent topological alterations happen
in MANETs because of this dynamic nature. They are
widely accepted for unmanned networks and systems where
telecommunication is absent [2]. Thus, the data communication in MANETs is achieved using direct links. Therefore, it is prone to various security threats. The attacks are
often diverse, and a lack of preventive measures may cause
serious losses [3]. A malicious node may provide false
information to attack the network. It may drop or crack the
potential information. In MANETs, the loss of data may
occur while routing due to its lack of security. Hence many
researchers have presented their research for providing
secure routing in MANETs [4]. Thus, development of
secure MANETs is an open area of research.
The recent trust-based approaches can improve the
security of MANETs [5, 6]. To evaluate the trust, various
performance measures of ad hoc nodes can be used.
However, an inability to quantitatively represent these
performance measures leads to inefﬁciency in the computation of trust values. Numerous algorithms have been
*For correspondence

implemented to evaluate trust values for an ad hoc node
like fuzzy logic, trust administration, hybrid, etc. [7, 8]. The
blackhole attack is a major attack that drastically reduces
the throughput of MANETs [9, 10]. The attacker’s node
acts as the optimal route to the target node itself. If the
attacker node receives the data packet from the source
node, all obtained data packets are excluded from a routing
network [11, 12]. Without notice participation and departure of nodes results in lack of trust relationship between
nodes. In such circumstances, there is no guarantee that
path between two nodes would be secure or free of malicious nodes. The presence of a single malicious node could
lead to a repeatedly compromised node [13–15].
However, the design of efﬁcient attack classiﬁcation
approach is still an open area of research. Therefore, in this
paper, attack detection technique is redeﬁned as a multiclass classiﬁcation problem.
The main contributions are as follows:
1. An efﬁcient trust management protocol is proposed.
2. Gradient boost classiﬁer is designed to classify the ad
hoc nodes as blackhole, grayhole, wormhole attacks or
genuine node.
3. The hyper-parameters of gradient boost classiﬁer are
tuned using h-non-dominated sorting genetic algorithmIII (hNSGA-III).
4. Optimized link state routing (OLSR) protocol is
employed for experimental analysis.
5. A multi-class dataset is collected by implementing the
blackhole, grayhole, and wormhole attacks on the OLSR.
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6. Comparative analysis reveals that the proposed hNSGAIII-based gradient boost classiﬁer outperforms the competitive attack classiﬁcation models.
The remaining paper is presented as follows. Related work
about trust values for MANETs is presented in Section 2.
The proposed trust mechanism model is mathematically
presented in Section 3. Comparative analyses are discussed
in Section 4. Section 5 concludes the paper.

2. Related work
Initially, a routing table was evaluated containing trust
values. This table is then transmitted to all ad hoc nodes for
secure communication. Trusted nodes were utilized for
miners. However, to achieve an energy-efﬁcient approach,
one such node acts as a miner at a time [16]. The computed
trust value and route cost were combined to achieve trust
propagation. Trust entropy was then utilized to achieve
secure communication among ad hoc nodes [17]. Routes
with the minimum trust entropy are selected to add to the
routing table [5]. The integrated space–terrestrial model
was designed to improve the intercommunication coverage
[18]. It has remarkably better secure communication
performance.
The secure communication of data packets by utilizing
on-demand trust-based model was proposed. It elects a
minimum cost path along with good trust values to achieve
secure communication [19]. A trust-based model for OLSR
was proposed. However, it has not shown good performance against control packets [20]. A trust-vector and
communication-pattern-based model was proposed that
utilized every ad hoc node about the neighbors [21].
Improved trust anonymous on-demand communication
model was proposed. It has restricted the unauthorized
access of the data in the MANETs [22].
Fuzzy trusted dynamic source routing was proposed. It
has utilized fuzzy values to compute the respective trust
value of ad hoc nodes [23]. Recommendation-based trust
approach was proposed utilizing clustering concept. Clusters based on trust values were formed for secure communication [24]. An improved OLSR protocol was proposed to
achieve good performance against various security attacks
[25]. A vector auto-regression-based trust approach was
utilized to recognize attackers in the network. Ad hoc ondemand distance vector (AODV) and OLSR protocol were
tested using the vector auto-regression-based trust approach
[26]. Multiple loop-free routes were discovered to provide
the secure transmission of data packets. Trust values along
with the hop counts were utilized to realize the secure
communication among ad hoc nodes [27]. The trust-based
outlier recognization approach was designed for MANETs.
It has shown signiﬁcant improvement over stat-of-the-art
trust models [28].
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The problem of selﬁsh ad hoc nodes were resolved in
[29]. Ant colony optimization was utilized to achieve the
secure communication among ad hoc nodes in dynamic
MANETs [30]. Genetic algorithm (GA) was utilized to
overcome the clustering load balancing problem in secure
MANETs [31]. The dynamic shortest path communication
was implemented utilizing GA-based immigrants and
memory approaches [32].
A fault-tolerant ant look-ahead routing approach was
propped to predict the secure communication link [33]. The
reduction in the number of cluster heads was achieved
utilizing the weighted clustering approach in [34]. Particle
swarm optimization (PSO) was utilized to enhance the
number of clusters for MANETs in [35]. GA was utilized to
overcome the trust management issues of MANETs. The
attributes like energy and distance were utilized to obtain
the optimal cluster heads in [36].

3. Proposed trust evaluation model
3.1 Gradient boost classiﬁer

The gradient boosting classiﬁer [37] implements an
ensembling model on various decision trees. XGBoost
[38, 39] utilizes Newton’s approach to enhance the 2nd order gradient loss by ﬁtting the classiﬁcation tree (see
Algorithm 1). Here, T deﬁnes iterations and l shows
instance of dataset; ml and nl represent the 1st and 2nd
gradient, respectively. However, non-diagonal attributes in
Hessian matrix were discarded during the Newton’s step. It
can degrade the performance of the gradient boosting
classiﬁer. Algorithm 2 shows the improved 2nd order gradient model. The proposed model utilizes [40] to overcome
the problems with Newton’s approach, by improving the
Newton’s step as
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The probability of sample approximately corresponding to
2nd gradient is bl ¼ minð1; qnl Þ.

Table 1. Nomenclature used in hNSGA-III.
Symbol

Deﬁnition

s
j
K
R
a
f
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Permutation vector
Binary decision vector
Random group of solutions
Group of s0 ; j00
Random variable 2 ½0 ; 1
Convert random solutions to hyperparameters of gradient boosting
Elite population
Optimal decision trees
Optimal gradient boosting

Et
s
j

arg min
F

s 
X
l¼1

1
~ Fðvl Þ  u~l i þ dðFðvl Þ; u~l Þ
‘ðu~l Þ þ h‘ ðuÞ;
g
0



ð1Þ
~ can be
Here, u~l shows the rough approximation of ul ; ‘0 ðuÞ
computed as follows:
~ ¼
‘0 ðuÞ

1 X 0
‘ ðu~ı Þ:
jTk j ı2Tk

ð2Þ

Here, Tk deﬁnes instance group of tree leaf (k) that considers instance l; dð; Þ deﬁnes Bregman divergence
according to the loss ‘ðÞ as follows:
dðFðvl Þ; u~l Þ ¼ ‘ðFðvl ÞÞ  ‘ðu~l Þ  h‘0 ðu~l Þ; Fðvl Þ  u~l i: ð3Þ
~ in Eq. (1), by removing constant
Plug dðFðvl Þ; u~l Þ and ‘0 ðuÞ
variables as
!
gFðvl Þ X 0
0
‘ ðu~ı Þ :
arg min ‘ðFðvl ÞÞ  ‘ ðu~l ÞFðvl Þ þ
jTk j ı2Tk
F
ð4Þ
Balancing process is implemented to minimize bias; the
obtained loss can be deﬁned as
!
al
gFðvl Þ X 0
0
NðFðCÞÞ ¼
‘ðFðvl ÞÞ  ‘ ðu~l ÞFðvl Þ þ
‘ ðu~ı Þ :
jTk j ı2Tk
bl
ð5Þ
Finally, 1st and 2nd gradient of Newton’s step can be
computed, respectively, as
!
al
g X 0
0
ml  ‘ ðu~l Þ þ
‘ ðu~ı Þ
m~l ¼
ð6Þ
jTk j ı2Tk
bl
and
n~l ¼

al
nl :
bl

ð7Þ

3.2 h-non-dominated sorting genetic algorithm
h-non-dominated sorting algorithm– III (h-NSGA-III) [41]
is a well-known meta-heuristic technique. It can be used to
solve many NP-hard problems. It has shown good convergence as compared with NSGA-III [42–44]. It utilizes
dominance relation to enhance the results.
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Table 1 shows the nomenclature used in this paper.
Algorithm 3 shows the initial population generation for
hNSGA-III-based gradient boosting tree. Initially, random
population will be obtained using the normal distribution.
Thereafter, the obtained solutions are encoded to the range
of hyper-parameters of gradient boosting.
Algorithm 4 shows the proposed hNSGA-III-based gradient boosting tree classiﬁer. Using the initial population,
various decision trees are obtained. The obtained optimal
decision trees are then ensembled to obtain the results of
gradient boosting tree. Fitness of each random-populationbased gradient boost tree is then evaluated. Thereafter,
dominated and non-dominated solutions sets are obtained.
Mutation and crossover operators are then utilized to obtain
the sub solutions. Dominance relation (h) is then utilized to
sort the non-dominated solutions. Finally, if termination
criteria gets satisﬁed then the ﬁnal hNSGA-III-based hyperparameters are returned for gradient boosting tree. The
proposed model is then applied on the obtained trust
evaluation dataset of MANETs.
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Table 2. Simulation parameters.
Attribute

Value
1000 m  1000 m
1 Mbps
250 kbps
100–500
6 m/s
200 m
200 s
1–10
3

MANET area
Bandwidth
Data rate
Number of ad hoc nodes
Moving speed
Transmission radius
Simulation time
Number of malicious nodes
Total number of data ﬂows

Table 3. Malicious nodes combination.
No. of attackers
1
2
3
4
5
6
7
8
9
10

Blackhole

Grayhole

1
1
1
2
2
2
3
3
3
4

0
1
1
1
2
2
2
3
3
3

Wormhole
0
0
1
1
1
2
2
2
3
3

4. Performance analysis
4.1 Dataset
To obtain the dataset, initially, OLSR protocol is simulated
on MATLAB software. Thereafter, three attacks – blackhole, grayhole, and wormhole – are applied on the obtained
designed simulation environment. Multi-class dataset is
then collected by labeling the attack cases as blackhole,
grayhole, and wormhole attacks. If no attack is implemented then it is labeled as genuine node. The simulation
parameters are demonstrated in Table 2. Ad hoc nodes are
randomly placed in 1000 m  1000 m area. The nodes are
ad hoc in nature; therefore they have a speed of 6 m/s.
Three different data trafﬁc ﬂows are also utilized at
250 kbps.
Table 3 demonstrates the combination of the attacker
nodes utilized for building the dataset.

4.2 Comparative analysis
fðs; jÞ decomposes random individual ðs; jÞ to a hyperparameters of gradient boosting tree.

Figure 1 shows the routing overhead (in milliseconds) of
hNSGA-III-based gradient boost classiﬁer. It is observed
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Figure 1. Analysis of routing overhead (in milliseconds) of hNSGA-III-based gradient boost classiﬁer.

Figure 2. Latency analysis of hNSGA-III-based gradient boost classiﬁer.

that hNSGA-III-based gradient boost classiﬁer performs
remarkably better than the existing models. hNSGA-IIIbased gradient boost classiﬁer shows an average reduction
in routing overheads of 1.2843%.
Figure 2 demonstrates the latency (in milliseconds)
analysis of hNSGA-III-based gradient boost classiﬁer. It is

evaluated that hNSGA-III-based gradient boost classiﬁer
achieves remarkably better results than the existing models.
hNSGA-III-based gradient boost classiﬁer achieves an
average reduction in latency of 1.3283%.
Figure 3 shows the packet delivery ratio analysis of
hNSGA-III-based gradient boost classiﬁer. It is observed
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Figure 3. Packet delivery ratio analysis of hNSGA-III-based gradient boost classiﬁer.

Figure 4. Throughput analysis of hNSGA-III-based gradient boost classiﬁer.

that hNSGA-III-based gradient boost classiﬁer achieves
remarkably better packet delivery ratio values than the
existing models. hNSGA-III-based gradient boost classiﬁer
achieves an average enactment in packet delivery ratio of
1.1472%.
Throughput analysis of hNSGA-III-based gradient boost
classiﬁer is depicted in Figure 4. It is observed that
hNSGA-III-based gradient boost classiﬁer achieves better
average throughput values than the existing models.

hNSGA-III-based gradient boost classiﬁer achieves an
average enactment in throughput of 1.2948%.

5. Conclusion
The attack classiﬁcation problem of MANETs has been
considered as a multi-class classiﬁcation problem. A gradient boost classiﬁer was proposed to classify a given node
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as blackhole, grayhole, wormhole attack or genuine node.
The initial parameters of gradient boost classiﬁer were
tuned using hNSGA-III. OLSR protocol was utilized for
experimental analysis. The multi-class labeled dataset was
collected by considering the blackhole, grayhole, and
wormhole attacks on OLSR protocol. Extensive analysis
reveals that hNSGA-III-based gradient boost classiﬁer
outperforms the competitive attack classiﬁcation models in
terms of throughput and PDR by 1.2948% and 1.1472%,
respectively. The proposed trust evaluation model shows an
average reduction in end to end latency and routing overheads by 1.3283% and 1.2843%, respectively..
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