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Abstract. Electricity theft is a big problem faced by all energy distribution services and continues to rising.
Therefore, studies on electricity theft detection techniques have increased in recent years. Unsuitable calibration
and illegal calibration of energy meters during production may cause non-technical losses. Non-technical losses
have been a major concern for the resulting security risks and the immeasurable loss of income. In most of the
meter tampered locations, damaged meter terminals and/or illegal applications cannot be distinguishable during
checking. In fact, electric distribution companies will never be able to eliminate electricity theft. But it is
possible to take measure to detect, prevent and reduce it. In this paper, we developed by using deep learning
methods on real daily electricity consumption data (Electricity consumption dataset of State Grid Corporation of
China). Data reduction has been made by developing a new method to make the dataset more usable and to
extract meaningful results. A Long Short-Term Memory (LSTM) based deep learning method has been
developed for the dataset to be able to recognize the actual daily electricity consumption data of 2016. In order
to evaluate the performance of the proposed method, the accuracy, prediction and recall metric was used by
considering the ﬁve cross-fold technique. Performance of the proposed methods were found to be better than
previously reported results.
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1. Introduction
In electricity consumption, very low technical losses occur
due to the system and these losses are considered as maximum 5% of total consumption. Malicious consumers
consuming electricity with different methods are called
non-technical losses (NTL) or electric theft. Electric theft
can lead to electricity unit prices, heavy load of electrical
systems, huge loss of energy company and the dangers of
public safety (such as ﬁres and electric shocks). NTL
behavior usually involves skipping the electricity meter,
tampering the meter reading, or hacking the meter [1]. With
the increase in energy needs on global based, the amount of
consumption increased proportionally. An increase in
energy prices affects the economy and increases the search
for illegal ways for those responsible. Electricity theft rates
differ in developed and developing countries. The average
of this rate in OECD countries is about 7%.
While the rate of electricity theft is 1–2% in developed
countries, this rate is quite high in developing countries.
Especially in developing countries such as in India, Bangladesh, Turkey and Malaysia illegal use of electricity by
*For correspondence

up to 30% are available [2]. It has been observed that the
high use of illegal electricity in developing countries generally depends on the ﬁnancial situation and poverty of the
customers. On the other hand, the rate of electricity theft
has been quite low in China, where the income level of the
people is quite low. The Chinese government has studies
and serious sanctions for the detection of electrical theft
detection (ETD).
Electricity thefts cause serious ﬁnancial losses, serious
injuries and even fatal accidents. In India, the country with
the highest rate of electricity theft, about 4.5 billion dollars
of damage occurs every year [3]. Electricity theft rate in
Turkey about 11.8% [4] and annual material loss was
determined to be around $ 1 billion [5]. Public services in
the US suffer around $ 1–6 billion annual [6, 7]. In Canada,
$ 100 million was damaged annually [8].
While electricity theft causes serious ﬁnancial losses in
public institutions, it also causes long term failures in the
electricity distribution networks with the overloads in
power consumption. This, shortens the life of power elements and affects the performance of consumers’ electrical
equipment. In addition, these overloads increase fossil fuel
based electricity production and thus carbon dioxide
emissions. Another problem caused by the theft of
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electricity is to share the lost costs in electricity to honest
customers who regularly pay the electricity bill. This situation causes unfair earnings and injustice and also increases
the unit price of energy.
Many new ideas and technologies are being developed to
monitor the electricity consumption of residential and nonresidential subscribers, and these technologies do not
completely solve the problem but cause serious material
losses. Researches are conducted in different ﬁelds to
produce more economical solutions. Low-cost detection
systems are developed to reduce losses in the NTL area.
The most appropriate determination is the development of a
recognition-prediction system for tracking and determining
the daily electricity consumption data of customers.
In this study, a deep learning-based LSTM model, which
has been developed using real daily electricity consumption
data, has been proposed for the detection of electrical theft.
In this proposed method, the system has been trained using
a part of the dataset. The method has been tested with the
rest of the dataset.
In section 2, a literature review on the detection of
electricity theft is given and the methods developed are
evaluated. In section 3, the model and materials used for
the study have been explained. In section 4, the results of
the method proposed and its comparisons and contributions
with other studies in the literature are presented. Conclusions are provided in section 5.

2. Related work
Machine learning based classiﬁers are used because the
electricity consumption data is generally in one dimensional and time series form. There are many new studies
[9–12] using Support Vector Machine (SVM) based classiﬁers in particular. Apart from this method, there are
studies [13, 14] which are artiﬁcial neural networks are
used to detect of electricity theft. The success rates of these
studies in detecting electrical theft are low. In addition,
artiﬁcial feature extraction is required.
Depuru, et al. used some of the energy consumption data
of 20.000 customers with different time interval values for
the training of SVM and Rule Engine algorithms. They
achieved high successes of 85.5% and 92% with the different models they proposed in their study [12].
Zheng et al [15] proposed wide and deep Convolutional
Neural Network (CNN) model to detect electrical theft in
smart grids. The method they developed was applied on the
State Grid Corporation of China Dataset (SGCCD) that we
used in our study and achieved high performance [15].
Hasan et al [16] proposed a CNN-LSTM model to detect
electrical theft in smart grids. In the study he proposed, he
used only 9956 total customer data over only 2015 year on
the SGCCD database Since there was an unbalanced data
distribution, he used synthetic data generation technique on
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the NTL class. It increased the number of NTL data to
8562, the number of normal customers. In this study, he
achieved 89% success despite using synthetic data [16].
Souza et al [17] Multilayer Perceptron has developed a
new method for the detection and identiﬁcation of energy
theft in distribution systems using the Multilayer Perceptron Artiﬁcial Neural Network (MP-ANN) algorithm. In his
study, they used real data obtained from 5000 consumer
values with different qualiﬁcations and successfully classiﬁed malicious users and normal users with an average of
93.4% [17].
Because of the theft of electricity rate is 30% in India,
many studies have been done on the data collected in this
country. Gaur et al [18] analyzed the annual data collected
in 28 states of India between 2005–2009. In these analyzes,
they determined that the socio-economic situation affected
electricity theft at a very high rate [18].
Yip et al [19] has tried to identify customers who are
doing electrical theft using smart meters with two different
algorithms developed based on linear regression method
[19].
Ghasemi et al [20] proposed a uniﬁed method to detect
two different states of illegal electricity consumption. To
determine the type of electrical theft, the customer energy
consumption pattern classiﬁcation method based on the
probabilistic neural network and the mathematical model
based on the Levenberg–Marquardt method have used. It
has detected the consumers using electricity theft with low
success with the method proposed [20].
Viegas et al [21] Using the cluster-based methods which
are Fuzzy C-means and Fuzzy Gustafson–Kessel algorithms, 74.1% successfully distinguished between normal
consumers and malicious consumers from the electricity
consumption data collected between 2009–2010 [21].
Razavi et al [22] designed a new model for the detection
of electricity theft in smart grids. They proposed a new
Genetic Programming algorithm combination to deﬁne new
properties suitable for prediction with Finite Mixture Model
aggregation. Gradient Boosting Machine algorithm has
been applied together with the k-fold method to evaluate
demand data from more than 4000 households, and previous machine learning has achieved signiﬁcantly better
performance than the results of theft detection methods
[22].
Different artiﬁcial intelligence based methods have been
developed for NTL detection. It was developed with the
study of fuzzy logic and evaluation of daily consumption
data using SVM [23]. Adil et al have detected electrical
theft on SGCCD datasets with the proposed RUSBoot
module LSTM model. It also achieved very low results
using SVM algorithm. Hence, he claimed that SVM algorithm is not suitable for class imbalance problem in high
dimensional data [24]. Ullah et al used the Gated Recurrent
Unit (GRU) method, which is an advanced version of
LSTM, also a type of Recurrent Neural Networks (RNN).
This method consists of updating and reset gates. The
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updated gate determines how much of the past information
needs to be transferred to the future [25]. In this study,
using the geographic information of the customers, using
SVM, k-Nearest Neighbors (k-NN), Random Forest RF
algorithms [26].
In the literature review for NTL detection, it is seen that
real or synthetic 1B electricity consumption data are used
and all recognition-prediction-determination study is done
on the processing and analysis of these data. For this reason, the aim of this study we have proposed is to overcome
high performance electrical theft by using the limited
dataset that contains one-dimensional real customer electricity consumption data.
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distribution. In fact, we can have similar ﬁndings for the
entire dataset (i.e., 1035 days of electricity consumption
data). Without much repetition, we only show a quote data
from the entire dataset. If we put together the electricity
consumption data of all 35 months, we can observe that
there is a periodicity for most normal customers. Different
data preprocessing methods have been developed by analyzing these pattern values found in the dataset. In fact, we
can see similar pattern values when the entire dataset is
examined. If we put together the 35-month electricity
consumption data in the database, there are quite high
differences in the daily energy consumption of normal
customers, which are similar but normal customers. Different data pretreatment methods have been developed by
analyzing these pattern values in the database.

3. Material and Method
The methods developed by processing data using smart
meter readings and using electricity consumption data from
smart grids for the detection of electricity theft have
attracted great attention recently. In this study, a method
has been developed using real daily electricity consumption
data. This method, we have proposed for the detection of
electricity theft, basically consists of two stages. In the ﬁrst
stage, data needs passed improved preprocessing and data
editing stages for data processed and produce meaningful
inferences. In the second stage, an LSTM based framework
is proposed for a recognition system by analyzing one-dimensional data and using this data.

3.1 Database
Many countries or electricity distribution companies record
real electricity consumption values on a daily and periodic
basis to investigate consumers’ electricity consumption
behavior. Due to electricity theft is high in China, consumption values are constantly recorded and necessary
values are tried to be taken according to these values.
Electricity consumption data was collected from 1035 days
and 42372 customers by SGCCD. Randomly selected a
monthly (October, 2016) daily electricity usage change of a
three electricity theft usage (a) and three normal consumers
(b) is shown in ﬁgure 1.
When ﬁgure 1 is examined, we can see that there is a
different ﬂuctuation for each day in the electricity consumption data. When the database is examined, it is
detected that the consumption of almost every month has
similar characteristics. Daily energy consumption of consumers who are electricity theft and normal consumers is
closely similar some days, however, there are differences
when looking at the whole month consumption information.
It is not similar to detect electrical theft with these observations. When the data in two-dimensions produced using
the values of one-dimensional consumption data is
observed weekly, it is seen that there is a regular

3.2 Data Preprocess
Since electricity consumption data are situations where
smart meters fail, cannot be read, record incorrect values,
erroneous data is generated. When the dataset is examined,
there is a missing or incorrect value in the data of about 3
years of electricity consumers. The main reason for this is
due to various reasons such as malfunction of smart meters,
unreliable transmission of measurement data, unscheduled
system maintenance and storage problems. The numbers of
situations such as not reading the meter or getting a 0 value
due to problems or system-related errors are shown in
table 1.
Normal and NTL data numbers of the database are given
in table 1. For 2014, there was no data from the system
where at least one data was NaN in all days, and the number
of zero readings is 22.421. The number of customers with
more than 200 NaN data was 13.316, while the number of
customers with 0 was 4.284. Considering the consumption
data for 2015, the number of containing more than 200 NaN
values was determined as 13.316. NaN data was found in
29,735 customers in total. When the number of zero is
considered, although there is less than the data of 2014,
there is 10.718 zero data in total. When the data of 2014
and 2015 are analyzed, both NaN raw and Zero data
numbers are quite high. Since the data that cannot be read
by the system for any reason is in a number that will
directly affect the success of the recognition system to be
developed, the preprocessing stage of the dataset is of great
importance for the system.
3.2a. Data selection: In this study, it is necessary to have
real and consistent data as the proposed system is based on
the examination of daily electricity consumption data of
electricity consumers. Due to most of the customer data for
2014 and 2015 contain NaN and zero value, the system to
be developed by taking these into account is not expected to
produce accurate and consistent results. At the same time, it
will negatively affect the training stage of the system to be
developed. Despite this situation, data for 2016 because of
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Figure 1. (a) Example of electricity consumption (kWh) of electricity theft usage by month. (b) Example of electricity consumption
(kWh) of normal usage by month.

Table 1. SGCCD electricity theft detection database.
Number of NaN data

Number of Zero data

Number of Normal data

Number

2014

2015

2016

2014

2015

2016

2014

2015

2016

\10
11–50
51–100
101–200
[200
Total

15.718
7.407
2.206
3.724
13.316
42.371

9.637
2.471
926
2.106
14.595
29.735

13.693
3.113
387
169
132
17.494

9.128
5.661
1.434
1.914
4.284
22.421

2.124
1.821
1.067
1.493
4.213
10.718

2.441
2.341
1.410
2.117
6.023
14.332

17.525
29.303
38.731
36.733
24.771
24.846

30.610
38.079
40.378
38.772
23.563
28.903

26.237
36.917
40.574
40.085
36.216
30.341

more consistent and contains less NaN data and it can be
edited by preprocessing these data has been approved to
use. For these reasons, total 304 daily electricity consumption data of 2016 have been selected in the study. It
has been observed that consecutive daily consumption data
is NaN or zero in this data. For this reason, it must be repreprocessing. The numbers and rates of dataset according
to the characteristics of the data for 2016 are shown in
table 2.
As you can see in table 2, while the number of customers
containing between 101 and 200 NaN data has been 169,
the number of customers containing more than 200 NaN

Table 2. Consumer data SGCCD electricity theft detection
dataset in 2016.
Num. of data
\10
11–50
51–100
101–200
[200
Total

NaN

Zero

13.693
3.113
387
169
132
17.494

2.441
2.341
1.410
2.117
6.023
14.332

Normal
26.237
36.917
40.574
40.085
36.216
30.341

Rate (%)
61.92
87.12
95.75
94.60
85.47
71,60

data has been 132. When the dataset is examined, the
number of data without any NaN value and zero value is
30.341. However, since the number of data with electrical
theft label is very low, a high amount of data reduction
should not be made. The number of data labeled NTL must
be high to create a better trained model. In addition, since
NaN data originating from the system and zero data can
always occur, these data must be preprocessing and included in the study according to a proposed equation. Since the
number of zero and NaN data in the dataset with the same
consumer is proportionally higher than all data is not
accurate measurement, this data should be eliminated.
Therefore, according to Equation (1), daily electricity
consumption values of customers containing NaN and zero
data are eliminated.
df ¼

8
>
>
< crop data;
>
>
:



s dffeature
or sðZeroÞ [ sðdf Þ
3


s dffeature
if ðsðNaN Þ þ sðZeroÞÞ [
2

if sðNaN Þ [

crop data;

ð1Þ

According to Equation (1), the number of data has been
decreased and more qualiﬁed data has been obtained with
the preprocessing made on the dataset. With the application
of this equation, a total of 33979 customer data has been
obtained, which is less than 1/3 (101) of the feature of
dataset (304) containing NaN and Zero data, or 1/3 of the
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total of NaN and zero data numbers. The NaN and zero data
contained in this dataset should be preprocessing since the
data will not produce accurate measurements. For this
purpose, NaN data has been recalculated according to the
method speciﬁed in Equation (2).

f ð xÞ ¼

avgðxi5 þ    þ xiþ5 ;
0;

if xi 2 NaN; xi5 ; xi4 . . .xiþ4 ; xiþ5 62 NaN
if xi 2 NaN and Other

ð2Þ
According to the calculation speciﬁed in Equation (2),
NaN data has been calculated for the new value and zero
value by looking at the 10 data on the left and right. The
calculation has been made by looking at the 5 values to the
left and right of the NaN value. If the 5 values to the left
and right are not NaN, the arithmetic average of these
values is taken. If NaN cell has more than 5 NaN values on
the left and right, this is taken as zero. With this method,
the dataset of 33979 electricity consumers has been
obtained, which the dates of between 01.01.2016 and
31.10.2016, has been done in a total of 304 days, with
regular and various recognition processes. The use of this
method can be considered as another unique value of the
proposed study.
3.2b. Data normalization: Maximum and minimum
value of consumption data which are in dataset are in the
range of 0–39 kWh. The daily values of these data are
approximately similar to each other. Due to the patterns that
can extraction from these similarities cannot be detection, a
range of value for the weights should be determined. The
value ranges of the data have been examined to normalize
the dataset and all data have been normalized in the range
from -5 to 5. With this normalization process, the value
ranges of the data became more evident.
3.2c. Update of weights in loss function: When the label
of the data in the dataset is examined, 9.18% of the data is
NTL data and the others are available as normal electricity
consumption data. This can be considered as an unstable dataset. The bias value should be adjusted in the deep
learning model to be created. The initial bias value of the
proposed model is calculated as b0 ¼  loge ðpos=negÞ.
Where, pos is the number of NTL customers, neg is the
number of normal customers. The value of the weights of
the classes has been calculated as weight ¼ 1=class 
total=2 where class ¼ fpos; negg and total ¼ sizeðdataÞ.
With this calculation, weights of data which is include NTL
data have been detected as 5.45 (pos), and weights of
normal data as 0.55 (neg). To update the b0 value, the
method will be able to rearrange the network, select new
weights, and select cells more accurately.
3.2d. Prepared datasets: In this study, the dataset has
been divided according to the cross fold method with
determined value at different rates, to reach acceptable results. Since the study has been done according to the cross
fold validation method, the dataset is randomly divided into
5 different parts. In this way, testing is possible on all data.

286

The total number of data formed according to fold-1 in the
dataset is shown in table 3.
As seen in table 3, three different datasets were prepared.
Each dataset was divided into 5 different groups with equal
data numbers according to the cross-fold method. There are
NTL data between 8.09 and9.71% in each of these folds.

3.3 Method
For early detection of electricity theft, a method consisting
of data processing and a LSTM-based deep learning model
has been proposed. In this method, data selection, normalization of the data and updating of the weights are
evaluated as data processing. In addition, the LSTM-based
deep learning model proposed using the dataset created was
trained and tested. Block diagram of the proposed method
is shown in ﬁgure 2.
As seen in ﬁgure 2, data selection was made according to
the calculation in the proposed Equation (1) in SGCCD
database. Then, this database has been preprocessed and
some of the data containing NaN and zero has been eliminated or arranged according to Equation (2). many datasets
were obtained by dividing the preprocessed database into
different folds randomly for both more and acceptable results. The update of the weight parameters of the unbalanced data in the processed of obtained datasets was made
during the data normalization phase. With this method,
NTL data, which is only 9% of all data, was tried to be
balanced. LSTM model has been developed for classiﬁcation of electrical data at the last stage of the proposed
method. By using this model, which has a working logic
based on recalling and processing the previous situation, it
is aimed to recognize and classify the consumption data
that will occur later.
3.3a. Long-short term memory: LSTM based model was
developed to evaluate the performances of this study.
LSTM model basically consists of RNN with cellular
memory which perform better than deep neural network
systems for classiﬁcation of voice and signal data [27, 28].
The input memory cell must be checked to control the
input. The output memory cell is also checked to control the
output ﬂow to the LSTM blocks. The LSTM memory block
and its internal structure are shown in ﬁgure 3.
LSTM architectures have some of their hidden layers in
memory and may be decisive in the next node of the previous result. The recall gate on the LSTM memory block is
controlled by a single layer neural network. The activation
of this important gate is done by Equation (3).


ft ¼ r W ½xt ; ht1 ; ct1  þ bf
ð3Þ
where xt is the input data, ht1 is the previous cell output,
ct1 is the previous LSTM cell memory, and the bias vector
value is bf . r represents basic sigmoid function and W is
weight vectors of inputs. The output of the forget gate (r) is
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Table 3. The total number of data formed according to fold-1 in the dataset.
Dataset-1
Num. of
training
data (60%)

Label
Normal
Theft
Total
Rate

3.700
377
4.077
9.25%

Num. of
validation
data (20%)
1.234
126
1.360
9.26%

Dataset-2
Num. of
testing
data (20%)
1.249
110
1.359
8.09%

Num. of
training
data (70%)
4.320
437
4.757
9.19%

933
87
1.020
8.53%

Figure 2. Block diagram of the proposed method.

applied to the previous memory block by element-based
multiplication. The sigmoid activation function is applied
by making an element-based multiplication on the previous
memory cell. Thus, the effect of the previous memory
block is determined on the current LSTM cell block. The
evaluation of the previous memory depends on the value of
the output vector. When this value is near to zero, the
previous memory cell is forgotten. The other gate is a
section where the new memory is created by a simple
neural network with the input gate, the tanh activation
function and the effect of the previous memory block [29].
These processes are calculated with the Equations (4) and
(5).
it ¼ rðW ½xt ; ht1 ; ct1  þ bi Þ

ð4Þ

ct ¼ ft ct1 þ it tanh ðW ½xt ; ht1 ; ct1  þ bc Þ

ð5Þ

The output gate is section where the output of the current
LSTM block is produced. These outputs are calculated as in
Equations (6) and (7).
The output gate produced by the output of the LSTM
block cell is referred to as the output gate. It is shown in
Equation (6) to calculate this output.


Ot ¼ r W ½xt ; ht1 ; ct1  þ bf
ð6Þ
ht ¼ tanhðct ÞOt

Num. of
validation
data (15%)

ð7Þ

3.3b. Proposed LSTM networks: In this study, a new deep
learning model named Electric Theft Detection- Long

Dataset-3
Num. of
testing
data (15%)
930
89
1.019
8.73%

Num. of
training
data (80%)
4.952
484
5.436
8.90%

Num. of
validation
data (10%)
680
63
617
9.26%

Num. of
testing
data (10%)
680
66
614
9.71%

Short-Term Memory (ETD-LSTM) was developed during
the classiﬁcation phase of the proposed method. In addition
to LSTM cells, Dropout layers, ReLU activation function
between layers Softmax classiﬁer were used. In addition to
input parameters were determined according to different
measures. The block diagram of the proposed model is
shown in ﬁgure 4.
The prepared datasets are presented to the input layer of
the ﬁrst ETD-LSTM model. There are two LSTM cells
after the input layer. A 20% dropout layer was used to
reduce the number of data generated after calculating the
data from LSTM cells with 64-unit weight values. The
neurons obtained in the last LSTM cell were converted into
one dimension with the Flatten layer and overfeeding was
tried to be prevented by using the dropout layer again.
Finally, all the parameters formed are given to the Softmax
classiﬁer with the Dense layer. With this layer, it is aimed
to determine the class information of the data in the dataset.
The parameter details of the proposed ETD-LSTM model is
shown in table 4.
The proposed model has a total of 6 layers. In the
dataset with 304 feature, two consecutive LSTM cell
have been used to remember and process of the previous
value. Especially for the unbalanced dataset, the values
created by the weight update method developed in the
data processing phase should be calculated with more
neurons. The ﬁrst LSTM cell gets more neuron as 64
Units. The subsequent LSTM layer are created more
layers with 32 units. It is aimed to reduce by 20% the
data generated by the dropout layer of the LSTM layers.
In this way, it is possible to detect more prominent
features by dealing with less parameters. With the Flatten
Layer, all formed neurons are ﬂattened. All these formed
neurons are crossed with Dense layer with 256 new
neurons and the best values are detected with
ReLU layer. The data obtained with the Dropout layer
have been reduced by 20%, and the most obvious neurons have been obtained. With the last layer, Dense
layer, it is aimed to obtain class information of data with
Softmax.
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Figure 3. LSTM memory cell units and blocks.

Table 4. Detailed properties of proposed LSTM network
models.
Layers name
LSTM cell
LSTM cell
Flatten
Dense
Dropout
Dense

Main parameters
64 unit
32 unit
–
256 unit
–
1 unit

Other parameters
Dropout=0.2
Dropout=0.2
–
Activation=ReLU
Rate=0.2
Activation=Softmax

Figure 4. Block diagram of proposed ETD-LSTM model.

4. Experimental Detail
4.1 Dataset
Experimental studies: SGCCD database with two different
label data including normal and NTL electricity consumer
information was used. With the preprocessing, 33979
original electricity customer data with 304 feature were
obtained for the ﬁrst ten months of 2016 (304 days). The
data numbers were divided to evaluate the performance of
the proposed models during the training, validation and

testing stages. Experimental data were divided into three
different data in order of 60%, 70% and 80% in the training
phase, 20%, 15% and 10% in the validation phase and 20%,
15% and 10% remaining in the test. The data numbers of all
datasets are given in table 5.
When table 5 is examined, the dataset is divided into 3
different ratios to monitor the training and test success of
the model. The model is trained with some of the data and
the trained model is created. Unused test data were used in
the same dataset to evaluate the performance of the trained
model obtained. Test, validation and training were used to
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Table 5. Number of training, validation and testing electric consumption samples.
Dataset-1 (60, 20, 20)%

Dataset-2 (70, 15, 15)%

Dataset-3 (80,10,10)%

Class

Train

Validation

Test

Train

Validation

Test

Train

Validation

Test

C1
C2
C3
C4
C5
Total

4077
4077
4077
4077
4077
20385

1360
1360
1360
1360
1359
6799

1359
1359
1359
1359
1359
6795

4757
4757
4757
4757
4756
23784

1020
1020
1020
1020
1020
5100

1019
1019
1019
1019
1019
5095

5436
5436
5436
5436
5436
27180

680
680
680
680
680
3400

680
680
680
680
679
3399

compare the experimental results and determine the best
performance using different rates. The database was randomly dived into ﬁve folds. The distribution of the data in
the data set can be seen in table 5. All data has 304 feature
and label information. There are approximately 6797 data
in each fold.

4.2 Experiments on proposed ETD-LSTM
Experimental studies were performed on a graphic card
Tesla K80 with a 3.6 GHz Turbo GPU and 12 GB RAM.
Various parameters have been determined for the designed
ETD-LSTM models. Batch size value 64, loss function and
Adam optimizer was selected as the categorical cross-entropy. Taken with 100 epochs to get consistent results and
make comparisons. Stochastic gradient origin was used for
the training of the model and initial learning rate was set to
0.0001 for less change. Accuracy, sensitivity and recall
scores were used for performance evaluation of the developed model. Table 6 shows the Performance results of the
ETD-LSTM model.
According to the cross-fold method determined on 3
different databases, the ETD-LSTM model we proposed
was trained and after the validation was made with some of
the data, the remaining part was tested. In this study, it was
determined that the highest accuracy was Dataset-1
(Fold-4) with 95.24%. When looking at the performance in
other folds, they show similarity with each other, which

shows that dataset has an equal distribution and the preprocessing process is stable. It is seen that the standard
deviation in accuracy is between ±1.09 and1.22 and the
model shows close performance in different datasets.
Dataset-1 (Fold-5) success was the second highest accuracy
with 94.12. Also, high success was achieved in other folds.
The average success of Dataset-1 was determined to be
93.60% ± 1.22. In Dataset-2, the highest success was in
fold-3 with 93.24%, while the lowest success was in fold-4
with 90.22%. This indicates that the electricity usage trends
of the same group of consumers are different. The average
success of Dataset-2 was found to be 91.76% ± 1.09.
Dataset-3’s high success is seen in fold-2 with 92.62%. It
can be seen that the number of data tested in Dataset-3,
which has the lowest average with 90.98% ± 1.13, may be
due to being low compared to other datasets. The highest
precision success is seen in the Dataset-1(fold-4) with
92.82%, while the lowest is seen in fold-5 of dataset-3 with
88.08%. When we look at the recall value, Dataset-2 (Fold4) are seen with the highest 93.20. The mean Recall scores
were found to be 90.60% ± 1.38, 91.44% ± 1.78 and
88.23% ± 1.21. According to these results, it was determined that the highest accuracy was in fold-4 dataset and
the highest average accuracy in Dataset-1with 93.60 ±
1.22. In addition, comparisons of the results we obtained in
this study with similar previous studies [12, 15–17, 20, 22]
are given in detail in table 7.
[12] has classiﬁed the electricity consumption data of
20,000 customers by using SVM and Role Engine

Table 6. Classiﬁcation performance of the proposed ETD-LSTM model.
Accuracy (%)
Folds

Dataset-1

Dataset-2

Precision (%)
Dataset-3

Dataset-1

Dataset-2

Recall (%)
Dataset-3

Dataset-1

Dataset-2

Dataset-3

Fold-1
91.90
91.54
90.14
89.40
90.14
88.14
88.28
89.02
87.54
Fold-2
93.28
92.16
91.48
92.18
88.16
89.74
90.62
90.14
89.06
Fold-3
93.48
93.24
92.62
91.58
92.04
91.62
91.08
92.64
90.14
Fold-4
95.24
90.22
89.76
92.82
91.24
87.84
91.94
93.20
87.12
Fold-5
94.12
91.66
90.88
92.26
89.23
88.08
91.06
92.22
88.78
Mean and std.93.60 ± 1.2291.76 ± 1.0990.98 ± 1.1391.65 ± 1.3390.16 ± 1.5589.08 ± 1.6190.60 ± 1.3891.44 ± 1.7888.53 ± 1.21
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Table 7. Comparison of proposed method with previously studies results.
Method
SVM [12]
Rule engine [12]
MP-ANN [17]
PNN [20]
SVM [20]
SVM [22]
CNN [15]
CNN-LSTM [16]
CNN-LSTM [24]
GRU-LSTM [25]
ETD-LSTM (proposed)

Accuracy (%)
76.00–92.00%
92.00%
93.4%
96.11%
94.39%
68.4–81.1%
78.15–80.01%
89.00%
87.90%
89.00%
93.60 ± 1.22 (Dataset-1)
91.76 ± 1.09 (Dataset-2)
90.98 ± 1.13 (Dataset-3)

algorithms in the method it has developed in order to
encoder customer energy consumption data. It achieved
SVM accuracy 76.00–92.00% for multiple iterations and
Rule Engine accuracy 92.00%. On the Irish Smart Energy
Trial database, [17] used artiﬁcial neural networks method
(MP-ANN) and achieved a high success of 93.4%.
Although it is different from the SGCCD database we use,
it contains daily and hourly energy consumption values.
[20] has classiﬁed on the PJM database using (Probabilistic
Neural Network) PNN and SVM methods and achieved
high success. [22] achieved 68.4–91.1% success on the
CBT database using only SVM method. [15] and [16] used
CNN and CNN-LSTM methods on the same dataset that we
used in this study, and the highest success 89% (CNNLSTM) was achieved. [24] used CNN-LSTM methods on
SGCCD that we used in this study, and the highest success
87.9% (CNN-LSTM) was achieved. Using the GRU-LSTM
model, using the data of 5000 customers in the same data,
[25] achieved 89.00% success. With the ETD-LSTM
model, which we have proposed, the data reduction has
been achieved by making important pre-processing of the
database and the separator has been developed, the customer types have been classiﬁed with high success rates.
Our study has achieved high success (90.98–93.60%)
compared to other studies, in addition, the study we have
proposed in terms of the number of customers is more than
all studies except the one examined [15]. It has been
determined that data quality affects the success by obtaining results with different data rates.

Other properties

Year

Dataset

20.000 customers

2013

–

5.000 customers
660 customers

2020
2018

Irish smart energy trial
PJM dataset

4.000 customers
42.372 customers
9.956 customers
10.152 customers
5.000 customers
33.979 customers
3.120 NTL data
5 cross-fold dataset

2019
2018
2019
2020
2020

CBT
SGCCD

stage of this new proposed method, qualiﬁed data in the
database containing daily electricity consumption data was
obtained. Because the database contains time series data,
the deep learning based LSTM model was designed for
high level feature extraction. The results obtained by the
application of this method proved to be signiﬁcantly higher.
In addition, the effect and quality of the number of data
were evaluated by testing all databases created at different
rates with the cross-fold method. The results obtained
exceed other results in the literature running in the same
database. In future studies, we plan to create real-time
applications and develop new methods for the detection of
electrical theft.

Abbreviations
NTL
Non-technical losses
ETD
Electrical theft detection
LSTM
Long short-term memory
SVM
Support vector machine
SGCCD
State grid corporation of china dataset
CNN
Convolutional neural network
MP-ANN
Multilayer perceptron artiﬁcial neural
network
RNN
Recurrent neural networks
GRU
Gated recurrent unit
k-NN
k-Nearest neighbors
ETD-LSTM Electric theft detection- long short term
memory

5. Conclusions
In this paper, an LSTM model based on end-to-end learning
for data preprocessing techniques and classiﬁcation over
the public SGCCD database containing normal and abnormal electricity consumption data is proposed. In the ﬁrst
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