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Abstract. Oblivious transfer (OT) is a fundamental cryptographic primitive. It is developed for the efﬁcient
and feasible implementation of most advanced cryptographic tasks. Today, most of the existing OT protocols’
security is based on number-theoretic assumptions. However, many number-theoretical problems are solvable by
a quantum computer in polynomial time. Therefore, OT protocols with post-quantum cryptography approach are
required. Multivariate cryptographic constructions are one of the potential candidates for post-quantum cryptography as they are speedy and require only modest computational resources. This paper presents constructions
of OT protocols utilizing multivariate public key cryptography (MPKC). Security of our schemes is achieved
under the hardness of multivariate quadratic (MQ) problem. To the best of our knowledge, our designs are the
ﬁrst MPKC-based post-quantum OT protocols.
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1. Introduction
Oblivious transfer (OT) is one of the widely used modern
cryptographic primitives. The concept of OT was introduced by Rabin [1]. It is a two-party cryptographic protocol, which allows a receiver to obliviously retrieve a
single message of its choice from sender’s database of
messages so that the sender remains oblivious about the
message received by the receiver, and receiver does not get
any information about the other members of sender’s
database. Notably, an OT protocol is known as 1-out-ofn OT if the sender’s database size is n and receiver gets
only a single message of its choice. One can employ OT
protocol as a building block in the constructions of secure
multiparty computation (MPC) [2], private information
retrieval [3], privacy-preserving keyword search [4], private and veriﬁable smart contracts, exchange of secrets,
blockchain technology, signing contracts, etc. Due to the
simplicity of functionality, most advanced cryptographic
tasks can be implemented by it in an efﬁcient way [5, 6].
However, in order to perform those tasks practically, we
require a considerable number of OT executions. It makes
the necessity of designing and secure OT protocols. Most
of the existing OT protocols rely on the hardness of
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number-theoretic assumptions, such as hard discrete logarithm problem and hard factorization problem. However,
these problems are not immune to quantum attack due to
Shor’s algorithm [7]. Thus, it is signiﬁcant to construct a
post-quantum secure OT protocol. The recent call of the
NIST was mainly focused on post-quantum encryption and
signatures. However, extending the post-quantum
research into two-party protocols, particularly into OT, is
an exciting direction of research as it can be combined with
critical cryptographic tasks.
Apart from code-based, hash-based and lattice-based
cryptosystems, multivariate cryptographic constructions are
potential candidates for the post-quantum era. The security
of multivariate public-key cryptography (MPKC) constructions relies on the assumption that solving a system of
multivariate polynomial equations over a ﬁnite ﬁeld is a hard
problem. This problem is NP-hard [8, 9] because no known
quantum algorithm can solve it in polynomial-time. The
quadratic case of the problem is deﬁned as the multivariate
quadratic (MQ) problem. For the use of low-cost devices like
smart cards and RFID chips [10, 11], MPKC-based schemes
are attractive as they are speedy and require only modest
computational resources. A public key for MPKC of degree
two has the following form over the ﬁnite ﬁeld:
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Recently, Barreto et al. [27] implemented an functionality combining the OT scheme of Chou and Orlandi [28]
with the supersingular isogeny Difﬁe–Hellman (SIDH)
primitive of Feo et al. [29]. More recently, Branco et al.
[30] developed an efﬁcient and versatile framework for OT
protocol utilizing one-round key-exchange (ORKE).

ð1:1Þ

Considering the post-quantum security related issue, it is
essential to design OT that remains secure against a
quantum computer. Although there are several post-quantum OT protocols based on lattice, code and hash, design of
MPKC-based OT remains still open. Moreover, MPKCbased constructions are very fast and require only modest
computational resources. Thus the construction of OT
protocol based on MPKC becomes an interesting direction
of further research.

1.1 Related works
As far as we are aware, till now, there is no construction of
MPKC-based OT protocol. However, there are several OT
protocols based on other candidates of post-quantum
cryptography, such as lattice, code, etc.
Dowsley et al. [12] presented the ﬁrst OT based on
McEliece assumption [13]. Later, several code-based OT
protocols were developed in [14, 14, 15, 15–17] under the
McEliece assumption. However, none of them achieve
security in the UC framework. Rather, they achieve security
in the stand-alone model. David et al. [18] proposed the
ﬁrst UC-secure code-based OT protocol under the McEliece assumption. However, the OT of [18] is inefﬁcient in
practice due to the use of some explicit cryptographic
primitives.
Peikert et al. [19] developed a simple and general
framework for constructing OT protocols based on LWE.
However, their construction is inefﬁcient due to the use of
post-quantum public-key encryption. Following this, a
sequence of lattice-based OT protocols were presented in
[20–23]. Liu ad Hu [24] designed improved UC-secure OT
protocols based on the LWE and RLWE assumptions. Later,
Branco et al. [25] claimed that the scheme [24] does not
provide security for the receiver and proposed an RLWEbased OT protocol. Blazy et al. [26] developed a UC-secure
OT protocol that deals with adaptive corruptions under the
LWE assumption.

1.2 Our contribution
To date, most of the OT protocols are based on the
classical number-theoretic assumptions such as solving
discrete logarithms and factorizing large integers. These
problems are assumed to be hard for traditional algorithms. However, one can efﬁciently break the security of
these problems using a quantum computer due to Shor’s
algorithm. Thus, as soon as the efﬁcient quantum computer comes into the market, the safety of classical OT
protocols will immediately break down. This brings the
necessity of OT protocols, which can resist future attacks
of quantum computers.
In the literature, there are several post-quantum OT
protocols based on lattice, code, etc. However, to date,
there is no construction of multivariate cryptography-based
OT protocol. Moreover, multivariate cryptography-based
constructions are a potential candidate for post-quantum
cryptography as they are speedy and require only modest
computational resources. These motivate us to design OT
protocols based on MPKC.
In this paper, we ﬁrst develop two 1-out-of-2 OT protocols, namely OT1 and OT2, by employing an MPKC
encryption scheme. Any MPKC encryption scheme can be
employed as the building blocks of our schemes. Security
of OT1 and OT2 is given in the semi-honest model. We
then extend these OT1 and OT2 to OT3 and OT4, respectively, by employing a 5-pass identiﬁcation protocol of [31]
to attain security in the presence of the malicious server. In
particular, our designs are the ﬁrst multivariate cryptography-based OT protocols. Our protocols are quantum computer resistant (i.e., post-quantum) under the hardness of
MQ problem. Consider the underlying ﬁeld Fq as the binary
ﬁeld, the message size as n bits and the ciphertext size as
approximately n bits. Then the communication complexity
of our OT1 is approximately n3 þ 3n2 þ 4n bits and computation complexity is approximately (n3 þ n2 )-bit multiplication along with the cost of one MPKC decryption. On
the other side, the communication complexity of OT2 is
approximately ð3n þ9n2 þ10nÞ bits and the computation complexity is approximately (n3 þ n2 )-bit multiplication along
with the cost of one MPKC decryption. Both the OT1 and
OT2 require only 3 rounds to complete the process of OT.
Note that the communication and the computation complexity of OT3 and OT4 will be increased due to the
addition of the 5-pass identiﬁcation protocol. Moreover, if
the non-interactive form of the identiﬁcation protocol is
3
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used then the round complexity of each of OT3 and OT4
will remain the same, i.e. 3, but the underlying security
model will be random oracle model instead of the standard,
unlike OT1 and OT2.

2. Preliminaries
Basic notations:
Throughout the paper, x 2R A represents that x is chosen
uniformly at random from a set A, ? denotes ‘‘nothing’’, Fq
stands for ﬁnite ﬁeld of order q, Fqn denotes an n degree
and ðFq Þn
represents
extension ﬁeld of Fq
fx ¼ ðx1 ; . . .; xn Þjxi 2 Fq for i ¼ 1; . . .; ng.
OT functionality: In this work, we realize the OT functionality F OT : ðfx0 ; x1 g; rÞ ! ð?; xr Þ, where fx0 ; x1 g is the
input of the sender, r 2 f0; 1g is the input of the receiver, ? is
the output of the sender and xr is the output of the receiver.

2.1 Hardness assumption
MQ assumption [32]: Given a system of m multivariate
quadratic polynomials fp1 ðx1 ; . . .; xn Þ; . . .; pm ðx1 ; . . .; xn Þg
in n variables x1 ; . . .; xn over a ﬁnite ﬁled Fq as shown in
1.1, it is hard to ﬁnd a solution x ¼ ðx1 ; . . .; xn Þ of the
system of equations p1 ðxÞ ¼ . . .; pm ðxÞ ¼ 0.

2.2 General construction of MPKC encryption
[33]
It consists of three algorithms: (i) ME:KGen, (ii) ME:Enc
and (iii) ME:Dec.
ðpk; skÞ
ME:KGenð1j Þ : On input 1j , this algorithm
generates a secret key sk ¼ ðS; F; TÞ and a public key
pk ¼ P ¼ S  F  T, where F : ðFq Þn ! ðFq Þm is a central
map and S : ðFq Þm ! ðFq Þm , T : ðFq Þn ! ðFq Þn are invertible afﬁne transformations with mðjÞ  nðjÞ.
ðyÞ
ME:Encðpk; xÞ: Given a message x 2 ðFq Þn and a
public key pk ¼ P ¼ S  F  T, the encryptor derives the
ciphertext y ¼ PðxÞ 2 ðFq Þm .
ðxÞ
ME:Decðsk; yÞ: To decrypt the ciphertext y 2
ðFq Þm using the secret key sk ¼ ðS; F; TÞ, decryptor
recursively calculates z ¼ S1 ðyÞ 2 ðFq Þm , w ¼ F 1 ðzÞ 2
ðFq Þn and x ¼ T 1 ðwÞ 2 ðFq Þn . Finally, it outputs x 2
ðFq Þn as the plaintext corresponding to the ciphertext
y 2 ðFq Þm . Note that computing F 1 means ﬁnding a preimage under F.

2.3 Five-pass identiﬁcation protocol [31]
The 5-pass identiﬁcation protocol is a zero-knowledge
argument of knowledge for a solution of the system
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F ðxÞ ¼ v, where F : ðFq Þn ! ðFq Þm is a system of m ¼
mðjÞ multivariate quadratic polynomials in n ¼ nðjÞ variables, j being the security parameter. Let G be the polar
form
of
F.
Then
Gðx; yÞ ¼ F ðx þ yÞ  F ðxÞ
F ðyÞ þ F ð0Þ. Note that G is a bilinear mapping. Let the
prover Prov have the solution s of the system F ðxÞ ¼ v, i.e.
F ðsÞ ¼ v, and Comit be a commitment scheme that satisﬁes
statistically hiding property and computationally binding
property.
the 5-pass identiﬁcation protocol by
  We denote

IdP sF ðsÞ ¼ v , where Prov wants to convince the veriﬁer Ver that it has the knowledge of a solution s of the
system F ðxÞ ¼ v, without revealing the secret s to the
veriﬁer. Note that the veriﬁer has the knowledge of v and
the public parameter F . The prover Prov, in order to prove
its identity s, performs ﬁve rounds with the veriﬁer Ver as
depicted in Fig 1. Note that the interactive 5-pass identiﬁcation protocol can be transformed into non-interactive
version with the help of the Fiat–Shamir technique [34].
Security of the 5-pass protocol depends on the hardness of
MQ problem, provided the underlying commitment
scheme Comit is computationally binding and statistically
hiding. If Comit is statistically hiding then the 5-pass
identiﬁcation protocol is statistically zero knowledge. On
the other side, if Comit is computationally binding then the
5-pass identiﬁcation protocol is argument of knowledge
with knowledge error 1=2 þ 1=2q.
Argument of knowledge: This property ensures that a
cheating prover Prov cannot generate a valid proof of the
system F ðxÞ ¼ v with the knowledge of the secret s. We will
show that if a cheating prover Prov can generate a valid proof
of the system F ðxÞ ¼ v with the knowledge of s then a
knowledge extractor can be constructed to extract the
knowledge of the secret s. The knowledge extractor generates
ðiÞ ðiÞ
four valid transcripts ððc0 ; c1 Þ; aðiÞ ; t1 ; e1 ; chlðjÞ ; Reði;jÞ Þ for
i; j 2 f0; 1g from the prover such that að0Þ 6¼ að1Þ and
chlðjÞ ¼ j. Note that


ð0Þ
ð0Þ
ð0Þ
ð0Þ
ð0Þ
c0 ¼ Comit r0 ; að0Þ r0  t1 ; að0Þ F ðr0 Þ  e1


ð1Þ
ð1Þ
ð1Þ
ð1Þ
ð1Þ
¼ Comit r0 ; að1Þ r0  t1 ; að1Þ F ðr0 Þ  e1
ð2:1Þ


ð0Þ

ð0Þ

ð0Þ

ð0Þ

ð0Þ

c1 ¼ Comit r1 ; að0Þ ðv  F ðr1 Þ þ F ð0ÞÞ  Gðt1 ; r1 Þ  e1


ð1Þ
ð1Þ
ð1Þ ð1Þ
ð1Þ
¼ Comit r1 ; að1Þ ðv  F ðr1 Þ þ F ð0ÞÞ  Gðt1 ; r1 Þ  e1



ð2:2Þ
If the arguments of the Comit are distinct in 2.1 then the
binding property of Comit is broken. Similarly, if the
arguments of the Comit are distinct in 2.2 then the binding
property of Comit is broken. Thus, we have
ð0Þ

ð1Þ

r0 ¼ r0

ð2:3Þ
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Figure 1. 5-pass identiﬁcation protocol.
ð0Þ

ð0Þ

ð1Þ

ð1Þ

að0Þ r0  t1 ¼ að1Þ r0  t1
ð0Þ

ð0Þ

ð1Þ

ð2:4Þ
ð1Þ

að0Þ F ðr0 Þ  e1 ¼ að1Þ F ðr0 Þ  e1
ð0Þ

ð1Þ

ð2:6Þ

ð0Þ

ð0Þ

ð0Þ

að0Þ ðv  F ðr1 Þ þ F ð0ÞÞ  Gðt1 ; r1 Þ  e1
ð1Þ

ð1Þ

ð1Þ

ð2:7Þ

ð1Þ

¼ að1Þ ðv  F ðr1 Þ þ F ð0ÞÞ  Gðt1 ; r1 Þ  e1 :
From equations (2.6) and (2.7)
ð0Þ

ð0Þ

ð0Þ

ðað0Þ  að1Þ
q Þðv  F ðr1 Þ þ F ð0ÞÞ ¼ Gðt1 ; r1 Þ
ð1Þ

ð1Þ

ð0Þ

ð2:8Þ

ð0Þ

) ðað0Þ  að1Þ Þðv  F ðr1 Þ þ F ð0ÞÞ
ð1Þ

ð0Þ

ð0Þ

ð1Þ

¼ Gðt1  t1 ; r1 Þ þ e1  e1 :
From (2.3), (2.4), (2.5) and (2.8)
ð0Þ

ðað0Þ  að1Þ Þðv  F ðr1 Þ þ F ð0ÞÞ
ð0Þ

ð0Þ

ð0Þ

¼ Gððað0Þ  að1Þ Þr0 ; r1 Þ þ ðað0Þ  að1Þ ÞF ðr0 Þ
ð0Þ

) ðað0Þ  að1Þ Þðv  F ðr1 Þ þ F ð0ÞÞ
ð0Þ

ð0Þ

ð0Þ

¼ ðað0Þ  að1Þ ÞGðr0 ; r1 Þ þ ðað0Þ  að1Þ ÞF ðr0 Þ
ð0Þ

ð0Þ

ð0Þ

) v  F ðr1 Þ þ F ð0Þ ¼ Gðr0 ; r1 Þ
ð0Þ

þ F ðr0 Þ since að0Þ 6¼ að1Þ
ð0Þ

ð0Þ

ð0Þ

ð0Þ

) v ¼ F ðr1 Þ þ Gðr0 ; r1 Þ þ F ðr0 Þ  F ð0Þ
ð0Þ

of

3. OT protocols
In our constructions, addition and subtraction of two system
of multivariate polynomials P ¼ ðp1 ; . . .; pm Þ : Fnq ! Fm
q
and R ¼ ðr1 ; . . .; rm Þ : Fnq ! Fm
will
be
denoted
by
P

R
q
and deﬁned as P  RðxÞ ¼ PðxÞ  RðxÞ ¼ ðp1 ðxÞ  r1 ðxÞ;
. . .; pm ðxÞ  rm ðxÞÞ:

ð1Þ

 Gðt1 ; r1 Þ þ e1  e1
ð0Þ

ð0Þ

ð2:5Þ

r1 ¼ r1
ð0Þ

ð0Þ

Thus the extractor extracts a solution r0 þ r1
F ðxÞ ¼ v.

ð0Þ

¼ F ðr0 þ r1 Þ:
ð2:9Þ

3.1 OT1
It involves two participants: sender Sen with input
x0 ; x1 2 Fm
q and receiver Rec with input r 2 f0; 1g. A
high-level overview is provided in Fig 2. Sender Sen
ﬁrst generates a public key-secret key pair using
ME:KGen and sends the public key R : Fnq ! Fm
q to Rec.
Then the receiver Rec runs the algorithm ME:KGen to
generate public key-secret key pair ðP; ðS2 ; F2 ; T2 ÞÞ and
sends fP0 g to Sen, where P0 ¼ P if r ¼ 0 and P0 ¼
R  P0 if r ¼ 1. The sender Sen then computes
fP0 ðx0 Þ; P1 ðx1 Þg for its input fx0 ; x1 g and sends the
resulting values to Rec, who in turn decrypts Pr ðxr Þ
using the secret key ðS2 ; F2 ; T2 Þ to extract xr . The execution between the sender and the receiver is given
below in detail:

Sådhanå (2020)45:209
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OT1

1. The sender Sen runs the algorithm ME:KGen to
generate secret key ðS1 ; F1 ; T1 Þ and public key
R ¼ S1  F1  T1 : Fnq ! Fm
q . It then sends R to Rec.
2. On receiving R from Sen, the receiver Rec runs the
ME:KGen algorithm to generate secret key ðS2 ; F2 ; T2 Þ
and public key P ¼ S2  F2  T2 : Fnq ! Fm
q . It then sets
Pr ¼ P and P1r ¼ R  Pr according to its choice
r 2 f0; 1g. In the following, Rec forwards fP0 g to Sen.
3. The sender Sen with input fx0 ; x1 g, on receiving fP0 g
from Rec, computes P1 ¼ R  P0 , fP0 ðx0 Þ; P1 ðx1 Þg and
sends fP0 ðx0 Þ; P1 ðx1 Þg to Rec.

209

4. On receiving fP0 ðx0 Þ; P1 ðx1 Þg from Sen, the receiver
Rec extracts xr by decrypting Pr ðxr Þ using the secret
key ðS2 ; F2 ; T2 Þ. Note that Pr ¼ P.

3.2 OT2
Similar to OT1, it involves two participants: sender Sen with
input x0 ; x1 2 Fm
q and receiver Rec with input r 2 f0; 1g. See
Fig 3 for a high-level overview of this protocol. Sender Sen
sends two public key maps P0 ; P1 to Rec after generating
them using ME:KGen. The receiver Rec generates secret key

Figure 2. Interaction between the parties in OT1.

Figure 3. Interaction between the parties in OT2.
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(S, F, T) and public key R ¼ S  F  T using the algorithm
ME:KGen and sends Pr þ R to Sen, who in turn sends
R0 ðx0 Þ and R1 ðx1 Þ to Rec, where R0 ¼ Pr þ R  P0 and
R1 ¼ Pr þ R  P1 . The receiver Rec then decrypts Rr ðxr Þ
using the secret key (S, F, T) to extract xr since Rr ¼ R. We
describe here the execution between Sen and Rec:
Protocol 2

OT2

1. The sender Sen generates two public key maps P0 ; P1
from Fnq to Fm
q by running the algorithm ME:KGen and
sends P0 ; P1 to Rec.
2. The receiver Rec, on receiving P0 ; P1 from Sen, runs the
algorithm ME:KGen to generate secret key (S, F, T) and
public key R ¼ S  F  T : Fnq ! Fm
q . It then computes
Pr þ R for its choice r 2 f0; 1g and sends Pr þ R to Sen.
3. On receiving Pr þ R from Rec, the sender Sen computes R0 ¼ Pr þ R  P0 and R1 ¼ Pr þ R  P1 . It then
determines R0 ðx0 Þ and R1 ðx1 Þ for its input fx0 ; x1 g and
sends R0 ðx0 Þ, R1 ðx1 Þ to Rec.
4. The receiver Rec, on receiving R0 ðx0 Þ, R1 ðx1 Þ from
Sen, decrypts Rr ðxr Þ using the secret key (S, F, T) to
extract xr . Note that Rr ¼ R.

depicted in Fig 4. The execution between the participants is
discussed here:
Protocol 3

OT3

1. The sender Sen generates secret key ðS1 ; F1 ; T1 Þ and
public key R ¼ S1  F1  T1 : Fnq ! Fm
q using the algorithm ME:KGen, and sends R to Rec.
2. The receiver Rec then generates secret key ðS2 ; F2 ; T2 Þ
and public key P ¼ S2  F2  T2 : Fnq ! Fm
q by running the
algorithm ME:KGen. It then sets Pr ¼ P and P1r ¼
R  Pr based on the input r 2 f0; 1g, and forwards fP0 g
to Sen.
3. The sender Sen computes P1 ¼ R  P0 and
fP0 ðx0 Þ; P1 ðx1 Þg with the help of its input with input
it
fx0 ; x1 g and the publickey fP
 0 g. In the following,
V

generates a proof IdP x0 ; x1 P0 ðx0 Þ ¼ w0 P1 ðx1 Þ ¼
w1 g and sends this proof along with fP0 ðx0 Þ; P1 ðx1 Þg to
Rec.
4. Thereceiver
the correctness
 Rec checks
 of the proof
V
IdP x0 ; x1 P0 ðx0 Þ ¼ w0 P1 ðx1 Þ ¼ w1 . If the proof is
not valid it outputs ? and aborts; otherwise, it decrypts
Pr ðxr Þ using the secret key ðS2 ; F2 ; T2 Þ and outputs xr .
Note that Pr ¼ P.

3.3 OT3
The protocol OT3 is an extension of OT1, where the
security is achieved against malicious sender instead of
semi-honest sender utilizing the 5-pass identiﬁcation protocol of [31]. A high-level overview of this protocol is

3.4 OT4
The protocol OT2 is extended to OT4 in order to gain
security in the presence of malicious sender utilizing the
5-pass identiﬁcation protocol of [31]. See Fig 5 for a high-

Figure 4. Interaction between the parties in OT3.
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Figure 5. Interaction between the parties in OT4.

level overview of OT4. We discuss here the execution
between the participants.
Protocol 4

OT4

1. The sender Sen sends two public key maps P0 ; P1 to
Rec after generating them using the algorithm
ME:KGen.
2. On receiving P0 ; P1 from Sen, the receiver Rec
generates secret key (S, F, T) and public key R ¼ S 
F  T : Fnq ! Fm
q by running the algorithm ME:KGen. It
then computes Pr þ R for its input r 2 f0; 1g and sends
Pr þ R to Sen.
3. The sender Sen then executes R0 ¼ Pr þ R  P0 and
R1 ¼ Pr þ R  P1 , and determines R0 ðx0 Þ and R1 ðx1 Þ
a proof
for its input
fx0 ; x1 g. It then generates


V
IdP x0 ; x1 R0 ðx0 Þ ¼ w0 R1 ðx1 Þ ¼ w1 and sends the
proof along with R0 ðx0 Þ, R1 ðx1 Þ to Rec.
4. Thereceiver
the correctness
 Rec checks
 of the proof
V
IdP x0 ; x1 R0 ðx0 Þ ¼ w0 R1 ðx1 Þ ¼ w1 . If the veriﬁcation fails, then Rec outputs ? and aborts; otherwise, it
decrypts Rr ðxr Þ using the secret key (S, F, T) and
outputs xr . Note that Rr ¼ R.

4. Security
Theorem 4.1 If the MQ assumption holds, then OT1
securely computes the functionality F OT1 : ðfx0 ; x1 g; rÞ !
ð?; xr Þ against semi-honest adversaries.
Proof Correctness: If r ¼ 0 then Pr ¼ P0 ¼ P. This
implies P1 ¼ R  P. Therefore, the decryption of Pr ðxr Þ,
i.e. P0 ðx0 Þ, i.e. Pðx0 Þ, using sk2 will produce x0 , i.e. xr . On
the other hand, if r ¼ 1 then Pr ¼ P1 ¼ P, which implies

P0 ¼ R  P. Thus the decryption of Pr ðxr Þ, i.e. P1 ðx1 Þ, i.e.
Pðx1 Þ, using sk2 will produce x1 , i.e. xr .
Security of OT1 is proved by considering two cases. In
the ﬁrst case the sender Sen is considered as corrupted,
while in the second case the receiver Rec is considered as
corrupted. In each of the cases, a simulator SIM, with
access to the corrupted party’s input and output, will be
constructed to simulate the OT1 protocol such that the
simulated view and the real world view are indistinguishable. Note that a participant’s view consists of input
messages of the participant, the outcome of the participant’s internal coin tosses and the messages received by the
participant during the protocol execution.
Case I (Sender Sen is corrupted): Let SIM have access
to the sender Sen’s input ðx0 ; x1 Þ and output ?. Then SIM
executes the following:
– runs the algorithm ME:KGen on input 1j to generate
public key P00
– uniformly chooses its random coins tð1Þ and outputs its
view as ðfx0 ; x1 g; tð1Þ ; P00 Þ.
The real view contains fx0 ; x1 g, random coins and P0 . Note
that the input fx0 ; x1 g is the same in both the views. Since the
outcome of internal random coins tð1Þ is uniformly random,
its distribution is the same as in a real execution. Moreover,
the distribution of fP00 g is indistinguishable from the distribution of fP0 g since the invertible afﬁne transformations (S,
T) and the associated central map (F) are randomly chosen at
the time of running the key generation algorithm ME:KGen.
Thus the simulated view ðfx0 ; x1 g; tð1Þ ; P00 Þ is indistinguishable from the view in a real execution.
Case II (Receiver Rec is corrupted): Assume that the
simulator SIM has access to the receiver Rec’s input r 2
f0; 1g and output xr . Then it performs the following steps:
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– runs the algorithm ME:KGen on input 1j to generate
public keys R0 , P0 and sets P0r ¼ P0 , P01r ¼ R0  P0r
– randomly selects x0 from Fnq and computes
P00 ðx00 Þ; P01 ðx01 Þ, where x0r ¼ xr and x01r ¼ x0
– uniformly chooses its random coins tð2Þ and outputs its
view as ðr; tð2Þ ; R0 ; P00 ðx00 Þ; P01 ðx01 ÞÞ.
The real view consists of r, the random coins and
R; P0 ðx0 Þ; P1 ðx1 Þ. In both the views, the input r is the same
and the distribution of random coins is also the same since
the outcome of internal random coins tð2Þ is uniformly
random. Note that the distribution of fR0 g is indistinguishable from the distribution of fRg since the invertible
linear transformations (S, T) and the associated central map
(F) are randomly selected during running the key generation algorithm ME:KGen. Furthermore, the distribution of
fP00 ðx00 Þ; P01 ðx01 Þg is indistinguishable from that of
fP0 ðx0 Þ; P1 ðx1 Þg under the hardness of MQ assumption.
Thus, the real view and the simulated view are indistinguishable.
h
Theorem 4.2 The OT2 securely computes the functionality F OT2 : ðfx0 ; x1 g; rÞ ! ð?; xr Þ against semi-honest
adversaries under the hardness of MQ assumption.
Proof Correctness: Let us consider r ¼ 0. Then Pr ¼ P0 ,
which implies R0 ¼ R and R1 ¼ P0 þ R  P1 . Hence, the
decryption of Rr ðxr Þ, i.e. R0 ðx0 Þ, i.e. Rðx0 Þ, using sk will
produce x0 , i.e. xr . On the other hand, if r ¼ 1 then
Pr ¼ P1 . This implies R0 ¼ P1 þ R  P0 and R1 ¼ R.
Therefore, the decryption of Rr ðxr Þ, i.e. R1 ðx1 Þ, i.e. Rðx1 Þ,
using sk will produce x1 , i.e. xr .
Similar to OT1, the security of OT2 can be proved by
considering the following cases.
Case I (Sender Sen is corrupted): Consider a simulator
SIM with access to the sender Sen’s input fx0 ; x1 g and
output ?. The simulator SIM proceeds as follows:
– generates a public key R0 by running the algorithm
ME:KGen on input 1j
– uniformly chooses its random coins tð1Þ and outputs its
view as ðfx0 ; x1 g; tð1Þ ; R0 Þ.
The real view consists of fx0 ; x1 g, random coins and R. The
input fx0 ; x1 g is the same in both the views. Moreover the
distribution of the random coins is the same as the outcome
of internal random coins tð1Þ , which is uniformly random.
Furthermore, the distribution of fR0 g is indistinguishable
from the distribution of fRg since the invertible linear
transformations (S, T) and the associated central map (F)
are randomly selected during running the key generation
algorithm ME:KGen. Therefore, the simulated view
ðfx0 ; x1 g; tð1Þ ; R0 Þ is indistinguishable from the real view.
Case II (Receiver Rec is corrupted): Let us assume that
the simulator SIM has access to the receiver Rec’s input
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r 2 f0; 1g and output xr . Then the simulator SIM does the
following:
– generates public keys R0 ; P00 ; P01 by running the algorithm
ME:KGen on input 1j and sets R0r ¼ R0 and
R01r ¼ P0r þ R0  P01r
– randomly selects x0 from Fnq and computes
R00 ðx00 Þ; R01 ðx01 Þ, where x0r ¼ xr and x01r ¼ x0
– uniformly chooses its random coins tð2Þ and outputs its
view as ðr; tð2Þ ; P00 ; P01 ; R00 ðx00 Þ; R01 ðx01 ÞÞ.
The real view contains r, the random coins and
P0 ; P1 ; R0 ðx0 Þ; R1 ðx1 Þ. In both the views, the input r is the
same and the distribution of random coins is also the same
since the outcome of internal random coins tð2Þ is uniformly
random. Moreover, the distribution of fP00 ; P01 g is indistinguishable from the distribution of fP0 ; P1 g since the
invertible afﬁne transformations and the associated central
map are randomly chosen at the time of running the key
generation algorithm ME:KGen. Note that the distribution
of fR00 ðx00 Þ; R01 ðx01 Þg is indistinguishable from that of
fR0 ðx0 Þ; R1 ðx1 Þg under the hardness of MQ assumption.
Hence the real view and the simulated view are indistinguishable.
h
Theorem 4.3 OT3 securely computes the functionality
F OT3 : ðfx0 ; x1 g; rÞ ! ð?; xr Þ against malicious sender
and semi-honest receiver under the hardness of MQ
assumption.
Proof Correctness: Same as the correctness of OT1.
Consider the following two cases to prove the security of
OT3.
Case I (Sender Sen is corrupted): Let the adversary A
corrupt Sen in the real world and there be an incorruptible
trusted third party (TTP) T in the ideal world apart from
Sen and Rec. In order to simulate Rec in the ideal world,
we design a simulator SIM that has oracle access to A and
interacts with A as follows:
1. On receiving R from A, the simulator SIM generates
public key P by running the algorithm ME:KGen, sets
Pr ¼ P, P1r ¼ R  Pr for its choice r 2 f0; 1g and
sends P0 to A.
2. Thesimulator
SIM, on receiving P0ðx0 Þ; P1 ðx1 Þ and

V

from
A,
IdP x0 ; x1 P0 ðx0 Þ ¼ w0 P1 ðx1 Þ ¼ w1
checks the correctness of the proof IdP. If the veriﬁcation does not succeed then SIM outputs ? and aborts;
otherwise, it runs the extractor algorithm to extract x0 ; x1
using a similar approach as given in Section 2.3.
3. The simulator SIM then behaves like an ideal world
Sen by sending x0 ; x1 to T, who in turn computes the
functionality ð?; xr Þ for the input r 2 f0; 1g of ideal
world Rec. Finally, SIM outputs whatever A outputs
and terminates.
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Table 1. Complexity of OT1.
Sender
Communication
Computation

Receiver

bit
2n þ nðn þ3nþ2Þ
2
nðn2 þ 3n þ 2Þ bit operations
2

nðn þ3nþ2Þ
2
2
2

bit
Oðnd log d þ d 3 þ n2 Þ bit operations

Table 2. Complexity of OT2.
Sender

Receiver

Communication

2n þ nðn2 þ 3n þ 2Þ bit

Computation

nðn þ 3n þ 2Þ bit operations
2

We ﬁrst show that the honest receiver Rec’s outputs in the
real execution are indistinguishable from its outputs the
ideal process. In the real execution, Rec outputs ? if veriﬁcation of the proof IdP fails; otherwise, it outputs xr .
Also in the ideal process, Rec outputs ? if the proof IdP is
not valid; otherwise, it outputs xr . Thus, the distribution of
the output of Rec is the same in the ideal process and in the
real execution.
The adversary A’s output contains its view and this
view contains input fx0 ; x1 g, the internal random coins
and a set of multivariate polynomials P0 . The ﬁrst two
parts are indistinguishable in the real execution and in
the ideal process. Moreover, the set of multivariate
polynomials P0 is indistinguishable in the two views
since the invertible afﬁne transformations (S,T) and the
associated central map are randomly selected during
running the key generation algorithm ME:KGen. Hence,
we may conclude that the real view and the simulated
view are indistinguishable.
Case II (Receiver Rec is corrupted): It is similar to Case
II of security proof of OT1.
h
Theorem 4.4 OT4 securely computes the functionality
F OT4 : ðfx0 ; x1 g; rÞ ! ð?; xr Þ against malicious sender
and semi-honest receiver under the hardness of the MQ
assumption.
Proof Correctness: Same as the correctness of OT2.
Similar to OT3, the security of OT4 can be proved by
considering the following cases.
Case I (Sender Sen is corrupted): Let us assume that the
adversary A corrupts Sen in the real world and T is an
incorruptible TTP in the ideal world apart from Sen and
Rec. Also, let the simulator SIM have the oracle access to
A. It then interacts with A to simulate Rec in the ideal
world as follows.
1. The simulator SIM, on receiving P0 ; P1 from A,
generates the algorithm ME:KGen to generate a public
key R, computes Pr þ R for its choice r 2 f0; 1g and
sends Pr þ R to A.

nðn þ3nþ2Þ
2
2
2

bit
Oðnd log d þ d 3 þ n2 Þ bit operations

R1 ðx1 Þ
and
2. On 
receiving
R ðx Þ,


V0 0
IdP x0 ; x1 R0 ðx0 Þ ¼ w0 R1 ðx1 Þ ¼ w1 from A, the
simulator SIM checks the validity of the proof IdP. If
the veriﬁcation fails then SIM outputs ? and aborts,
otherwise it runs the extractor algorithm to extract x0 ; x1
using a similar technique as given in Section 2.3.
3. In the following, the simulator SIM works as an ideal
world Sen by sending x0 ; x1 to T, who in turn executes
the functionality ð?; xr Þ for the input r 2 f0; 1g of ideal
world Rec. Finally, SIM outputs whatever A outputs
and terminates.
Note that in both the ideal process and real execution,
honest Rec outputs ? if the proof IdP is not valid and
outputs xr if the proof IdP is correctly generated. Hence,
Rec’s outputs are indistinguishable in the ideal process and
in the real execution.
On the other side, A’s output contains its view. This
view consists of input fx0 ; x1 g, the internal random coins
and a set of multivariate polynomials Pr þ R. The ﬁrst two
parts are indistinguishable in the two views. Since the
invertible afﬁne transformations (S,T) and the central map
(F) are randomly selected during running the key generation algorithm ME:KGen, the set of multivariate polynomials Pr þ R is indistinguishable in two views. Therefore,
we can say that the simulated view and the real view are
indistinguishable.
Case II (Receiver Rec is corrupted): It is similar to Case
II of security proof of OT2.
h

5. Efﬁciency
Communication complexity of our protocols is determined
by counting the number of publicly transmitted bits, while
the computation cost is evaluated by the MPKC encryptions
and decryptions. Note that in each of our OT protocols,
sender does two encryptions and receiver does one
decryption. Tables 1 and 2 show the complexity of our OT1
and OT2, respectively, where the underlying encryption
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scheme is considered as HFE [32] over binary ﬁeld F2 and
the degree of the HFE map over extension ﬁeld F2n is
considered as d.

6. Conclusion
In this work, we build two post-quantum OT protocols OT1
and OT2 depending on MPKC. Any MPKC-based
encryption scheme can be employed as building blocks of
our designs. Security of the proposed OT1 and OT2 is
achieved in the semi-honest environment using random
oracles. We then extended OT1 and OT2 to OT3 and OT4,
respectively, by employing a 5-pass identiﬁcation protocol
of [31] in order to achieve security against the malicious
sender. As far as we are aware of, our designs are the ﬁrst
MPKC-based OT protocols. Extending our OT protocols in
the fully malicious model is an interesting direction of
further research.

Appendix I. Security model
In order to design a cryptographic scheme, it is essential to
prove its security. Informally, security is an attack game
played between a challenger (simulator) and an attacker
(adversary). Any multi-party protocol should satisfy the
following basic security requirements:
Correctness: It ensures that an honest party receives the
correct output at the end of the protocol.
Privacy: It indicates that on completion of the protocol,
each party learns whatever is prescribed in the protocol,
not beyond that.
Fairness: It ensures that a dishonest party learns its output
only when the honest party learns its output.
Security model in semi-honest environment [35] A twoparty protocol (X) is nothing but random process executing
a function w ¼ ðw1 ; w2 Þ : ðv; fÞ ! ðw1 ðv; fÞ; w2 ðv; fÞÞ. We
say that the protocol X is secure in semi-honest environment if whatever can be evaluated by a party after
involving in the protocol, which can be obtained using its
input and output. In other words the parties follow the
protocol honestly, while the adversaries try to extract
additional information. It is formalized with the help of a
simulation paradigm. During an execution of X on the input
ðv; fÞ, the view of a party Pi is denoted by ViewX
i ðv; fÞ and
ðiÞ

ðiÞ

ðiÞ
deﬁned as ViewX
i ðv; fÞ ¼ ðn; r ; g1 ; :::; gt Þ, where n 2
fv; fg represents Pi ’s input, r ðiÞ denotes the outcome of Pi ’s
ðiÞ

internal coin tosses and gl ðl ¼ 1; 2; :::; tÞ stands for the lth message obtained by Pi during the computation of X.

Deﬁnition Appendix I..1 Security in semi-honest
Model:
Let the function w ¼ ðw1 ; w2 Þ : f0; 1g  f0; 1g !
f0; 1g  f0; 1g be deterministic. Then we say that the
protocol X computing w is secure in semi-honest environment if for PPT adversaries SIM1 (controlling P1 ) and
SIM2 (controlling P2 ),
c

fSIM1 ðv; w1 ðv; fÞÞgv;f2f0;1g ViewX
1 ðv; fÞv;f2f0;1g ;
c

fSIM2 ðf; w2 ðv; fÞÞgv;f2f0;1g ViewX
2 ðv; fÞv;f2f0;1g ;
where fSIM1 ðv; w1 ðv; fÞÞgv;f2f0;1g and fSIM2 ðf; w2
ðv; fÞÞgv;f2f0;1g , respectively, denote the simulated views
of P1 and P2 , which contain input of the corresponding
party, simulated random coins and simulated protocol
messages obtained by the corresponding party.
Security model in malicious environment [35]: In malicious model, adversaries can behave arbitrarily and can
deviate at will from the prescribed protocol. In this case,
security is formalized by an ideal process. An incorruptible
trusted third party (TTP) involves in the ideal process. TTP
gets the inputs from the participants, evaluates the functionality on those inputs and sends outputs back to them. We
say that a protocol achieves its security in malicious model if
a real world adversary can be simulated by an ideal world
adversary. We discuss here the security framework of a twoparty protocol in the presence of malicious adversary:
The real world: A protocol X is executed in the real
world, where an honest party follows the instructions of X,
while the adversary Ai (controlling Pi ) can behave arbitrarily. Let P1 , P2 have the private inputs v, f and Ai have
auxiliary input #. On completion of the protocol X, an
honest party outputs whatever is prescribed in X, a corrupted party outputs nothing and an adversary outputs the
available transcripts as its view. In the real world, we
denote the joint output as REALX;Ai ð#Þ ðv; fÞ.
The ideal process: Let the ideal process adversary SIMi
control Pi , where i ¼ 1; 2. This process includes an incorruptible TTP.
Input: Suppose P1 , P2 have inputs of v, f, respectively,
SIMi has access to Pi ’s input and auxiliary input #.
Sending inputs to TTP: An honest party always sends its
real input to TTP, while a corrupted party may send
arbitrary input or it can abort. Let TTP receive ðv; fÞ,
where v; f may not be equal to v; f respectively. TTP sends
? to both the parties provided one of v; f is ‘‘abort’’.
TTP answers the adversary: TTP computes the functionality w : ðv; fÞ ! ðw1 ðv; fÞ; w2 ðv; fÞÞ and sends wi ðv; fÞ to
SIMi , who in turn sends ‘‘abort’’ or ‘‘continue’’ to TTP.
TTP answers the honest party: If TTP receives ‘‘continue’’
from SIMi , then TTP sends wj ðv; fÞ to the honest party
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(Pt ; t 2 f1; 2g n fig). Otherwise, TTP sends ? to
Pt ; t 2 f1; 2g n fig.
Output: The honest party Pt ; t 2 f1; 2g n fig always outputs the value whatever it receives from TTP, while the
corrupted party Pi outputs nothing and the adversary
outputs its view. In the ideal process, we denote the joint
output as IDEALw;SIMi ð#Þ ðv; fÞ.
Deﬁnition Appendix I..2 Simulatability: Suppose X is a
two-party protocol and w is the associated functionality. Then
we say that X is secure in malicious environment if for any PPT
real world adversary Ai , there is a PPT ideal process adversary
SIMi , such that IDEALw;SIMi ðZÞ ðv; fÞ c REALX;Ai ð#Þ ðv; fÞ
for each i ¼ 1; 2.
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