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Abstract. Cyber security has to gain a high level of awareness in the Network and Computer pasture due to
the large spread of information transmission technology. A powerful False Data Injection (FDI) Intruder
monitors the network activities and injects the malicious data thereby causing failure in the power system. To
overcome this defense, the ‘‘Conviction based Intruder Defense Model’’ is proposed to identify and isolate it
from the network by providing secure transmission. This scheme operates in three phases. In the ﬁrst phase, the
data are analyzed with the library ﬁles to identify the conviction values. Based on the conviction values the
resulting factors are analyzed with different iterations and the suspicious drafts are identiﬁed and classiﬁed using
Fuzzy Intrusion Detection System (FIDS) divider. In the second phase, three algorithms are used to organize the
drafts categorized. In the third phase, abnormal nodes are isolated from the network. Experimental results show
higher accuracy and detection rates with low false positives.
Keywords. Network security; conviction; intrusion detection; cyber security; encryption; supervisory control
And Data Acquisition.

1. Introduction
Supervisory Control And Data Acquisition (SCADA) is
used to monitor the data remotely. Due to the unwrap
environment of the Network, intruders are easily exposed to
the transmission medium [1]. Intruders agitate communication channel with a huge strategy [2]. This paper concerns a kind of intrusion which occurs only on the power
grids of the SCADA network. Rigorous preventive measures are adopted in the network so that the user can be
prevented from being intruded. Accuracy and Detection
rates are highly minimized due to the false data values
injected by the intruders in the SCADA network. This
causes heavy damage to the production growth of the
organization. If the detection rate is lower, then there
occurs instability in the network. The intrusion Detection
system is highly receptive to false data injection attacks. In
the wireless network, collision and intricacy of false data
injection in power grids of the SCADA are gaining a high
level of interest in the network society [3].
Mostly preventive measures are done after an intrusion
takes place. In this paper, three techniques concentrate on
preventing user data from being intruded. The Intruder
eavesdrops to know all the secrets of the network and
thereby captures the hidden information at any time. FDI
attacks can occur in any part of the power generated values
*For correspondence

in the SCADA network. This is a great challenge in identifying and isolating the malicious nodes from the network.
To overcome such a problem, Conviction based Intruder
Defense Model is proposed to identify and isolate the
malicious nodes that occurred on the SCADA network. The
goal of this paper is to identify the FDI attacks from the
power generated values and to completely isolate it from
the network. The processes involved in the Conviction
based Intruder Defense Model are Preliminary Scheduling,
Miscellaneous Association, and Nasty drafts classiﬁcation
and isolation. Library ﬁles are maintained with the existing
details of the intruder that occurred on the SCADA network. Using Preliminary Scheduling, the data set is compared with the library ﬁles to identify conviction values and
based on the values events is scheduled. By Miscellaneous
Association, three algorithms are used for classifying the
scheduled drafts. Using Nasty drafts classiﬁcation and
isolation, the bad nodes are classiﬁed and removed from the
network. Through this scheme, the accuracy and detection
rate is highly increased with the decrease in the false-positive measures.
The following topics are presented in logical sections.
Section 2 relates the literature survey and section 3
describes the problem detection of the proposed work.
Section 4 explains the proposed Conviction based Intruder
Defense Model. Section 5 describes the Miscellaneous
Association and section 6 describes the Nasty drafts classiﬁcation and isolation. Section 7 explains the experimental
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results to evaluate the stability performance of the network
and ﬁnally in section 8 conclusions are provided.

2. Literature survey
The main intention of this paper is to detect and prevent the
attacks in the power grids of the SCADA network. To the
best of the knowledge there are no research works related to
the prevention of attacks in the power grids of the SCADA
network using the conviction based Intruder defense model
along with conviction based monitoring system. There are
some prior works available to prevent the attacks like
multipath routing, frame hiding scheme and frequency
hoping but they fail to identify suspicious route, paths, links
and also the behavior of the nodes to be forwarded. This
proposed work mainly concentrates in ﬁnding all the
attacks associated with the network activities.
Spuhler et al [4] implemented a method related to the
power attack of the SCADA network. Here the packet at the
physical layer is targeted during communication. The idea
of this method is to separate the power attack from the
synchronizer to detect the intruded packets.
Strasser et al [5] implemented a new detection method
that concentrates on packet detection in SCADA network.
This method analyzes the cause of each bit errors by
strengthening the received signal. The major limitation of
this method is it secures only if it has low false data. Since
our research work does not relay on the position of the
packets error it does not obtain these vulnerabilities.
Richs et al [6] developed a data link protocol detection
scheme to detect false data in the power values and to
ensure whether the communication channel is set busy or
idle. Our research work differs in the protocol layer ie;
physical layer rather than data link layer. Also only few bits
per packets are detected in this method.
Xuan et al [7] developed a ALRTT service to detect false
power values in the application layer of wireless sensor
networks. This method excludes routes and paths around
triggering nodes. If there is zero error, detection accuracy is
feasible per packet.
Zhan et al [8] introduced TARF scheme to secure the
multi-hop routing areas of the SCADA wireless network.
This method can detect the abnormal nodes in the routing
path, so that the packets are misdirected due to their low
trustworthiness.
Chen et al [9] implemented a TM protocol to avoid delay
and to detect false data caused by the intruders. In this
method QoS and social trust are combined to form a
complete trust metric.
Shiu et al [10] introduced a cluster based TM protocol
scheme to detect the false power values of the SCADA
network. Ahmed et al [11] proposed a noise ﬁngerprint
scheme to detect the deception attacks in the SCADA
network. Shoukry et al [12] implemented a scheme known
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as Multi-Model Luenberger, that separates all the sensor
attacks and the dynamics underlined from the controllers.
Hadziosmanovic et al [13] proposed a reliable intrusion
detection system that detects attacks based on the control
process. Machine Learning is used for the problems related to
intrusion. Junejo et al [14] estimated machine learning based
on their behavior for detecting the intruders. Ten different
types of 18 attacks are generated from the real database.
Nadar et al [15] proposed a fast-moving approach that
eliminates high sensor measurements in the network from
outliers.
In this paper, the Conviction based Intruder Defense
Model (IDM) is proposed to identify and isolate false data
injection (FDI) attacks in power grids on the SCADA
network. The intruder monitors the network activities
between source and destination and injects bad data into the
power grids thereby causing degradation on the SCADA
network. This scheme supports large area networks by
minimizing the intruder’s vulnerabilities.

3. Problem statement
Consider a VN number of network nodes in the SCADA
wireless network connected to communicate through the
channel. The intruder IL is present in the transmission
medium between source S and destination D by silently
noticing all the communication tricks. When the communication starts transmitting from the source S, Intruder IL
targets the network by injecting false data in the power
grids. In the SCADA wireless network power generated
values of any features can be remotely altered at any time.
The motto of this paper is to protect the false data injection
attacks from the intruders and thereby securely permitting
the data to the receiver.

3.1 Overview of conviction based intruder defense
model
The proposed Conviction based Intruder Defense Model
has been categorized into three phases; a) Preliminary
Scheduling, b) Miscellaneous Association and c) Nasty
Drafts classiﬁcation and Isolation. The Conviction based
Intruder Defense Model is summarized in ﬁgure 1.
• In the Preliminary Scheduling phase, conviction values
for all the nodes between S and D are analyzed with the
precedent reports of the library ﬁles. Using the
convicted values the suspicious nodes are scheduled.
• In the Miscellaneous Association phase, three algorithms such as Extended Detection Layer (EDL),
Transitional Detection Layer (TDL) and Base Detection Layer (BDL) are used to organize the malicious
nodes based on their assumptions.
• In the Nasty Drafts classiﬁcation and Isolation phase,
malicious data injected nodes are identiﬁed and
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Figure 1. Block diagram of the proposed architecture.

isolated from the SCADA network. The assumed
nodes are compared with the tracking measurements of
the neighboring nodes and conviction values based on
the false data estimation. A conviction value from one
node is associated with the neighboring nodes. If the
detection rate is low, malicious nodes are identiﬁed
and isolated.

3.2 Network source
A wireless network is composed of several consistent nodes
connected through a wireless communication medium. If
the nodes are within a speciﬁc area, transmission can be
easier with a single hop. If the communication range is
higher, then multihop is considered through the network. A
particular range of area is created in the SCADA network
for data transmission and reception.

3.3 Intruder source
Intruders present in the network nose round the transmission activities between the source and the destination.
Without any awareness, the data transmitted are assembled
to extract the susceptible information. A wireless network
is highly exposed to such intruders, due to the transmission
through a communication channel. Since the entire network
signals are broadcast in the air, it is much reachable for the
intruders to easily plug real data.

4. Preliminary scheduling
4.1 Booting process
The purpose of the booting process is to select the convicted values from the real data set r without intruder and
to capture the successful draft that lies between the
source S and the destination D. Conviction values are
calculated based on the parameters, accuracy Chs denoted as h factor, detection rate dmr denoted as sfactor and
false measure nhn denoted as p factor. Based on the three
decision factors s, h and p conviction values are obtained.
The library ﬁle is considered by achieving the information related to the decision factors. The library ﬁles PS;D
t
contain m possible captured past reports from the
SCADA network between S and D. The real data are
related to the resolution factors and successfully obtained
by taking in to account with the library ﬁles. The abovementioned factors such as h factor, s factor, and p factor
are compared with r in the library ﬁle. The nodes for the
entire factors are forwarded to the library ﬁle and can be
deﬁned by f1; 2; . . .. . .fK g. Up to fK nodes, h factor
denoted by Xy , s factor denoted by rx , and p factor
denoted by Wz are calculated. Based on the three factors,
the average of the h factor is calculated for one node, two
nodes up to fL nodes. The same process is calculated for s
factor and p factor. The above-calculated values are
determined as fðXy ; rx ; Wz Þi m 2 ½1; fL g where Xy ; rx ; Wz
represents for one node.
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4.2 Conviction analysis

4.3 Conviction based drafts scheduling

In this analysis Intruder IL silently captures the communication between S and D. The drafts of the entire nodes with
the intruder IL are captured between the source and destination. To proceed with the conviction analysis for r, total n
rows
are
taken
and
it
is
denoted
as
fðSi  nt Þi 2 ½1; n; t 2 ½1; rg, r represents row and n drafts
obtained. The n  r drafts stored in the library ﬁle PS;D
are
t
represented
as
PS;D
¼
fðh
;
h
;
.
.
..
.
.h
Þ
1
2
m
t
S1 ;
ðh1 ; h2 ; . . .. . .hm Þs2 ; . . .. . .ðh1 ; h2 ; . . .. . .hm Þsn g. The factors
Chs ; omr and nhn are measured and stored in the conviction
table Vðs;hÞ . The conviction table Vðs;hÞ with all the drafts is
Eq. (1):

In this process, after observing the convicted values of the
successful nodes and drafts of the malicious nodes, categorization is done using Conviction based drafts scheduling
technique. Each feature Vðs;hÞ is classiﬁed into four sectors
fX1 ; X2 ; X3 ; X4 g. As per the four sectors, X1 denotes no
intrusion, X2 denotes the lowest intrusion, X3 denotes
moderate intrusion, and X4 denotes high intrusion. If the h
factor and s factor are higher while comparing with its
conviction values and p factor is lesser than the conviction
value, it determines the ﬁrst sector X1 : X2 ; X3 ; X4 . Sector is
classiﬁed using FIDS divider. FIDS divider algorithm is
used in the network to detect the signal direction. This
algorithm uses ﬁve paths in which ﬁrst and fourth path are
altered and the remaining paths are stable. The altered paths
are sorted and updated for 100 iterations. The rules given
for this algorithm is illustrated below:

2

Vðs;hÞ

h11
6 h21
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6
¼ 6 ..
6 .
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hn1

h12
h22
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hn2
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. . . h1m
. . . h2m 7
.. 7
7
. 7
.. 7
..
. 5
.
. . . hnm

...
...
..
.
..
.
...

ð1Þ

U1 2 ðt  B1 ; p  D1 ; d ¼ L1 Þ
U2 2 ðt  B2 ; p  D2 ; d ¼ L2Þ :

where h11 the ﬁrst-row is value of the ﬁrst draft and hnm is
the nth row of the m draft. Vðs;hÞ Values in h factor Chs , s
factor omr , and p factor nhn are compared with its nodes.
The convicted values are loaded from the set convi during
the booting process and stored in SðtÞ. If the Chs and omr is
less than Xy and rx ; omr greater than rx , then both Chs and
omr are subtracted from Xy and rx ; hence denoted as S1 ðtÞ
and S2 ðpÞ. The s factor nhn is subtracted from rx and
denoted as S3 ðdÞ.
S1 ðtÞ; S2 ðpÞ, and S3 ðdÞ values for all the n  r drafts are
represented in the Eqn. (2)

Ui 2 ðt  Bi ; p  Di ; d ¼ Li Þ;
w ¼ a1 þ b1 p þ c1 d þ R1 þ a2 þ b2 p þ c2 d
þ R2 þ ai þ bi p þ c i d þ R i

From the divider algorithm t; pand d with Bi ; Di and Li are
considered as the matrix sets and the output is obtained by
the rules assigned. The training set ai ; bi ; ci and Ri is
allotted and the ﬁrst path is altered. The output O½1 is given
as;
O1 ¼ E½Bi ðtÞ
O1 ¼ E½Di ðpÞ
O1 ¼ E½Li ðtÞ;

SðtÞ ¼ ðXy  Chsðs;tÞ Þ; if ðChsðs;tÞ \Xy Þ
þ ðomrðs;tÞ  rx Þ; if ðomrðs;tÞ [ rx Þ

ð2Þ

hn
þ ðWz  nhn
ðs;tÞ Þ; if ðnðs;tÞ \Wz Þ

\2Xy=3 þ 2Xy=3  ðXy  Ch Þ
\Xy=3 þ ðXy  Chs Þ\Xy

The output of the second path O2 and the ﬁrst path output
O1 is multiplied and shown in eqn. (2)

ð3Þ

The following outline can be used for either of each
draft given below: (i) M½t if S1 ðtÞ less than 2Xy=3 and
greater than Xy=3 . (ii) N½t if S1 ðtÞ less than Xy and
greater than 2Xy=3 . (iii) O½t if S1 ðtÞ less than Xy . (iv)
M½p if S2 ðpÞ lies in between rx and 2rx=3 . (iv) N½p if
S2 ðpÞ greater than rx=3 and less than 2rx=3 . (v) O½p if
S2 ðpÞ less than rx=3 . (vi) M½d if S3 ðdÞ less than 2Wz=3 .
(vii) N½d if S3 ðdÞ lies between Wz and 2Wz=3 . (viii) O½d
if S3 ðdÞ less than Wz=3 .

ð6Þ

The output O3 of the third path is given below:
O3 ¼ L ¼

M½t þ N½t þ O½t ¼ S½t ¼ Xy=3  ðXy  Chs Þ
s

ð5Þ
i 2 1i

O2 ¼ E½Bi ðtÞ  E½Di ðtÞ

S2 ðpÞ and S3 ðdÞ are similarly done with s and p convicted
values as shown in Eqn. (3) below

ð4Þ

li
l1 þ l2

ð7Þ

The output of the fourth path O4 is determined as,
O5 ¼ Lai ¼ Lðhi Þ; i 2 1  i

ð8Þ

The total summation of all the signal direction is given in
the ﬁfth path as below;
O5 ¼

4
X

Lai þ Ri

ð9Þ

1

The FIDS divider algorithm contains a training set that
adjusts the entire altered parameters of the ﬁrst and fourth
path to produce matching training data.
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ML ½t [ 1 and less than HX4 . Both the extended and transitional drafts are organized and represented in the Algorithm 2.

In this part, the drafts obtained from the four sectors
fX1 ; X2 ; X3 ; X4 g are organized and detected. The drafts
obtained in the above paths are arranged in descending order
that indicates extended numbers are suspected to have an
intrusion. In the X1 sector there is a null intrusion, hence this
sector is dropped. In the X2 ; X3 ; X4 sectors, drafts are chosen
based on the events and it is stored in the function
HX2 ; HX3 ; HX4 accordingly. The three ﬁxed paths are joined
in a function Su  draft ¼ fHXi g; i 2 2; 3; 4; where fHXi g
denotes the suspicious drafts. Three algorithms are proposed
to organize the drafts that are merged repeatedly.

5.1 Extended detection layer (EDL)
EDL algorithm is used for storing the suspicious drafts
from the fourth sector function HX4 . The suspicious drafts
in the fourth path sector are set to the probability such that
PðX4 Þ = Wide. Extension suspicious drafts are stored in the
fourth sector HX4 that causes damage with a wide level of
intrusion. To overcome this damage EDL algorithm is used
as illustrated in Algorithm 1.

5.3 Base detection layer (BDL)
In the BDL algorithm, the entire drafts HX2 ; HX3 ; HX4 are
stored and arranged in a descending order based on their
events. The probability function of the second sector is
given as PðX2 Þ = stumpy. For intermediate sector, the
number of events in the HX2 is ML ½t [ m=2 . The second
sector drafts stored in HX2 is less than HX3 . The suspicious
drafts in BDL hold the ﬁxed paths such as HX2 ; HX3 ; HX4
are explained in Algorithm 3.

5.2 Transitional detection layer
In the TDL algorithm, drafts are stored from the third sector
functionHX3 . The probability function of the suspicious drafts
in the third sector is given as PðX3 Þ = average. The third
sector drafts stored in HX3 is greater than the ﬁrst events
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6. Nasty drafts classiﬁcation and isolation
In this section, malicious nodes and the successful normal nodes
are classiﬁed by the drafts stored in fHXi g. To obtain better
classiﬁcation, the measurements of the neighboring nodes and
the false data on the convicted values are compared.

6.1 Comparison with the neighboring nodes
In this section, fHXi g are compared with the neighboring
measurements since each node shares their information
with the nearby nodes. For any draft D1 that is obtained
between the source and the destination in fHXi g is given as
S; fK ; D; where D1 ¼ ðS; k1 ; k2 . . .. . .kK ; DÞ. The intermediate node is determined as k1 ; k2 . . .. . .kK . If the value in the
current node is greater than the threshold of the neighboring
node, the false data can be easily diagnosed. It is illustrated
in the eqn (10)

1; if ðH½k1 ; k2  [ sH½k11 k12 
k1;2 ¼
ð10Þ
0; if ððH½k1 ; k2   sH½k11 k12 
where, k1 ; k2 , k11 k12 determines the neighboring nodes. The
difference between the nodes S and kK is H½S; kK . The
difference of all the neighboring nodes is given as
fH½S; k1 ; ½S; k2 . . .. . .½S; kK1 ½kK ; D.
The threshold difference between the neighboring nodes
sH½k11 k12  is calculated for several iterations during data
transmission. If ðH½k1 ; k2  is greater than the threshold
value sH½k11 k12 then the false data is detected. These types
of nasty nodes are stored in a Mcode and the normal nodes
are stored in Pcode.
The fHXi g malicious nodes are also stored in the M
code. Some of the assumed intermediate nodes are stored in
L code. The assumed nodes from the M code are also stored
in L code. Now L code is assumed to be an intruder.
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For the better accurate estimation in the assumed nodes
are randomly collaborated otherwise, it is very difﬁcult. So
according to the stored behavior, the weights limit the false
data by sharing the conviction values with their neighbors.
The convicted values of the power generated values are
calculated since the nodes are selected randomly. The
malicious nodes are detected according to the assumed
nodes.

6.3 Intruder isolation
The detected malicious nodes are grouped in a bank B1 and
they are isolated from the network. After isolation, unique
data can be sent to the destination without any intrusion
detection system. Hence intrusion is detected and separated.
Table 1. Number of data sets.
Data set
D1
D2
D3
D4
D5
D6
D7
D8
D9
D10

number of values
5916
5217
6628
4752
7782
8752
9562
67872
8288
9756

6.2 Weights voting
In this section, false data injected in the power generated
values are classiﬁed based on the assumed nodes. The state
estimation for the weights of the conviction values is
denoted as ejK . The convicted values are updated based on
the minimum and maximum estimates.

minfk1 þ sH½k1 max g; ejK  a
Th ¼
ð11Þ
maxfk1  s½0;
ejK  a
During the estimation process, the low
k1 and kK means that k1 have low value
with the other intermediate nodes. The
calculated by the formula as given in eq.
ki
WK ¼ P P
i2X

ki

;

weights between
when comparing
weights WK are
(12)

i 2 1n

ð12Þ

Figure 2. Example of 6-Node conviction.
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Figure 3. (a) Accuracy. (b) Detection Rate. (c) F-Measure vs Number of nodes with Default Intrusion, Single Intrusion, and Null
Intrusion.

Number of nodes
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Node-3

Node-5

P
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30

40
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0.4
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7. Experimental results
A network of 140 nodes is taken for evaluating the network
performance. The data is taken from Gamesa DGR dataset
SCADA wind turbines for the unreﬁned measurements
which contains 30% attacked features. The performance

1.2
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60%IR

measures are established by the parameters; Detection Rate,
accuracy, f-measure, and precision. The rate of detecting
malicious nodes is experimentally simulated. F-Measure
indicates false positive values of misidentiﬁed nodes from
the malicious nodes.

7.1 Evaluation based on the number of nodes
In this evaluation step, the number of nodes fL is simulated
with the parameters F-Measure, Detection rate, and accuracy.
The data and values are shown in table 1. The network
Performance under 5 cases is observed. In the ﬁrst case,
no intruder is present and hence there occurs a variation due
to normal data loss. In the second case, a single intruder is
present, hence accuracy decreases for 17 nodes and
F-Measure increases due to a large number of nodes. If the
probability is high, more likely is the intrusion. Single
intrusion with 0.7p is explained in the third case. Default
intrusions with 0.7p and 0.9p are illustrated in the fourth
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Figure 5. (I) Accuracy. (II) Detection Rate. (III) F-Measure vs Number of nodes with the different number of intruder nodes.
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Figure 6. (a) Accuracy over 1-5 data sets. (b) Accuracy over 5–10 data sets. (c) Detection Rate over 1–5 data sets. (d) Detection Rate
over 5–10 data sets. (e) F-Measure over 1–5 data sets. (f) F-Measure over 5–10 data sets with three detection layer algorithms.

case. In the below ﬁgure 2, when node 3 is injected by the
false data the conviction values corresponding to the node
are very low compared with the other nodes.
Figure 3 shows performance measure of the parameters
accuracy, detection rate, and F-measure for different cases. If
probability (p) increases, accuracy decreases with the
increasing number of nodes. The distance for 140 nodes
between the source and the destination is high, so the accuracy
decreases and for multiple intrusions, accuracy is very low.
The probability of the intruder nodes are illustrated in table 2.

7.2 Evaluation based on intrusion
In this section F-Measure, rate of detection, accuracy and
detection rate are simulated. The performance is measured
under four cases: No Intrusion (NI), Intrusion with 3 nodes
(i = 3), 5 nodes (i = 5) and 9 nodes (i = 9). In the ﬁrst case
if no intruder is present there occurs zero loss. In i = 5 case,
two malicious nodes provide accuracy and detection
probability is below 0.63p and for four malicious nodes, its
probability is 0.5p. FDI intruders are more powerful than
any other intruders in the SCADA network.
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Figure 7. (i) Accuracy. (ii) Detection Rate. (iii) Precision. (iv) F-Measure over ten data sets.

In the third case, with i = 3, accuracy and detection rate
is low when comparing with i = 5 case. With i = 9 case,
accuracy and detection rate are highly decreased because
in this case, intrusion occurs continuously. The performance of the network is highly affected due to a large
number of malicious nodes.

7.3 Evaluation based on IDM
In this Intruder defense model, F-Measure, accuracy and
detection rate are used. BDL is more efﬁcient when compared with the other two algorithms. In the BDL algorithm,
ﬁve iterations are needed to obtain constant iteration, but
other algorithms need fourteen iterations to obtain a constant
detection rate. In the EDL technique, the detection rate
decreases with the increase in the F-Measure. The probability
of fm and dr for TDL technique lies between EDL and BDL.
From the experimental evaluation, it is concluded that the
BDL algorithm provides better performance.
The fm and dr for the BDL algorithm is simulated under
the different percentage of intrusion ratio in ﬁgure 4.
Detection rate changes with the intrusion ratio. Till fourth
iterations the detection rate is low and starts achieving
constant detection from the ﬁfth iteration as shown in ﬁgure 4. Similarly, F-Measure is comparatively very high up
to the fourth iteration and it starts decreasing from the ﬁfth
iteration. With the EDL algorithm just 6 iterations are more
than enough for sustaining constant detection rate and low
F-Measure. If the intrusion ratio increases then F-Measure
increases instantaneously as shown in ﬁgure 5.
Similarly, F-Measure is comparatively very high up to
the fourth iteration and it starts decreasing from the ﬁfth
iteration. With the EDL algorithm just 6 iterations are more
than enough for sustaining constant detection rate and low

F-Measure. If the intrusion ratio increases then F-Measure
increases instantaneously as shown in ﬁgure 6.

7.4 Evaluation based on BDL
In the BDL evaluation, the performance is tested based on
three observation classes (i) No Intrusion (NI), (ii) Intrusion
with protection (IWP), (iii) Intrusion with no protection
(IWNP) as shown in ﬁgure 7.
The accuracy and detection rate is high and F-Measure is
low for the No Intrusion case. (ii) In the IWP case, as the
malicious nodes increase with the decrease in the accuracy
and detection rate. In IWP, accuracy and detection rate is
higher than IWNP and lower than NI. Using the BDL
algorithm the performance of the network is improved by
isolating the intruders.
The main scheme of the intruders is that they affect the
growth of the corporate organization by injecting false data
in the power generated values of the network. Due to this
problem data transmitted through the network gets altered.
To improve the performance the intruder should be completely isolated. Hence the proposed technique is used for
isolating the users from intrusion and thereby successfully
transmitting the data.

8. Conclusion and future work
This paper deals with the problem of power system attacks
where false data is injected into the power grids of the
wireless network. FDI intruders are present in any part of
the network by silently monitoring the activities between
the sender and the receiver. These intruders are more
powerful and hard to detect which degrades the network
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performance. The proposed Conviction based Intruder
defense model helps in isolating the intruders. First, the
library ﬁles are analyzed for predicting the conviction
values and the suspicious drafts are scheduled. Three
algorithms are used to associate the drafts that isolate the
malicious nodes. The BDL algorithm provides better
accuracy even if a large number of intruders thereby
destructing the intrusion capabilities. From the experimental evaluation, BDL yields 0.99 detection rate and
0.012 lower false positivity. This proposed work helps in
improving network performance.
The future work challenges of the proposed work depend
fully on the training data so that training data should be
trained and this algorithm supports only for detecting false
data injection in power grids of the network. These drawbacks are discussed and overcome in the next work.

Nomenclature
S
D
Chs
dmr
nhn
PS;D
t
IL
Vðs;hÞ
fX1 ; X2 ; X3 ; X4 g
O1 ; O2 ; O3 ; O4 ; O5
k1 ; k2 . . .. . .kK
s
WK

source
destination
accuracy
detection rate
false measure
library ﬁles
intruder
conviction table
sectors
output path
intermediate node
threshold
weight
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