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Abstract. Planning for the deployment of air defence (AD) assets in areas of operation to achieve maximum
protection coverage against enemy air threats is an important problem in military science. A three-stage approach to
address the problem is proposed: a static methodology to deploy AD resources to maximize the coverage and
performance of radar systems under various terrain conditions is studied, followed by the second stage that
considers the dynamics of enemy air attacks and Electronic Warfare (EW) conflict that ensues between the attacker
and defender modeled using game theory. In the final stage the conflict scenarios modelled using game theory are
represented as AD wargames and experimented on a battlefield simulation test-bed called Air Warfare Simulation
System (AWSS) to assess the AD effectiveness in operations. The first stage uses a coverage-based optimization,
and the second stage is modelled using game theory. The strategies of the attacker (enemy aircraft) and defender
(sensors-radars grid and weapons-missiles grid) in the EW operations as Electronic Counter Measures and Electronic Counter-Counter Measures in a game-theoretic setting are illustrated using several scenarios.
Keywords. Air defence systems; optimal radar deployment; coverage analysis; air defence effectiveness;
game theory.

1. Introduction
Protecting a nation’s vital infrastructures, military installation
and vulnerable areas of national importance against enemy air
threats is an important role of the military air defence (AD)
[1–3]. AD planning involves identification and deployment of
AD assets such as surveillance and tracking radars, artillery
systems, surface to air missiles and long-range vectors, which
need to be optimally deployed to achieve maximum coverage of
protection against enemy air threats. The performances of
radars and weapon systems in operational scenarios critically
depend on the terrain, water bodies, man-made obstacles such
as buildings and vegetation in the Line of Sight (LoS) between
the sensors and the enemy aircraft, to achieve maximum coverage in a given area of operation. The deployment planning
strategy of radars and weapon systems (networked as an overlapping grid of sensors and weapons) while considering terrain
features to achieve an optimal coverage is thus a non-trivial
problem. Once these AD assets in the sensor grid and weapon
grid are optimally deployed in an area of operation, it is necessary to assess their effectiveness by considering the enemy air
operations and gain insights into the operations between the
attacker and defender. This effectiveness assessment needs a

*For correspondence

modelling approach that considers the dynamics of conflict that
ensues between the attacker (enemy aircraft) and defender
(sensors-radars grid and weapons-missiles grid) and the Electronic Warfare (EW) conflicts scenario (Electronic Counter
Measures—ECM, Electronic Counter-Counter Measures—
ECCM, EC…CM). The dynamics of conflict is modelled as a
repeated game in a game-theoretic setting and illustrated using
several scenarios. The conflict scenarios are then represented as
AD Wargames and experimented on battlefield simulation testbed called Air Warfare Simulation System (AWSS) to assess
the operational AD effectiveness. The stage-wise flow of the
research work is depicted in figure 1.
The paper is organized as follows. Optimal coverage
model for the deployment of AD resources and the experimental analysis are discussed in sections 2 and 3. Section 4 discusses the assessment of radar deployment in EW
scenarios using game theory and the results in section 5,
followed by conclusions drawn in section 6.

2. Optimal coverage model for the deployment
of AD resources
Optimal radar deployment is a complex problem. Several
researchers have studied the deployment problem for coverage optimization using linear programming and dynamic
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Figure 1. A three-stage model for optimal deployment and effectiveness evaluation of AD resources.

programming techniques [5–11]. Solutions that are based
on heuristic techniques that handle combinatorial explosion
by considering terrain features, and situations where choices are sequentially compounded, leading to large search
space of alternatives, have been proposed. In this paper, a
coverage model to evaluate optimal Radar Deployment
Positions (RDPs) in plains and various terrain conditions to
ensure maximum coverage in a given operational area is
proposed.

2.1 Measurements of radar position
The radar deployment model adopts the coverage range
obtained by the intersection of detection ranges of the
individual radar, whose detection probability is based on its
position and angle between the reference direction and the
LoS. Figure 2 shows the measurements of radar k positioned in a terrain with orientation h and elevation angle e.
Radars used for altitude search use a narrow beam, which is
scanned in elevation to detect the targets.

size. Given a deployment region R and n radars to be
deployed, the radars are positioned with an objective to
maximize the coverage for the given region. An initial set
of radars is placed at a certain location in the grid as shown
in figure 3. The nearest distance from radar location is d1
and the farthest distance is d2 .
To compute an optimal location for the next radar with
respect to the one that is already placed, we compute the
distance of all the cells from the radar location. The one
with minimum distance dt (a predetermined threshold
value) is selected as an optimal location (figure 4). The
pseudo-code for optimal location computation is given in
Appendix A.

2.3 Radar deployment optimization considering
terrain features and obstacles

To effectively deploy the radars in a given area of operation, the area is discretized into a number of cells of equal

Radar deployment in practice considers features of the
terrain, vegetation, soil, approach to deployment and
available plain areas, and man-made obstacles such as
buildings in the LoS between the radar and enemy aircraft
at various possible flying heights. With these considerations, the area of operation is divided into c cells, where for
each cell that has an obstacle(s), the credence value at the
corresponding coordinates in the cell is updated. This

Figure 2. Measurements of RDP.

Figure 3. Radar detection probability over cells.

2.2 Radar deployment optimization in plains
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Figure 4. Estimation of an optimal location for positioning the
radars.
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Figure 5. Optimal RDP considering terrain features and
obstacles.

Table 1. Notations
n; f
C1 ,C2
ci;j
Os
di;j
vi;j
x0 ; y0
xi ; yj
w
rr
ds
lt
h
q

0
¼1
di;j

Positive constants
Positive constants, chosen s.t.C1  C2 d2 ¼ 0,
where d2 is the distance to the farthest active
cell from the radar deployment point (RDP)
Credence (priority) value of the blocked cell
Obstacle size
Distance between the blocked cell and the RDP
Value of the vector at cell ði; jÞ
Current coordinates of the RDP
Coordinates of the blocked cell
Direction from the blocked cell to the RDP
Radar range
Distance between the blocked cell and radar
Optimal location
Current orientation
Angular resolution

creates a vector w from the blocked cell (see table 1 for
notations) to the radar deployment point (RDP), with value
v, given by


yj  y0
w ¼ tan1
ð1Þ
xi  x0
vi;j ¼

ðci;j Þ2 ðC1



2
C2 di;j
Þ

ð2Þ

Further, the angle between the vector of the blocked cell
and RDP, /i;j , is given in Eq. (3) and size of the obstacle,
Ooþs , is given in Eq. (4) (figure 5):
!
O
oþs
/i;j ¼ sin1
ð3Þ
di;j
Ooþs ¼ rr þ ds

ð4Þ

The obstacle density dk at the Blocked cell kis calculated
using Eq. (5):
0
dk ¼ ðmaxðvi;j ÞÞdi;j

where

8 i; j 2 k

ð5Þ

if k 2 ½Ci;j  /i;j ; Ci;j þ /i;j 
0
di;j
¼0

Otherwise

To determine cells that are not blocked by any obstacles
and can be considered as an RDP, the conditional equations
(6) and (7) are used. Location to the right of an obstacle
cannot be chosen for deployment if
dr2 \rr

ð6Þ

Location to the left of an obstacle cannot be chosen for
deployment if
dl2 \rr

ð7Þ

By checking these two equations, we get two obstructing
angles xl and xr , which define the position of each radar
with respect to the obstacles (figure 5). The distance
between the current position and the cell covered by an
obstacle is computed using Eq. (8) (algorithm and pseudocode for calculating the obstructing angles are discussed
in Appendix B):
xb ¼ h þ p

ð8Þ

Further, to check whether the cells that are already under
the radar coverage are blocked (1) or free (0), two thresholds values: slow and shigh are used, which are defined as
follows:
dkb ¼ 1
dkb ¼ 0
b
dkb ¼ dk1

if dkb [ shigh
if dkb \slow
otherwise

ð9Þ

Free cells are those with dk0 below a predetermined
threshold value s. If more than cmax consecutive cells fall
below the given threshold value, then the number of cells
c
free from obstacle coverage, given by \ max
q , can be chosen
for radar positioning.
To choose an optimal location for deployment all
obstacle-free locations must be determined. The location
chosen is given by
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cmax 
\ kl  kr \cmax
q
cn ¼

kl  kr
2

ð10Þ

4. Effectiveness of optimal deployment in EW
scenarios using game theory

ð11Þ

Given that the AD assets are optimally deployed (Stage-1),
it is necessary to assess their operational effectiveness
(Stage-2) by considering the enemy air threats and EW
conflicts—ECM, ECCM, EC…CM. The dynamics of conflict is modelled as a repeated game in a game-theoretic
framework. The essence of game theory is the strategic
behaviour of the decision maker in a situation of conflict.
Each player is regarded as having modes of behaviour from
which he can choose the optimum. The individual’s behaviour is seen to directly influence the behaviour of all
others. Thus, each player finds himself in a strategic
interdependence on each other. Accordingly, the use of
game theory suggested in this paper for ECCM analysis and
design also accommodates the degrees of cooperation as
well as confrontation.

For the chosen cell kt at iteration i–1, deployment at
iteration i is computed according to Eqs. (12) and (13):
cr ¼ kr þ

cmax
2

cl ¼ kl þ

towards the right side of kt

ð12Þ

towards the left side of kt

ð13Þ

cmax
2

If cell kt itself is the chosen optimal cell, ðct Þ at iteration
i, then it is given by
ct ¼ kt

if

kt 2 ½cr þ cl 

ð14Þ

Then the total number of iterations required for computing an optimal location is given by the function


hiþ1
YðcÞ ¼ Xi  Dðc; ki Þ þ Xiþ1  D c;
þ . . . þ Xiþc
a
 Dðc; kiþc Þ
ð15Þ

3. Deployment of radars in operational scenarios
Considering the emerging threat scenarios combined with
budget constraints for the number of radar systems, it is
imperative to deploy the radar systems to maximize the
security coverage. We consider the radars of three different
ranges, whose instrumented range values are shown in
table 2. The available radar resources are deployed in
multi-layered fashion in order to ensure maximum protection from enemy air threats by providing early warnings
and improved response time.
Radar coverage estimation uses Digital Terrain Elevation
Data (DTED) of the AWSS. To illustrate, location coordinates 20 100 27.000 N and 79 270 35.600 ’ E are chosen,
where the radar with range 50 km is positioned at a height
of 40 m above the ground level. The coverage of radar for
targets at heights 0, 5, 40 and 500 m above ground level and
above sea level is shown in figures 6 and 7, respectively.
To exemplify this, an operational area of 5,65,302 km2
is considered for the deployment of six homogeneous
radars (either long-range or medium-range or short-range
radars) in scenario 1 and deployment of six heterogeneous
radars (mix of one long-range, two medium-range and
three short-range radars) in scenario 2 in the given operational area.
The RDP (latitude and longitude) coordinates, computed
using the optimal coverage model, are summarized in
tables 3, 4, 5 and 6 and depicted in figures 8 and 9,
respectively.

4.1 A game model for ECM and ECCM
interactions of conflict
The players in EW conflicts are the enemy air threats
carrying jammers (offensive, attackers) (ECM) and the
radar controllers (defensive) (ECCM), who use different
strategies (moves/actions) to nullify the opponents’
objectives. Payoffs are modelled as the effectiveness of
the ECM and ECCM strategies that the players adopt in
reaction to the actions of their opponent. The goal of the
sensor–weapon system is to determine if on-board jammers on enemy aircraft are present, characterize the
jamming, understand the threat level and attempt to adequately mitigate the jamming attack, while the jammers’
goal is to determine the state of network and degrade the
services provided by radar and avoid detection. The
interactions of conflict between the attacker and the
defender are modelled as a finitely repeated game. In this
game, the same one-shot stage game is played repeatedly
over a number of discrete time periods. Each time period
is indexed by 0\t  T where T is the total number of
periods. A player’s final payoff is the sum of their payoffs
from each round. The repeated game allows the study of
the interaction between immediate gains and long-term
incentives [12–20].
The area of operation is divided into c cells, called target
units. Based on the deployment of AD assets (in the

Table 2. Radar types and their coverage ranges.
Radar type
Long range
Medium range
Short range

Detection range (km)
280
150
50
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Figure 6. Radar coverage at 0, 5, 40 and 500 m height above
ground level.
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Sensors–Weapons grid) obtained from Stage-1, a given
target unit can be (i) undefended (leading to gaps in coverage), (ii) covered by one radar or (iii) covered by n radars,
n = {1,…,N} (for computation purposes, we assume that the
maximum coverage provided to each target cell is n  2c).
Thus, survivability of the target site is determined by the
effectiveness of 0, 1 or 2 units of defence. Similarly, the
number of maximum attempts made by the jammer to
degrade the radar functionality protecting a target cell is
given by at  2c. A strategy for the attacker is the choice of
a number y where 0  y  a=2c, representing the target cells
subjected to attack by two attempts. When the target cells
are subjected to single attempt of attack, then it is given by

at  2y. Similarly, a strategy for the defender is a number
c
x where 0  x  n=2c, representing the target cells subjected
to defence by two radars of type m and n=c  2x is the target
cells subjected to defence by one radar of type m. A possible payoff to the attacker is the expected number of target
cells on which at least one attempt was made. For each
target cell, the anticipation of its being attacked will depend
upon whether it has been previously attacked once or twice
and whether the target cell is left undefended, protected by
one type of radar or covered by two radars of type m.
Payoffs for each target cell are summarized in table 7. The
payoff associated with c target cells is given by

Figure 7. Radar coverage at 0, 5, 40 and 500 m height above sea
level.

Table 3. Coverage calculation for homogeneous radars (on plains).
Position of the radars (RDP) (latitude, longitude)

Coverage

Long range
(14.01, 76.17)
(14.01, 78.83)
(16.72, 78.57)
(17.12, 75.23)
(19.77, 78.70)
(20.02, 74.57)
92.83%

Medium range
(14.29, 76.10)
(16.87, 75.35)
(18.42, 75.22)
(18.77, 78.12)
(16.97, 78.62)
(15.56, 79.22)
65.38%

Short range
(13.67, 75.68)
(15.35, 75.22)
(17.12, 74.56)
(13.63, 77.57)
(14.16, 79.24)
(14.16, 79.24)
37.43%

Table 4. Coverage calculation for homogeneous radars (with terrain/obstacles).
Position of the radars (latitude, longitude)

Coverage

Long range
(15.29, 76.48)
(15.12, 77.93)
(17.25, 75.36)
(16.85, 78.28)
(19.87, 74.75)
(20.01, 78.50)
89.75%

Medium range
(15.12, 76.65)
(15.14, 78.16)
(16.47, 75.75)
(16.78, 78.67)
(18.86, 75.28)
(18.86, 78.60)
61.87%

Short range
(13.97, 76.51)
(14.05, 77.68)
(14.12, 78.54)
(15.48, 78.18)
(15.26, 75.15)
(17.10, 74.65)
32.20%
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3 at
ð2c  nÞ
10 c
t
a
¼ ðc  nÞ
c

Table 5. Coverage calculation for heterogeneous radars (on
plains).
Position of the Radars
(latitude, longitude)

Long range

Medium
range

Short range

(15.09, 75.98)(15.31, 78.70)(18.73, 78.48)
(17.16, 78.42)(16.53, 75.08)
(18.08, 74.79)
54.23%

Coverage

v¼

Position of the radars
(latitude, longitude)

Coverage

Long range

Medium
range

if

n=  4=
c
7

ð17Þ

1
1
12
 ¼1
2
2
4

ð18Þ

The probability that a given target cell has no more than
1 units of defence is Yð1Þ; it follows that the attackers’ a
priori expectation of destroying any critical target cell is

Short range

(15.09, 75.98)(16.19, 77.62)(18.24, 77.84)
(14.24, 77.84)(18.08, 74.79)
(16.53, 75.08)
51.11%

n= [ 4=
c
7

An optimal strategy may require maximum defence of some
critical target cells and no defence for others. Thus, the probability that the critical target is destroyed depends upon the
maximum number of successful attacks attempts, given by
1

Table 6. Coverage calculation for heterogeneous radars (with
terrain/obstacles).

if

U¼

Z2

ð1 

12
Þ oYð1Þ
4

ð19Þ

0

For the target cell provided with double defence, the
attackers’ expectation for their double attempts will be
2cyE. Similarly, the attackers’ expectation for single
attempt on the target cell is given by
ðat  2cyÞ

Z1

ð1  1Þ oYð1Þ

ð20Þ

0

Figure 8. Deployment of long-range homogeneous radars on
plains—coverage of 92.83%.

where the limit extends to 1, since no payoff is expected for
target cells defended by more than one AD asset. Therefore, the
total payoff to the attacker corresponding to each y and Y will be
Z2
12
Eðy; YÞ ¼ 2cy ð1  Þ oYð1Þ þ ðat
4
0

 2cyÞ

Z1

ð1  1Þ oYð1Þ

ð21Þ

0

There exist optimal strategies for the players, which will
depend on the average attack attempts per target cell and
average defence attempts per target cell. The solutions are
given by

Z2 
Z1
12
t1 ¼
1
oYð1Þ  2 ð1  1Þ oYð1Þ
4
0
0
ð22Þ
Z2
t2 ¼ ð1Þ oYð1Þ 8 Yð1Þ in ½0; 2
Figure 9. Deployment of long-range homogeneous radars considering terrain features—coverage of 89.75%.

Eðx; yÞ ¼



7
5
at n
n  c y  cxy þ at x þ at 
4
2
c

The value of the game is given by

ð16Þ

0

4.2 Dynamic model for EW conflicts
Let us assume the jammer chooses a strategy y from the
interval 0  y  1. Then the mixed strategy for the jammer

Sådhanå (2020)45:60
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Table 7. Payoff matrix for coverage and attacks on a target cell.
No. of attack attempts on the cell

No. of coverage provided to the cell

Probability

0



1



1

2



2
2
2

0
1
2

y 1  nc þ x
y nc þ 2x
xy

1
1

and radar can be represented by a cumulative probability
distribution function XðxÞ and YðyÞ. The expected payoff is
given by
EðX; YÞ ¼

Z1 Z1
Mðx; yÞ oXðxÞoYðyÞ
0

ð23Þ

0

To each distribution function XðxÞ corresponds a vector
of points r ¼ ðr1 ; r2 ; . . .; rI Þ in set R where
ri ¼

Z1

ri ðxÞoXðxÞ;

i ¼ 1; 2; . . .; I

ð24Þ

t

a
c

 2y

1  nc þ x

at
c

 2y

n
c

t

a
c

 2x

 2y x

Expected payoff


t

a
c

 2y

1  nc þ x

0
0
y 1  nc þ x
 2x
0

3
n
4y c

N
Sn be the possible strategy set for N
game. Let S :¼ Xn¼1
attack weapons, where Sn :¼ fNg [ ½0; 1. At each time
instant t, the weapons choose strategy, wherein if the game
is not dissolved, they receive a coordination value cv , with
the associated probability distribution function fc . The
utility is based upon a co-weapon’s share of the joint
operation with the probability P, which is given by the
induced transition p.d.f. f ðP0 jPÞ.
Let uðat ; PÞ :¼ u1 ðat ; . . .; at ; PÞ be the utility function
occurring recursively, which is given as
Z
vat ðPÞ ¼ uðat ðPÞ; PÞ þ d vat ðP0 Þf ðP0 jPÞoP0 ð28Þ

0

Each distribution function YðyÞ corresponds to a vector
of points s ¼ ðs1 ; s2 ; . . .; sJ Þ in set S where
sj ¼

Z1

sj ðxÞoGðyÞ;

j ¼ 1; 2; . . .; J

ð25Þ

0

We shall refer to the vectors ri and sj as the frequency of
jamming and anti-jamming, respectively, which take place
continuously for I and J time instants. The mixed strategy
payoff in terms of these vector points is given by
Uðr; sÞ ¼

g
h X
X

vi;j ri sj

ð26Þ

i¼1 j¼1

In the first move, weapons receive a payoff uðat ðPÞ; PÞ
obtained by choosing at ðPÞ at P and the expected payoff
received by continuing the game is given by
Z
d vat ðP0 Þf ðP0 jPÞoP0
ð29Þ
Now suppose the value of the target cell is pðsÞ ¼
at  bt s (where at and bt are positive constants) with s ¼
PN
k¼1 xk (xk is the output of each weapon). Assume that the
operation share of weapon at position ðn  3Þ perceived by
weapon at position ðn  2Þ is given by
M ¼ mn2
n3 xk ;

ð31Þ

ð27Þ

4.3 Modelling the dynamics of a coordinated
attack

where mn2
n3 is operational cost. We further assume that the
perceived operation function by weapon at position ðn  2Þ
of all other weapons at time t must be consistent with that
perceived at time t - 1. This is given by
0
1
X
bt
p
p
xn3 þ @
xi A
2b
þ
mn2
t
n3
i6¼ðn2Þ;ðn3Þ


bt
¼ xn2 ðt  1Þ  xn2
þ xn3 ðt  1Þ
n2
2bt þ
0
1 mn3
X
bt
þ@
xi ðt  1ÞA
ð32Þ
2b
þ
mn2
t
n3
i6¼ðn2Þ;ðn3Þ

The dynamic analysis of the coordinated attack is formulated such that each attack is assumed to be unaware of the
effort level e 2 ½0; 1, of the co-attacks at the start of the

This equation implies that the operational share of the
weapon at position ðn  3Þ perceived by weapon at position
ðn  2Þ remains constant over time. Let

Here, vi;j refers to the sub-optimal payoff obtained during
each time instant of jamming and anti-jamming, whereas,
the optimal strategies of the two players are given by r  and
s , s.t.
max Uðr  ; sÞ ¼ max Uðr; s Þ ¼ v
s2S

r2R

where v is the value of the game.
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p

2bt þ mp1
2bt þ mpn1 2bt þ mnþ1
; . . .;
;
;
bt
bt
bt
ð33Þ

2bt þ mpN
. . .;
þ11
bt

A ¼ diag

Equation (33) implies that the operational share of the
weapons at all positions remains constant over time and it is
rewritten as
Ap xp ¼ Ap xp ðt  1Þ þ ½xp ðt  1Þ  xp I;

Eðx; y; zÞ ¼
8
yð1  xÞð1  zÞ þ z þ xð1  zÞ;
>
>
>
>
>
yð1  xÞð1  zÞ þ x  zð1  xÞ;
>
>
>
< x þ y  xy  zð1  xÞð1  yÞ;
>
yð1  xÞ2 ;
>
>
>
>
> x  x2 ;
>
>
:
x;

for z  x  y
for x\z\y
for x  y\z
for x ¼ z\y
for x ¼ y ¼ z
for x\y ¼ z

ð34Þ

ð39Þ

To obtain an optimal payoff, each weapon should maximize its operation share, given by

The payoff is yð1  xÞ2 if the attacker tries to jam R1 radar,
and x2 þ yð1  xÞ2 is the payoff for the case where neither of
the radars is jammed. Similarly the payoff is x when R2 radar
is jammed and the attacker approaches R1 radar, and for the
case where both are jammed the payoff is x  x2 .
Consider the case when the radar R1 is jammed at time a
with probability 1 and radar R2 at time y with probability
½13 ; 1 according to the p.d.f. XðyÞ, and the jammer jams at z
(wherein z  a). Then the expected payoff is

xn2 ½at  bt ðxn2 þ I T xp Þ ¼ xn2 fat  bt ½xn2 þ sn2 ðt
 1Þ þ ½xn2 ðt  1Þ
 xn2 ap g
ð35Þ
The optimal solution is given by
at  bt ½xn2 ðtÞ þ sn2 ðt  1Þ þ sn2 ðtÞap   xn2 ðtÞbt ð1
 ap Þ

vðzÞ ¼ ð1  aÞ þ a

ð36Þ

fy  zð1  yÞgXðyÞoy þ ð1  aÞ

1=3

Z1

4.4 Modelling the detection of threats by multiple
radars (overlapping coverage)
Suppose that an attacker attacks at time z and that the radar
is active at time y, where 0  z  1, 0  y  1; then the
payoff to the jammer is given by
8
R1
Ry
>
>
> ð1  yÞ zoXðzÞ  y2  y zoXðzÞ if y [ a
<
a
y
EðX; yÞ ¼
1
R
>
>
>
if y  a
: y2  y zoXðzÞ

Zz

z

¼

fð1  zÞy  zgXðyÞoy
pﬃﬃﬃ
5  2 ¼ v
ð40Þ

along with the strategies as follows:
i. When the jammer jams R1 radar at time z and R1 is not
active until time a, then the jammer jams at z according
to the distribution function gðzÞ given as

2

Z1

ð37Þ
Let us assume that the jammer uses a mixed strategy X
and the radar uses a pure strategy y over the interval ða; 1Þ;
then the jammer’s expectation is
Eðz; yÞ ¼

z þ yz  y; for z  x  y
z2 þ z  1; for x\z\y

ð38Þ

Differentiating Eq. (38) w.r.t. y for a  y  1 yields a ¼
1= with probability function oXðzÞ ¼ 1= z3 . Let Eðx; y; zÞ
3
4
be the utility function when the target cell is covered by
radars of two different ranges, where radar with range R1 is
active till time x and radar with range R2 is active at time y,
0  x  y  1, as shown in figure 10.
The attacker jams at time z, 0  z  1. Then the payoff is
given as

gðzÞoz þ a ¼ 1

ð41Þ

a

ii. If R1 radar is active until time x and the jammer does not
jam until time x, then it jams at z according to g1 ðz; xÞ,
where

x  bðxÞ  1;
Zx
a

gðzÞoz þ

8 x in ½a,a1 
Z1

bðxÞ

g1 ðz; xÞoz ¼ 1;

8 x in ½a; a1 

ð42Þ

Sådhanå (2020)45:60

Page 9 of 15

v2 ðx; xÞ
Zx
¼ fð1  zÞð1  xÞx þ ð1  zÞx  zggðzÞoz þ xbðxÞ

This signifies that the jammer jams at z, according to the
g ðz;xÞ
, under the condition that R1
probability function R1 x
f1

a

gðzÞozg

radar is active until time x without any service interruption.
iii. If R1 radar is jammed before time x, then the jammer
jams at z according to the probability function
g1 ðz; aÞ.
iv. If R1 radar is active until x in ½a1 ; a2  and jammer
jams after time x with probability pðxÞ at z according
to g2 ðz; xÞ 8 x in ½a1 ; a2 , according to case (ii), we
have
v2 ðx; yÞ
Zx
¼ fyð1  xÞð1  zÞ þ ð1  zÞx  zggðzÞoz

fxð1  xÞ  ð1  xÞ2 z þ xgg2 ðz; xÞoz

y

ð45Þ
If the jammer applies the strategy defined by gðzÞ,
g2 ðz; xÞ and bðxÞ then v2 ðx; yÞ ¼ v 8 x in ½a1 ; a2 ,
8 y in ½cðxÞ; 1 and v2 ðx; xÞ ¼ v 8 x in ½a1 ; a2  where
gðzÞoz ¼

pﬃﬃﬃ
1  ð 5  1Þfð4  x2 Þðc2 ðxÞ  4xcðxÞ þ x2 g
;
f4xbðxÞ þ 4ð2  xÞb2 ðxÞg

a1  x  a 2
fyð1  xÞð1  zÞ  zð1  xÞ þ xgg1 ðz; xÞoz

Z1

fzð1  xÞð1  yÞ þ yð1  xÞ þ xgg1 ðz; xÞoz

y

ð43Þ
If the jammer applies strategies defined by gðzÞ and
g1 ðz; xÞ, then v2 ðx; yÞ ¼ v; we have
Zx

þ

Z1

a

Zy
bðxÞ

þ

a

Zx

a

þ

60

gðzÞoz ¼

pﬃﬃﬃ
1  ð 5  1Þf1  b2 ðxÞg
;
f4xbðxÞ þ 4ð2  xÞb2 ðxÞg

a  x  a1

a

g1 ðz; xÞ ¼ k1 ðxÞz3 ; a  x  a1 ; bðxÞ  z  1
pﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃ
ð 5  1ÞbðxÞ
a  x  a1
k1 ðxÞ ¼
f2x þ 2ð2  xÞbðxÞg
ð44Þ
Rx
and we get a1 ¼ 0:7385 through a YðzÞoz and k1 ðxÞ. For
the case of x in ½ a1 ; a2 we have

ð46Þ
g2 ðz; xÞ ¼ k2 ðxÞz3 ; a1  x  a2 ; cðxÞ  y  1
pﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃ
cðxÞð 5  1Þ
a1  x  a 2
k2 ðxÞ ¼
2fð4  xÞcðxÞ  xg
pﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃ
fcðxÞ  xgð 5  1Þ
a1  x  a 2
bðxÞ ¼ 2
x fð4  xÞcðxÞ  xg

ð47Þ

On solving these equations, we obtain the value of a2 as
0.876.
For the case of x in ½a2 ; 1, we get
v2 ðx; xÞ ¼

Zx
a

fxð1  zÞð1  xÞ þ ð1  zÞx  zggðzÞoz
8
<

þx 1
:

Zx
gðzÞoz
a

9
=
;
ð48Þ

If the jammer applies the strategy defined by gðzÞ on
½a2 ; 1, the value of a is given by
a¼1

Z1

gðzÞoz ¼ 0:084

ð49Þ

a

The optimal strategy for the jammer is described by the
density function
8
if 0  z  a1
<0
f ðzÞ ¼ l1 z3 if a1  z  a2
ð50Þ
: 3
l2 z
if a2  z  1
where l1 and l2 are the constants defined as
Figure 10. Overlapping coverage of radars R1 and R2 .

l1 ¼

a1 ð1  a2 Þ
1 þ 2a1  a2

and l2 ¼

a1
1 þ 2a1  a2

ð51Þ
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If the jammer uses this strategy then R1 is active until x in
½a1 ; a2 , while R2 is after a2 Then R1 ‘s active period is
described by the following c.d.f.:
8
if 0  z  a1
<0
gðxÞ ¼ k1 z3 if a1  z  a2
ð52Þ
:
0
if a2  z  1
and the c.d.f. of R2 is given by
8
if 0  y  a2
<0
hðyÞ ¼ k1 z3 if a2  y  1
:
b
if y1

ð53Þ

5. Scenario-based wargaming: a test-bed
for battlefield simulation

jammer to soft kill the radars operations; they are described
in this section.
5.1a Barrage jammers
Barrage jammers cover a large bandwidth of the radio
spectrum at a time, leaving very little space for the target
network or radar to evade jamming.
For the given type of Barrage jammers, let us assume
RA ðtÞ to be the rate of attack and DðtÞ to be the probability
of service disruption of the respective weapon system at
time t. The corresponding probability of weapon system
survivability over the interval is shown in figure 11.
8
9
< Zt
=
PðRA tÞ ¼ exp  DðgÞRA ðgÞog
ð54Þ
:
;
0

where 0  RA ðtÞ  1;

R1

RA ðtÞot ¼ Ar  1;where Ar is the

0

Military simulations, also known as wargames, are physical
or electronic simulations of military operations designed to
explore the effects of warfare or testing strategies or an
operational concept without actual combat. To achieve this,
AWSS has been designed and developed for creating and
simulating several AD scenarios on a virtual battlefield testbed [4].

5.1 EW scenarios using AWSS
EW is a continuous game of winning over the opponent’s
use of electronics and choice of an appropriate ECM for
different types of jammers used in EW by the military. For
this purpose, a battlefield simulation test-bed called AWSS
is utilized. AWSS provides a software platform for the
deployment of military resources for two or more opposing
forces, weapon–target matching and damage assessment
models using weapon engineering techniques, and generates quantitative outcomes for the military operations.
AWSS simulates a wide range of military air operations
such as offensive/defensive counter air operations, counter
surface force operations, AD missions and combat-support
operations between two or more opposing forces. Military
missions may need to meet objectives such as suppression
of enemy air defences (SEAD), ISR operations and
attacking vital infrastructures/installations or locations of
strategic importance. The architectural framework of
AWSS and the major functional components are described
in [4]. We created an Integrated AD Scenario where SEAD
operations and strike missions of the enemy were planned
using the threat planning module, against the own multilayered ADs deployed to protect the vulnerable areas/points, and critical national infrastructures. EW scenarios
are generated to simulate various situations of conflicts, and
the various strategies of the players are modelled using
game theory. Enemy air threats use different types of
jammers like Barrage jammer, Sweep jammer and Spot

total amount of attack resources. For a given set of strategies
R S, a mixed strategy is a distribution function F where
oFðRA Þ ¼ 1. By any means, if ECCM is not performed by
S

time t, the corresponding probability of radar’s survival is
shown in figure 12.
8
9
Z
< Zt
=
uðF; tÞ ¼ exp  DðgÞRA ðgÞog oFðRA Þ
ð55Þ
:
;
S

0

Figure 11. Probability of AD radar survivability.

Figure 12. Probability of AD radar’s survivability, when ECCM
is not applied by time t.
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However, independent of ECCM, there lies a pure
strategy for the radar system given as
Z
RF ¼
RA oFðRA Þ
ð56Þ
S

5.1b Sweep jammers
In this model, the signal alternates between periods of
continuous jamming and inactivity. After jamming for t1
units of time, it stops emitting radio signals and enters into
sleep mode. The jammer, after sleeping for t2 units of time,
wakes up and resumes jamming. The time instants t1 andt2
are considered as either fixed or random, which the radar
system is not aware of.
Let us consider a strictly increasing continuous function
Pli ðtÞ; i ¼ 1; 2, which satisfies Pli ð0Þ  0; Pli ð1Þ  1. Let
p1 ðtÞ and p2 ðtÞ be the probabilities of ECM–ECCM by the
jammer and radar, respectively, which are measured on
ai ½0; 1. For
2
pi ðtÞ ¼  log½1  Pli ðtÞ qi ðtÞ ¼ exp4

Zt

Figure 13. Optimal strategies of the players.

f1 ðtÞ ¼ p02 ðtÞ=fp2 ðtÞ½p1 ðtÞ þ p2 ðtÞ=k þ p1 ðtÞp2 ðtÞg ð62Þ
f2 ðtÞ ¼ p01 ðtÞ=fp1 ðtÞ½p1 ðtÞ þ p2 ðtÞ=k þ p1 ðtÞp2 ðtÞg ð63Þ
which define the optimal strategies for the two players. The
c.d.f. for the ECM–ECCM activity is given by

3
pi oai 5;

FðtÞ ¼

o

qi ðtÞ ¼ 1  qi ðtÞ
The payoff is defined by
Kða1; a2 Þ ¼ exp½p2 ð0Þa2 f0g  exp½p1 ð0Þa1 f0g
Z1
Z1
þ q2 oq1 
ð57Þ
q1 oq2
0

GðtÞ ¼

0

The function qi ðtÞis the success probability of player i
using strategy ai and exp½pi ð0Þai f0g is the probability of
failure, if the player i uses strategy ai . Let us assume that
ECM–ECCM activity is arbitrary, which takes place at
a1 and a2 in the interval ½0; 1. It is defined by the following
equation:

ai þ

Z1

fi ðtÞotþb

ð58Þ

a
bk
abk
i ¼ ðai I0 ; fi ; bi I1 Þ;

ð59Þ

Let a ¼ maxða1 ; a2 Þ. Using Eq. (59), we obtain the Euler
equations
u01 expðu1  u2 Þ ¼ k2 p02 =p22
u02

and

expðu1  u2 Þ ¼ k1 p01 =p21
2

ui ðtÞ ¼ exp4

Zt

ð60Þ

3
pi ðtÞfi ðtÞot5

a

Fork [ 0 we have the functions

ð61Þ

8
0
>
>
> Rt
>
>
>
< f ðtÞot

8 0  t  a1

a
8at1
1
R
>
>
>
f ðtÞot
>
>
> a1
:
1
8t ¼ 1

8
0
>
>
Rt
>
>
>
>
< gðtÞot

80ta

a
8at1
1
R
>
>
>
gðtÞot
>
>
>
: a2
1
8t ¼ 1

The value of the game is
8
1 þ 3p2 ðtÞ
>
>
<
1 þ p2 ðaÞ
v¼
1
 3p1 ðaÞ
>
>
:
1 þ p1 ðaÞ

ð64Þ

ð65Þ

if a ¼ a1 ;
ð66Þ
if a ¼ a2

For illustration purpose, let the radar have an accuracy
function p1 ðtÞ ¼ ð8t þ 1Þ=10 and p2 ðtÞ ¼ ½ð8t þ 1Þ=10q for
varying values of q and the constants a; b; a; k, which are the
parameters of the optimal strategies, given in figure 13.
5.1c Spot jammers
In this case the jammer knows the exact radio frequency
(RF) of the target network and attacks the network on that
frequency only, while the target network can change the
frequency to evade jamming. Let x and y be the time of
ECM–ECCM by the jammer and radar, respectively; then
the payoff to the jammer is
8
< x  y þ xy for x\y
Eðx; yÞ ¼ 2y þ 1
for y\x
ð67Þ
:
0
for x ¼ y
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Figure 17. Deployment pattern of long-range radars in AWSS
simulation test-bed.
Figure 14. ECM–ECCM conflict in the interval 1=3  x  1.

Figure 18. Deployment pattern of medium-range radars on
AWSS simulation test-bed.
Figure 15. ECM–ECCM conflict in the interval 1=3  x  1=2.

Figure 19. Deployment pattern of short-range radars on AWSS
simulation test-bed.
Figure 16. ECM–ECCM activity takes place in the interval
1=2  x  1.

Let a be the time in interval [0,1] during which ECM–
ECCM takes place. Then the value of the game is given by
v ¼ 1  2a

ð68Þ

It can be verified that the jammer, which knows the exact
RF, has unique optimal strategy given by the density
function
8
for 0  x  a
<0
pﬃﬃﬃ
2a
f ðxÞ ¼
ð69Þ
for a  x  1
: 3
ðx þ 2x  1Þ3=2

Figure 20. Enemy air threat simulation on AWSS simulation
test-bed.

The optimal strategy for the radar is also unique with
density function f ðyÞ mixed with pure strategy y ¼ 1 in the

Sådhanå (2020)45:60
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ratio 2=a. In terms of c.d.f. GðyÞ, the optimal strategy for
radar is
2
GðyÞ ¼
2þa

Zy

f ðyÞoy þ

a
2þa

ð70Þ

0

The optimal strategy of the players will depend on the
value of a as follows:
a. If 0  a  1=3, then ECM–ECCM actions take place
according to the p.d.f. f ðxÞ in the interval 1=3  x  1
(figure 14) and probability of remaining activity is
concentrated at a (figure 15).
b. If 1=3  a  1=2, let (1/3, b) be the interval in which f ðxÞ
has centre of mass at a. ECM–ECCM occurs after b
according to f ðxÞ.
c. If 1=2  a  1, ECM–ECCM always occurs at a
(figure 16).

operations using jamming techniques (ECM: attacker
players) and the frequency hopping techniques to counter
the jammers (ECCM: defender players) are modelled as a
non-cooperative game. Payoff functions for both the
attackers and defenders that consider the overlapping coverage of a grid cell by none, one radar or multiple radars;
multiple attack strategies of the enemy air threats are
considered as cases in the modelling and analysis of situations. Such a hybrid approach of finding the optimal
deployment locations to maximize the protection coverage,
followed by a game theoretic modelling of the ECM–
ECCM conflicts, provides better insights into the effectiveness of the optimal deployment of radars in various
operational scenarios. They are implemented on an experimental battlefield simulation test-bed, AWSS test-bed, to
study the proposed methodology using several AD
scenarios.

5.2 Simulation results using AWSS test-bed
In order to evaluate the effectiveness of AD scenarios and
performance of the sensor (radar) and weapons (missiles), a
synthetic battlefield is created on AWSS (Stage-3). The
deployment patterns of the long-range, medium-range and
short-range radars against enemy air threats in the given
area provide an operational picture of the battlefield in
figures 17, 18 and 19. The effectiveness evaluation of the
deployment leads to the generation of various strategies as
effectiveness measure for battlefield simulation test-bed.
The appropriate strategies are chosen by the proposed game
model, whose effectiveness is evaluated on the test-bed and
results are analysed on a synthetic terrain. The enemy air
threats simulation on the AWSS is shown in figure 20.

6. Conclusions and discussion
In this paper, a new methodology that combines the static
and dynamic approaches for evaluating the effectiveness of
radars deployed in various terrain conditions of operational
areas is proposed. The static approach (Stage-1) uses
heuristic optimization to identify the optimal locations of
radars in plains and in the presence of terrain features to
maximize the protection cover; however, this approach
does not guarantee that the deployment is effective in
operational EW scenarios. Game theory is used to model
the dynamic scenarios ECM–ECCM conflicts, wherein the
SEAD/DEAD operations to suppress or nullify the radar
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