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Abstract. This paper puts forth a novel mobile fault detection algorithm for wireless sensor networks (WSNs)
based on bacterial-inspired optimization. We introduce a bio-swarm intelligence approach to mobile fault
detection in WSNs by using voltage values. At certain times, the sensor nodes in the clustered network send data
packets containing health-fitness information to cluster heads (CHs) selected by the proposed CH selection
algorithm. A mobile sink (MS) collects the health status via data from all the nodes as they reach the intersection
point of the CHs. After this stage, the data packets are analyzed by the MS, and hardware or software faults are
detected by assessing the fitness values of the nodes. The faulty nodes are eventually discarded from the
network, and recovery of the rest of the nodes in the network is satisfied. Inspired by the interaction of bacteria
for feed collection, their response to chemicals, and their interaction and communication with one another, we
bring an innovative approach to finding node failures or software faults in WSNs, and these failures are removed
from the network to help its operation and to take measures to maintain the electrical structures. In fact, we adapt
our algorithm to low energy harvesting electrical components as an example. We compare our novel algorithm
with existing studies through extensive simulations in NS 2 environment based on fault detection accuracy, false
alarm rate, and false positive rate criteria versus fault probability, number of nodes, and sink speed. Considering
detection accuracy, the simulation results validate that our algorithm shows better performance as compared
with others.
Keywords. Bio-swarm optimization; mobile fault detection; mobile sink; bacterial fitness interaction; wireless
sensor networks (WSNs).

1. Introduction
Wireless sensor networks (WSNs) continue to be the subject of research due to their potential and unique application
in areas such as environmental monitoring, health control
and intelligent management, industrial performance measurement, vehicle detection and intelligent transportation
systems, and weather forecasting [1–3]. A WSN consists of
sensor nodes, which are composed of various small electronic units with limited battery life that, and their work is
to evaluate the data obtained through intelligent measurements under certain conditions. The nodes are distributed in
sensor networks according to various deployment methods;
after the nodes are deployed to the network infrastructure,
network connections are provided in a self-organized
manner [4–6].
WSNs are plagued with lots of faults such as hardware,
software, measurement, coverage, link, location, and
deployment [7]. Since these failures do not meet the performance criteria and quality standards required for WSNs,
*For correspondence

they must be corrected and repaired to ensure the proper
electrical structures of the systems. The main goal is to
extend the life of the network and reduce energy consumption [8].
In this work, as a new solution, we recommend a bacterial inspiration-based mobile fault detection algorithm for
WSNs. Thanks to this algorithm, Cluster Heads (CHs)
request necessary packet information related to the health
of cluster members by broadcast messages. On behalf of
these messages, cluster member nodes transmit their health
status to the CHs to which they belong in a compressed
packet format at certain times. Each CH saves all the sensor
packets in a separate record table, extracting them
according to the node qualifier id. In the proposed algorithm, any Mobile Sink (MS) can detect hardware and
software faults, denoted as electrical failures, by communicating with CHs in the sensed area only. In other words,
no sensors other than CHs are navigated to assess the health
conditions of nodes in a mobile round. In section 4, we
present the content details of the proposed algorithm,
including functionality, working principle, and mechanism
of mobile fault diagnosis. The present study is shown as a
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graphical abstract in figure 1, showing the flow of the
operations in our method. In order to better explain the
proposed scheme, we develop the mobile fault detection
algorithm based on electrical components, for example.
Indeed, we offer methods that can be tailored not only to
fault detection on electrical components but also to many
WSN applications. As seen in figure 1, for electrical
structures such as electrical connections in a low power
environment, we aim to detect hardware or software disorders using bacterial interaction-based mobile WSNs. We
performed comprehensive simulations with respect to fault
detection accuracy, false alarm rate, and false positive rates
criteria according to fault probability, number of nodes in
the network, and MS speed variations, to compare our
proposal with existing heuristic approaches presented by
Panda et al in [9], Swain et al in [10], and Zidi et al in [11],
which are quite popular methodologies.
Our main contributions can be given as follows:
• Inspired by the interaction of bacteria for feed
collection, their response to chemicals, and their
interaction and communication with one another, we
bring an innovative approach to identifying node
failures or software faults in WSNs, and these failures
are removed from the network to help its operation and
to prevent deterioration of the electrical structures.
• Unlike other studies, according to the proposed
algorithm, the MS only visits CHs in the network to
determine whether the nodes have software or hardware abnormalities. The CHs have already collected all
node health information by id when the MS arrives at
the transmission range boundary of the CH. With this
method, we attempt to guarantee minimum mobile
trajectory length and high detection accuracy.
• We exhibit this study in an integrated manner by
reasoning that it has been built on a heterogeneous
clustered structure, mobile data collection, and bioswarm intelligence.
• Using NS 2 simulator, we validate the superiority of
the proposed method over other existing studies.
The remainder of the paper is organized as follows:
section 2 presents the current state-of-the-art technology;
section 3 presents the proposed CH selection algorithm;
section 4 presents the proposed mobile fault detection
algorithm; section 5 describes the simulation setup and
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evaluation of the results; and section 6 briefly concludes the
study.

2. Related works
Since much hardware, software, and installation parameters are utilized in the WSN infrastructure, fault detection
and recovery from faults are challenging operations in the
networks. Accordingly, many algorithms for the detection,
prevention, and recovery of failures have been developed
for WSNs. Panda et al in [9] propose an energy efficient
soft fault detection algorithm for WSNs, which is
dependent on the neighboring coordination method. The
sensor node features are saved at a particular time point
to determine the faulty status. Swain et al in [10] propose
a heterogeneous fault diagnosis for WSNs. The algorithm
detects faults and classifies them based on the probabilistic neural network technique. Zidi et al in [11] use
the support vector machine (SVM) method for fault
detection and classification in WSNs. In [12], a faulttolerant event edge detection is presented as a localized
method in sensor networks. In [13], the authors propose
distributed fault detection and recovery methods in twotier WSNs. In another study [14], the authors propose a
solution to detect failing nodes and their relocation in
WSNs. In [15], an MS mobile fault detector visits the
network field seeking to detect several types of faults
using single hop routing; however, owing to the fact that
the MS visits all the nodes, communication overhead and
path length increase accordingly. In another study [16],
the authors present a reliable neighbor detection layer for
mobile ad hoc networks. To implement this, they execute
multiple copies of the basic neighbor detection protocol in
parallel, with each copy using a different region partition.
In [17], the authors show a distributed self-recovery
method in which the processes of detection, diagnosis,
and repair are performed at both the node and CH levels.
In [18], an online fault detection algorithm for WSNs is
proposed, taking into consideration the probability of the
faults in different partitions of WSNs and communication
channels.

3. The proposed CH selection algorithm

Figure 1. The block diagram of the present study.

In this section, we aim to describe the CH selection
algorithm with a heterogeneous and clustered network
structure similar to that reported in our previous work
[19]. The details of the network model are described in
section 5.
Unlike existing studies, in the proposed CH selection
algorithm, a previously designed method [19] has been
used in part. Accordingly, the Tcost and BandC equations
depend on the remaining energy, degree, load, and distance
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to the nodes adjacent to the sensor node SN ðiÞ, which are
collectively taken into consideration.
In the present study, the initial d percentage is given as
the optimal percentage when CHs are selected. The d value
does not have a direct effect on the final clusters; it only
confines the number of CH selections. The / and b coefficients are utilized to avoid a time delay by adjusting the
number of the CH visited by the MS. Accordingly, energy
consumption is considered reduced. Each CH has a cost
account Tcost , and the selection is made according to this
criterion, based on both the remaining energy of the CHs
and the node load. This cost is computed with respect to
Eq. (1) [19].
 



Eremain
Lnode
Tcost ¼ d /
þ ð1 /Þ
ð1Þ
Emax
Lmax

4

Table 1. The symbols and values used in Algorithm 1.
Symbols

Values

Emax
Lmax
Dnode
/
b
R

2J
5
4
0.4
0.6
60 m

BandC within transmission range R. At the end of this
algorithm, BSN ðiÞ is returned as output.

where Emax and Eremain are the initial and remaining energy
of a sensor node, respectively. Lmax and Lnode are the
maximum sensor node load and load of a sensor node,
respectively. According to Eq. (1), the aim is to minimize
the energy consumption, and the node load is used to prevent transmission delay, with the goal of reducing the time
delay. Since only the CHs transmit data to the MS, the
communication overhead of the WSN is reduced. Some
nodes can enter the same transmission range of CHs,
described as sensing overlap, and ties can be discarded
between selected CHs. A CH is chosen based on the minimum BandC value that can create a balance and compromise between the node degree and the possible distance
around the CH. Equation (2) presents the BandC formulation. By selecting a CH based on the minimum BandC, both
the energy consumption and transmission delay are
diminished [19].
BandC ¼ dðbDnode þ ð1  bÞDdist Þ

ð2Þ

where Dnode is the node degree of a CH; Ddist is the
Euclidean distance between a sensor node and a CH
within its range and is computed using the received signal
strength indicator (RSSI) parameter. The most appropriate
/ and b values must be assigned to balance the
remaining energy and node load. After 50 simulations,
these values are most appropriately assigned 0.4 and 0.6,
respectively. The d value is assigned 0.2 due to the
maximum number of the advanced nodes (see section 5.2). The proposed CH selection algorithm is presented in Algorithm 1, with the aim of selecting the best
CHs(BSN ðiÞÞ in the network. Table 1 represents the
symbols and values used in Algorithm 1. The BSN ðiÞ
represents the best sensor node for that selection. The
Tcost value calculated in Eq. (1) is announced to the nodes
belonging to the population which is the sensor node
population, by broadcast message (see line 5). If the
obtained Tcost is less than or equal to the previous Tcost ,
the SN ðiÞ is saved to the BSN ðiÞ set; otherwise, the SN ðiÞ
is assigned to the BSN ðiÞ cluster with the minimum

4. The proposed mobile fault detection algorithm
We describe the novel mobile fault detection algorithm in
this section. Our algorithm consists of different steps
including initialization, finding the sensors according to
bacterial chemotaxis, and hardware and software fault
detection. In the initialization step, all sensors are distributed in the network, and the bacterial population is
provided according to certain parameters. This process is
explained as the deployment of the sensor nodes, represented by bacterial cells, into the network area. Subseð iÞ
quently, each node with an id transmits a SNpacket packet to
the CHs to express their health status, SNðiÞhealth , at certain
ðiÞ

times. The CHs take the sum of the SNpacket in its transðiÞ

mission range R. The SNpacket format is presented in figure 2. The definition symbols used in the packet format are
displayed in table 2. In the chemotaxis step, we aim to find
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We use Eq. (3) for the bacterial tumbling movement. Ned ,
Nre , and Nc are the number of the elimination-dispersal,
reproduction, and chemotaxis steps, respectively; Dm ðiÞ, m
= 1, 2, …, p, is a random number between -1 and 1 and
produces a random vector DðiÞ; and hðiÞ is the size of the
random dispersal steps.

SN_REAL

ð3Þ
Figure 2. The packet format transferred to the network.

Table 2. The definition symbols used in the packet format.
Symbols
SN_id
CH_id
Health_info
MS_X
MS_Y
SN_READ
SN_REAL

Definitions
Sensor node id
CH node id
Sensor health information
x coordinate of the MS
y coordinate of the MS
Sensor current reading
Sensor real reading

the sensor nodes according to a bacterial movement paradigm. The chemotaxis is a process by which bacteria move
to find nutrients to increase their energy. Swarming and
tumbling are methods of the chemotaxis that can describe
the movement in two-dimensional space [20–23]. In the
elimination-dispersal step, the bacterial foraging strategy
elects the certain bacteria and destroys dysfunctional ones.
In the reproduction step, the first half of the bacterial
population survives and the remaining bacteria are positioned in the same area as their parent and divided into two
sub-blocks [19]. Figure 3 shows the bacterial chemotaxis;
(a) represents the flat direction of the swarming movement,
and (b) represents the random direction of the tumbling
movement.

Illustration 1 Assume that the Mði; j þ 1; k; lÞ bacterial
coordinate is less than the Mprev calculated in the previous
tour. Then, Mði; j þ 1; k; lÞ is assigned to Mprev as given in
Eq. (4). We denote this situation as finding the most
represents the jth chemoadaptive coordinates.
taxis, kth reproduction, and lth elimination-dispersal steps
in the ith bacterium. To update the movement toward
coordinates, we formulate Eq. (5).
Mprev ¼ Mði; j þ 1; k; lÞ

ð4Þ

ð5Þ

In the hardware fault detection step, the MS collects the
sensor packet to identify the health of each sensor node.
When the MS reaches the intersection point ðIPÞ of the
CHðiÞ, defined as the transmission range, the CH decodes
the packets according to the packet sensor id. Subsequently,
the CHðiÞ announces all sensor packets to the MS. The
bacteria interact with one other through chemicals excreted
into the environment. In parallel with this knowledge, we
make an analogy that the sensor nodes communicate with
each other in a healthy way. The sensor health messages are
acquired according to the interaction function of the each
sensor node IF ðSN ðiÞÞ given in Eq. (6):

Figure 3. An illustration of the bacterial chemotaxis.
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X
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ðdattr expðwattr

P 
X

0

SNmk  SNmi

2

ÞÞ

m¼1

i¼0

calculation of the number of being aware Naw during a
Time Division Multiple Access (TDMA)-cycle is
required.

ð6Þ
where SN ðiÞ represents a sensor node, SNmk is a bacterial
cell-inspired methodology, which is the mth element of the
0
kth bacterium, and SN ðiÞmi is the mth element of the ith
bacterium. These bacteria must be exposed as the exponential interaction due to the density of the bacteria. dattr
and wattr are the attraction coefficients ; P is the number of
sizes in a given cell position vector.
Illustration 2 Let IF ðSNðiÞÞðSN Þ be assigned to SNðiÞfit ,
as given in Eq. (7), which is the fitness value of the sensor
health.
ð7Þ

Subsequently, the SNðiÞfit is assigned to SNðiÞhealth for a
new updated sensor health, as seen in Eq. (8):
SNðiÞhealth ¼ SNðiÞfit

ð8Þ

0

If SNðiÞfit is determined more advantageous than the
SNðiÞfit , the sensor updates its health status, as given in
Eq. (9). If this condition is satisfied during Tout time, which
is the time out value for the detection of the sensor fault
status, it is declared that the SNðiÞ is fault free.
0

SNðiÞhealth ¼ SNðiÞhealth þSNðiÞfit

ð9Þ

Otherwise, we save the SNðiÞ to the FS faulty sensor list.
Subsequently, we discard the SNðiÞ from the active sensor
list for the next round. We calculate the Tout as follows.
Ttrans , taken as transmission of a data packet in the communication range, is calculated in Eq. (10):
Ttrans ¼ ltelec

Tlist ¼ Naw

Tout ¼ Ttrans þ Tack þ Tlist

Regarding the software fault detection phase, we define
a threshold value U as given in Eq. (14). From the
average of the previous consecutive three measured voltage values of the SN ðiÞ, we subtract the average of the
next three consecutive measured voltage values of the
SN ðiÞ at a given time t. It is based on the time Tout =2 in
detecting the software fault. We consider that there will be
adequate time to diagnose the software fault in this period; thus, we obtain a sensitive threshold value. The aim
is to evaluate the instant value changes in sensor readings
as a software fault.

!

2
3
1 X
X


U¼
SN REALðt3Þ 
SN READðtÞ  ð14Þ

3 t¼0
i¼1


Illustration 3 If SN ðiÞreal SN ðiÞdata  is less than or equal
to U, there is no software fault in the sensor, otherwise, it is
announced that there is a software fault. In addition, it is
discarded from the active sensor list for the next round.
SN ðiÞdata is the sensor reading at a given time t. These
readings are represented by voltage values. Algorithm 2
and figure 4 depict the proposed mobile fault detection
algorithm and flow chart of the proposed algorithm,
respectively.

ð10Þ

i¼1

ð1  pÞi1

ð11Þ

We adopt the listening time as formulated in Eq. (12).
Where distðSN ðiÞ; SN ð jÞÞ is the distance between the ith
and jth node, A is a constant being aware cost, and

Announce there
is a software
fault

Begin

End

Yes
Input all of the
SN(i);
Initiliaze the
population

If absolute
of(SN(i)realSndata)>teta
for Tout/2
do

Take packets
from the CHs

Save the SN(i) in FS
list hardware fault;
Discard it from SN list

Announce there
is no fault

No

1

ð13Þ

No

k
X

ð12Þ

Thus, the time out period, Tout , is defined in Eq. (13):

where l is the data size and telec denotes the time consumption per bit of the node to electronically work for the
transmission. In addition, we take into consideration the
estimated acknowledgement (ACK) packet reception time,
Tack , as given in Eq. (11). Here, for a transmission from
case i to case i - 1; Na is the number of ACK transmissions, p is the probability value [0, 1] of packet transmission for a given t time, and k is the number of waiting
transmissions.
Tack¼ Na p

distðSN ðiÞ; SN ð jÞÞ
A

No

SNðiÞfit ¼ IF ðSNðiÞÞðSN Þ

4

If more suitable
coordinates

Yes

Update the
coordinates

If SN(i)fit_new>SN(i)fit
According to IF function
for Tout

Yes

Update the
SN(i)health for
Tout

Figure 4. The flow chart of the proposed mobile fault detection
algorithm.
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Table 3. List of the parameters used in the simulations.
Parameters

Value

Network size
Number of sensor nodes
Number of advanced nodes
Initial energy of normal nodes
Initial energy of advanced nodes
Data packet size (lÞ
Transmission range (R)
Sensor node deployment
Base station (BS) position
Mobile sink speed
SNnum
Nc
Nre
Ned
dattr
wattr
Na
p
k
A
telec
Naw

200 9 200 m2
100–500
40
0.5 J
1J
5000 bits
60 m
Uniformly random
(0, 0)
1 m/s to 8 m/s
50–100
50
4
2
0.1
0.2
4000 bits
0.3
2500
50
0.2 9 10-3 s
5000

5. Simulation results
5.1 The data used in the present study
We used data obtained from the Intel Berkeley Research
lab between February 28th and April 5th, 2004 [24]. These
data include information regarding 54 sensors deployed in
the Mica2Dot sensors, with weather boards that collected

(2020) 45:4

timestamped topology, together with humidity, temperature, light, and voltage values. The data had been gathered
using the TinyDBin-network query processing system,
installed on the TinyOS platform [24]. We analyzed the
voltage readings from the sensors to diagnose the failures
taken from electrical structures such as low power consuming electrical components. The voltage ranges from 2 to
3 volts; the batteries in this case are lithium ion cells that
provide a fixed voltage over their lifetime. Values out of
this range indicate that the sensor measures an incorrect
voltage and there are electrical faults according to Eq. (14).
As a representative, a voltage sensor considered for electrical structures is depicted in figure 1.

5.2 Simulation set-up
We test our study, along with the using the NS 2.35 simulation program runs on Ubuntu 14.04 LTS operating system. The simulation results are obtained in terms of the
network and simulation parameters presented in table 3.
The simulations are carried out based on a network size of
200 9 200 m2. In the present study, we used 100 to 500
sensor nodes randomly distributed in the detection field. In
the network model, the heterogeneous network structure is
considered as normal, advanced, and super nodes. The
advanced nodes are used for the CHs. The MS is designed
as a super node without energy constraints. 1/5 of the total
number of nodes (d ¼ 0:2) is deployed as advanced nodes
with twice the energy of normal nodes. The proposed and
other algorithms have been run 50 times for a 200-second
simulation time; however, the mean of the acquired data is
taken into consideration in the graphics.

Figure 5. A topological view of the WSN at run time of the simulation.
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We carried out the algorithms under the same simulation
conditions. We give a simulation of the network structure in
NS 2 as figure 5. The simulation belongs to the topological
view of the sensor network at a given time. The black
circles in figure 5 show the wireless communications of the
sensor nodes with each other.

(2020) 45:4

remove these defects. Figure 6 represents the detected
several sensor faults in the electrical structure.
0

FDA ¼

Nf
N

ð15Þ
0

FAR ¼

Nf  Nf
N  N0

FPR ¼

N0  Nf
N0

5.3 Performance evaluation

ð16Þ

0

We illustrate the simulation results with performance
evaluation in this section. We conducted several experiments to prove the proposed scheme as compared with
Panda et al in [8], Swain et al in [9], and Zidi et al in [10],
with respect to the fault detection accuracy, false alarm
rate, and false positive rate criteria according to the fault
probability, number of nodes, and mobile sink speed.
Assuming that N nodes are distributed in the network and
N0 number of nodes are inserted as faulty in the network
area, (N  N0 ) nodes are failure free in the network area.
Following implementation of the mobile fault detection
mechanism, we may assume that Nf is the number of actual
faulty nodes (from the dataset) detected as faulty. In these
0
Nf nodes, Nf is the number of faulty nodes detected by the
algorithm; hence, the fault detection accuracy ðFDAÞ, false
alarm rate ðFARÞ, and false positive rate (FPRÞ are given in
Eqs. (15), (16), and (17), respectively [9]. We know that the
output voltage is between 2 and 3 volts; however, if the
difference between the read value of the electrical voltage
and the actual voltage is greater than the predetermined
threshold ðUÞ according to Eq. (14), an electrical error will
occur. Figure 6 shows the several sensor failures for 100
iterations. According to the output voltages, disorders are
detected in electrical structures, and efforts are made to

3.2
Sensor readings
Sensor real data

Output Voltage(Volt)

3

2.8

2.6

2.4

2.2

2

Sensor failures
detected

1.8
10

20

30

40

50

60

70

80

90

100

Simulation iterations

Figure 6. The detected several sensor faults in the electrical
structure.

ð17Þ

5.3a The evaluation of the methods in terms of the FDA:
According to figure 7a, when the proposed algorithm is
executed, 100% fault detection accuracy ðFDAÞ is obtained
up to a fault probability of 0.45. Other algorithms have not
achieved this success. In Panda et al [8], each node checks
the neighboring node data and identifies the faulty nodes by
comparing them. This operation also causes data complexity. The higher the fault probability, the better the FDA.
Therefore, the proposed method gives a least FDA among
the algorithms. Table 4 presents a comparison of the FDA
results with respect to the fault probability between the
proposed algorithm and state-of-the-art technologies. Even
when the fault probability is 0.5, the FDA is 0.974, 0.978,
0.984, and 0.996 according to Panda et al, Swain et al, Zidi
et al, and the proposed method, respectively. In Swain et al
in [9], a fault detection based on the time out mechanism is
performed. In Zidi et al in [10], an SVM-based detection is
performed. However, in our study, in the proposed algorithm, due to bacterial interaction feature, the detection of
the faulty nodes is more accurately made as hardware and
software. Hence, the proposed scheme outperformed the
other three existing methods.
As can be seen in figure 7b, the success rate begins to
decrease when the FDA uses approximately 300 nodes.
Even when there are 300 nodes in the network, a 99%
accuracy rate is achieved. With the proposed algorithm
along with the other three protocols, the FDA decreases as
the number of nodes increases in the WSN. This is because
network traffic and node communication become more
complex as the number of nodes increases. However, in the
proposed algorithm, the fault detection method which can
adapt to larger scale and complex networks and produce
more accurate results is presented thanks to the rapid and
wide spread of bio-inspired bacteria in the detection area.
Thus, the proposed scheme has produced the best results
among all protocols.
From figure 7c, we observe that the highest FDA is
achieved in the MS speed range of 4 to 5 m/s. In fact, all
algorithms have also gained a high throughput in this speed
range; however, the lowest rate is seen when the proposed
method is coded. In fact, the other three studies do not
contain mobility in the content of their algorithms. The
fault detection is performed with static collector nodes.
However, in this study, the mobility is provided to all three
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Figure 7. Illustration of the fault detection accuracy with respect to: (a) fault probability, (b) number of nodes and (c) mobile sink
speed.

Table 4. The fault detection accuracy (FDA) results with respect to the fault probability.
Fault probability (%)
FDA

0.05

0.1

0.15

0.2

0.25

0.3

0.35

0.4

0.45

0.5

Panda et al
Swain et al
Zidi et al
Proposed

1.0
1.0
1.0
1.0

0.996
1.0
1.0
1.0

0.994
1.0
1.0
1.0

0.992
0.995
1.0
1.0

0.99
0.995
0.998
1.0

0.986
0.993
0.996
1.0

0.983
0.986
0.993
1.0

0.98
0.983
0.996
1.0

0.98
0.98
0.985
1.0

0.974
0.978
0.984
0.996

protocols in order to ensure the simulation conditions are
equal. However, with the proposed mobile-bio-inspired
attitude, the software and hardware faults have been
detected percentage of 100.
5.3b The evaluation of the methods in terms of the FAR: As
seen in figure 8a, even when there is a fault probability of
0.5, the false alarm rate (FARÞ value remains below 0.01,
which is the lowest value as compared with the other
algorithms. In the proposed algorithm, FAR is decreased
because of the high FDA. The FAR is minimized compared
to other algorithms due to the proposed bacterial interaction
function and time out method.

In figure 8b, the FAR increases as the number of nodes
increases. Once more than 350 nodes are used, the FAR is
stable with the lowest value in our algorithm. Table 5
presents a comparison of the FAR results with respect to
the number of nodes between the proposed algorithm and
state-of-the-art technologies. When the number of nodes is
500, the FAR is 0.013, 0.009, 0.007, and 0.004 according
to Panda et al, Swain et al, Zidi et al, and the proposed
method, respectively. Our algorithm clearly results in the
best score among the other algorithms. The FAR increases
for all algorithms as more nodes are distributed to the
network area, as observed from the simulation graphics
and table 5.
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Figure 8. Illustration of the false alarm rate with respect to: (a) fault probability, (b) number of nodes and (c) mobile sink speed.

Table 5. The false alarm rate (FAR) results with respect to the number of nodes.
Number of nodes
FAR
Panda et al
Swain et al
Zidi et al
Proposed

100

150

200

250

300

350

400

450

500

0.002
0.001
0.001
0.001

0.003
0.001
0.001
0.001

0.003
0.005
0.003
0.002

0.004
0.005
0.003
0.002

0.004
0.005
0.004
0.003

0.004
0.005
0.005
0.004

0.009
0.007
0.006
0.004

0.011
0.007
0.007
0.004

0.013
0.009
0.007
0.004

However, the recommended method is more suitable for
dense networks and WSN applications. Therefore, the
proposed method gives superior performance than other
existing algorithms.
As illustrated in figure 8c, due to sink mobility and sink
speed adjustment, the lowest FAR is confirmed when the
MS speed is between 4 and 6 m/s. A FAR below 0.002 is
obtained with the proposed algorithm. By embedding the
bacterial foraging optimization method, both software and
hardware faults are detected at the highest level with random mobility.

5.3c The evaluation of the methods in terms of the FPR: As
seen in figure 9a, when all the fault probabilities are used,
the false positive rate (FPRÞ value is the lowest value as
compared with the other algorithms. In figure 9b, the FPR
increases as the number of nodes increases, but it shows
less of an increase than the other algorithms, especially
once more than 350 nodes are used. As illustrated in figure 9c, the lowest FPR is provided when the MS speed is
between 4 and 5 m/s. A FPR far below 0.002 is obtained
with the proposed algorithm. Table 6 presents a comparison
of the FPR scores with respect to the mobile sink speed

Sådhanå

(2020) 45:4

Page 11 of 12

4

Figure 9. Illustration of the false positive rate with respect to: (a) fault probability, (b) number of nodes, and (c) mobile sink speed.

Table 6. The false positive rate (FPR) results with respect to
mobile sink speed.
Mobile Sink Speed (m/s)
FPR
Panda et al
Swain et al
Zidi et al
Proposed

1
0.015
0.013
0.011
0.008

2
0.013
0.012
0.008
0.004

3
0.006
0.008
0.005
0.002

4
0.003
0.002
0.002
0.001

5
0.005
0.004
0.003
0.001

6
0.005
0.004
0.003
0.002

7
0.011
0.009
0.005
0.003

8
0.012
0.009
0.008
0.007

between the proposed algorithm and state-of-the-art
technologies. It can be said that when we execute all
the algorithms with a sink speed of 8 m/s, the FPR is
0.012, 0.009, 0.008, and 0.007 according to Panda et al,
Swain et al, Zidi et al, and the proposed method,
respectively.
As compared to the existing static coordinator node fault
detection protocols, the simulation results gave the best and
improved results in terms of fault positive rate in our
method. This is due to the fact that the proposed methods
are a powerful bio-inspired and integrated scheme with the
MS detection method for faulty nodes scattered in the
network area.

6. Conclusion and future study
In this paper, we propose a bacterial fitness interactionbased mobile fault detection algorithm using voltage
readings of the electrical structures in WSNs. The CHs
request information regarding all nodes in the clusters.
Thanks to the MS node, the CHs are circulated and the
health status of each node is acquired. In the algorithm, the
sensor nodes are scattered to represent the bacteria in the
network area for fault detection. By communicating with
one other via chemicals excreted into the environment, the
fitness health value is updated during a certain time period.
If the last health status value is poor at the end of this
period, a hardware fault is detected. If the difference
between the voltage value of the sensor node and the real
voltage is less than the threshold we introduced, a software
failure is detected in half this time. We compare the proposed scheme with existing works in terms of fault detection accuracy, false alarm rate, and false positive rate
performance metrics, proving the mobile heterogeneous
algorithm with experimental results. The fault detection
accuracy is almost 100%, which is much better than that
reported in the literature. A false alarm rate of less than 1%
is obtained. A false positive rate of less than 0.006 is
obtained with respect to 500 sensor nodes among all the
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methods. According to these experimental results, the
present study is more powerful and efficient than other
methods. For these reasons, the proposed protocol shows
better performances than the existing protocols. Regarding
future work, we will adapt this proposal to real applications
such as smart grids and machine automations, since the
proposed algorithm can be used in a broad range of
applications.
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