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Abstract. The Global System for Mobile communication (GSM) network is proposed to mitigate the security
problems and vulnerabilities observed in the mobile telecommunication system. However, the GSM network is
vulnerable to different kinds of attacks such as redirection attack, impersonation attack and Man in-the Middle
(MiTM) attack. The possibility of these attacks makes the wireless mobile system vulnerable to fraudulent
access and eavesdropping. Different authentication protocols of GSM were proposed to overcome the drawbacks
but many of them lead to network signalling overload and increases the call set-up time. In this paper, an
efficient and secure authentication and key agreement protocol (ESAP-AKA) is proposed to overcome the flaws
of existing authentication protocol for roaming users in the GSM network. The formal verification of the
proposed protocol is presented by BAN logic and the security analysis is shown using the AVISPA tool. The
security analysis shows that the proposed protocol avoids the different possible attacks on the communication
network. The performance analysis based on the fluid flow mobility model shows that the proposed protocol
reduces the communication overhead of the network by reducing a number of messages. On an average, the
protocol reduces 60% of network signalling congestion overhead as compared with other existing GSM-AKA
protocols. Moreover, the protocol not only removes the drawbacks of existing protocols but also accomplishes
the needs of roaming users.
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1. Introduction
Mobile communication is one of the fastest growing area of
the wireless telecommunication networks. The Global
System for Mobile Communication (GSM) is a pan-European digital cellular mobile system supporting widespread
roaming and personal communication services (PCS)
across the world [1, 2]. The GSM was designed to provide
the authentication and data confidentiality using several
authentication schemes [3–6]. It has become the global
standard as it offers quality digital voice at the lowest cost.
Nowadays, we are running towards 3rd or 4th generation of
mobile communication networks, but still most of the services provided by the service providers are based on the 2nd
generation of mobile communication networks. Also, the
security architecture of the Evolved Packet System (EPS) in
4G follows the same principle as that of GSM and 3G
network [7].

*For correspondence

The GSM mobile network has been operational over the
past two decades and is widespread throughout the world
as several mobile equipment/devices operate on the GSM
network. Yet, there are many more applications based on
the GSM technology across the world [8–11]. These
applications are effective and secure only after a successful authentication and key agreement (AKA) in the
communication devices. Hence, there is a need to propose
an efficient and secure AKA protocol for GSM network.
Also, the 3rd generation partnership project (3GPP) technology, i.e., universal mobile telecommunication system
(UMTS), and the long-term evolution (LTE) system are
based on the GSM system. Therefore, it is possible to
extend the proposed protocol for further upcoming technologies. It is expected that the proposed AKA protocol
can be used in the various applications of the GSM
networks.
Nowadays, UMTS and LTE mobile networks are dominating in the telecommunication market. However, the
construction cost of the base station in these technologies is
extremely high. Therefore, a number of telecommunication
companies still adopt the GSM or integrate the GSM
1
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network with their network [7]. However, the existing GSM
protocols suffer from lack of confidentiality, data integrity
and authentication. To prevent the identified vulnerabilities,
GSM network validates the identity of the mobile user
through the challenge response scheme. In this scheme, the
user authenticates himself by providing a response to a
challenge sent by a network. However, extensive research
on the GSM network exploits the issues of challenge
response scheme such as the mutual authentication of
communication entities, high bandwidth consumption and
storage overhead. To improve the security of the GSM
network, an improved solution needs to be designed to
overcome the user authentication problems.
The architecture of GSM network consists of three subsystems as shown in figure 1 [1, 12–16]: the mobile station
(MS) subsystem, base station subsystem and home subsystem. The MS and Subscriber Identity Module (SIM)
card are the parts of the MS subsystem. The MSs are
uniquely identified by their International Mobile Equipment
Identity (IMEI). The SIM card has the International Mobile
Subscriber Identity (IMSI), which is used to identify the
subscriber to the system and a secret key for the authentication of MS. The Base Transceiver Station (BTS) and the
Base Station Controller (BSC) are the parts of the base
station subsystem. These elements are necessary in order to
maintain the connectivity between the MS and the Mobile
Switching Centre (MSC). The home subsystem consists of
the MSC, Visitor Location Register (VLR), Home Location
Register (HLR), Authentication Centre (AuC) and Equipment Identity Register (EIR) [1, 17]. The HLR works as a
database that is used to store the complete local subscribers/
users information and locations within the network. The
VLR maintains the dynamic database and is responsible for
storing the roaming user information. The AuC is a robust
database that contains all the confidential and authentication information required by the VLR and HLR for each
mobile user. The EIR has a database that keeps the information of all the valid MS on the communication network
and prevents a stolen or fraudulent MS equipment from
accessing the network. The MS communicates to the base
stations via radio links that are connected to the MSC. The

Figure 1. The architecture of GSM network.
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MSC is responsible for signal transmission between radio
links and wired line networks [18].

1.1 Existing AKA protocol for roaming users
in the GSM network
In the GSM network, authentication is necessary to ensure
that the network services will not be accessed fraudulently
[19]. The authentication is carried out using a challenge/
response mechanism in the GSM network [20–22]. In the
authentication process, it is important to maintain the
secrecy of shared secret key Ki . The Ki is generated and
installed into the SIM card at a secure place and a copy of
the key is put into the HLR database. The security of GSM
is based on the A3, A5 and A8 algorithms. A3 is a one-way
function that computes the certificate to authenticate the
MS, A8 is another one-way function that generates the
secured session key Kc and A5 is an encryption/decryption
algorithm [23, 24]. The authentication procedure follows
the following steps as shown in figure 2 [1, 5, 12, 15,
25, 26]. First, the MS sends an IMSI to the network; then
the network finds out the corresponding Ki of the received
IMSI. Later, the network generates a RAND and forwards it
to the MS over the air interface. From the generated challenge and the Ki , MS calculates the SRES by the A3
algorithm. Finally, MS sends the SRES to the network.
From the received SRES, the network verifies the validity
of the mobile user.
As long as the MS stays in the area covered by a particular VLR, it uses n copies of authentication parameters to
verify the MS. Once the VLR uses all the n parameters, it
forwards the authentication request to the HLR for another
set of parameters as illustrated in figure 2. It explains the
authentication process during location registration. Figure 3
illustrates the authentication procedure of the location
update [16, 27]. First, the MS is registered at VLR1 to
perform the location registration process. After a successful
verification, VLR1 allocates the TMSI1 to the MS. When
the MS enters the coverage area of another VLR (VLR2),
the flow of the signalling messages for location update is as
follows:
• The MS transmits a TMSI1 to VLR2 and VLR2
forwards it to the location area of VLR1.
• VLR1 transmits an IMSI and remaining authentication
triplets to VLR2.
• VLR2 selects one of the triplet (RAND, SRES and Kc )
for validating the MS and forwards RAND to the MS.
• Then the MS calculates SRES and transmits to the
VLR2 and VLR2 authenticates the user information.
• After a successful verification of the MS, VLR2
transmits a location area update message to the HLR.
Finally, HLR updates the location information of the
MS.
• HLR sends an acknowledgment to the VLR2 and
VLR2 assigns TMSI2 to the MS.

Sådhanå (2018) 43:89

Page 3 of 19

89

Figure 2. Basic authentication protocol of GSM network.

Figure 3. Existing GSM-AKA protocol for roaming users in the network.

• Finally, HLR sends the TMSI1 cancellation message to
the VLR1.
Moreover, similar authentication steps will be followed as
the MS moves to VLR3. If any visited VLR uses the n copies
of authentication triplets then VLR must send a request to the
HLR for another set of authentication parameters.

1.2 Attack analysis of the existing authentication
protocol for GSM network
This subsection illustrates the security analysis of existing GSM-AKA protocol by considering the encryption
scenario and various possible attacks on the GSM
network.
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• Replay attack: In this attack, first an adversary stores a copy
of transmitted packets between the users and the network.
Later, he/she misuses the previously captured information
by re-transmitting the message in order to get access to the
resources by replaying an authentication message.
• Impersonation attack: In this attack, an adversary
eavesdrops the voice signalling and data messages of
the target users. The existing protocols suffer from the
impersonation attack as an adversary impersonates as a
legitimate entity and sends the signalling messages to
the network in order to believe that it originates from
the authentic user.
• Man in the middle attack (MiTM): In the existing
protocols, network authenticates only to the mobile
equipment but vice-versa is not achieved. Hence, an
adversary can launch a false BTS and impersonate
himself as a legitimate one to perform MiTM attack.
• Denial of service (DoS) attack: In the existing
protocols, an adversary sends several bogus requests
to the mobile equipment that makes them inaccessible.
Moreover, an adversary may keep the network busy by
sending a number of unwanted authentication requests
to the network.
• Redirection attack: In the existing protocols, an
adversary locates the fake BTS in a particular area
that performs as a legitimate one and broadcasts the
signal over air to the mobile equipment. There is a
possibility of redirection attack as the existing schemes
provide unilateral authentication. The redirection
attack may cause the mischarge billing problem in
the communication network.
• Interleaving attack: In the existing protocols, an
adversary collects the necessary information by compromising the network nodes and accessing the
signalling messages on the network links. After
intercepting the information, an adversary modifies
the information to make it beneficial for him/her.
Hence, there is a possibility of known plaintext and
cipher-text attacks in the communication network.

1.3 Drawbacks of the existing authentication
protocol for GSM network
The existing AKA protocol for GSM network suffers from
various security and performance issues as follows
[5, 12, 15, 25, 27]:
• Mutual authentication between the MS and VLR is not
established. Only MS is authenticated by the VLR but
vice-versa is not true. Hence, there is a possibility that
an adversary may impersonate as the VLR and
successfully perform the MiTM and redirection attack
on the communication networks.
• If the MS resides in the location area of a particular
VLR and uses all the available authentication
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parameters, the VLR must send a request for another
set of parameters to the HLR. Hence, the network
suffers from high bandwidth consumption.
Each VLR needs to store the n copies of authentication
parameters (triplets) in its database. Therefore, there is
a problem of storage overhead in the VLR.
The computational complexity of the HLR is very high
as it needs to generate all the triplets used by the VLR.
If the MS shifts frequently to another VLR, the
previous VLR needs to repeatedly forward the remaining copies of n authentication parameters to the new
VLR. Hence, high bandwidth consumption occurs at
VLRs.
Moreover, the existing protocols in the GSM network
are vulnerable to various security attacks such as
redirection attack, DoS attack and MiTM attack.

1.4 Our contribution
In this paper, we propose a new efficient and secure
authentication protocol (ESAP-AKA) to avoid the drawbacks of the existing AKA protocol for roaming users in the
GSM network. Our contributions of the proposed protocol
are summarized as follows:
1. The protocol follows the existing architecture of the
GSM network and suits the roaming scenario.
2. The protocol achieves mutual authentication between the
communication entities during the authentication
process.
3. The protocol maintains the key secrecy and also
guarantees the freshness of the keys used in the
authentication process.
4. The protocol reduces the communication and computational overhead on the network as compared with
existing AKA protocols.
5. The proposed protocol eliminates the identified security
attacks and performance issues in the GSM network.
6. The proposed protocol, on an average, reduces 60% of
signalling congestion overhead as compared with
existing GSM-AKA protocol in the authentication
process.

1.5 Organization of the paper
The organization of the paper is as follows. Section 2
describes a brief review of existing GSM authentication
protocols. The proposed ESAP-AKA protocol for roaming
users in GSM networks is proposed in section 3. The formal verification and security analysis of the protocol is
carried out in section 4. In section 5, the performance
analysis of the proposed protocol with respect to bandwidth
consumption is presented. Finally, section 6 concludes the
paper.
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2. Review of authentication protocols for GSM
network
In this section, we present an overview of existing GSM
authentication protocols with respect to network architecture and various issues. Many AKA protocols were
designed to overcome the drawbacks of the existing GSM
authentication protocol. However, some researchers modified the architecture of GSM network. Moreover, the
communication entities are authenticated by additional
hardware and the public key cryptosystem to mitigate these
problems [4, 28]. However, none of them succeeded in
overcoming all the drawbacks of existing authentication
protocol for roaming user in the GSM network.
Secure communication mechanisms for GSM network
were proposed by Lo and Chen [13, 29], which were
comparatively more secure than the original GSM protocol.
However, the mechanism follows the public key cryptosystem and the architecture of GSM network is also
customized. Lee et al [12] introduced an authentication
protocol for GSM network to avoid the drawbacks without
modifying the existing architecture. The protocol reduces
the computational and storage overload of the communication entities, but it is vulnerable to the security attacks.
Lee et al [15] designed a mutual authentication protocol to
fix all the afore-mentioned drawbacks. In this protocol, the
HLR verifies the authenticity of the MS and issues a ticket
to the VLR. Later, the MS and VLR use the ticket to verify
the authenticity of each other. However, this approach
works perfectly for the first MS authentication, but fails in
subsequent authentications [25]. Chang et al [25] proposed
a modified approach that overcomes the identified security
vulnerabilities. The protocols maintain the existing architecture of the GSM network, but mention the roaming
scenario is not considered. An anonymous channel protocol
was proposed that uses the authentication tickets and a
hybrid key cryptosystem [30]. The authors also modified
the architecture of the GSM network. Hahn et al [27]
proposed an authentication protocol for the roaming users
in the GSM network. The protocol avoids the signalling
overload in the roaming network but cannot solve the
problems of GSM network.
An identity-based secure authentication scheme for GSM
network is proposed by Kumar et al [31]. In this approach,
MS and VLR mutually authenticate each other and set up a
session secret key between them. The authors modified the
architecture of the GSM network that is not suitable for the
roaming users. An Elliptic Curve Cryptography (ECC)based authentication protocol is proposed in [2]. The protocol achieves the mutual authentication with minimum
storage space and avoids various attacks. However, the
protocol suffers from high computational complexity as
asymmetric key operations are performed. Kalaichelvi and
Chandrasekaran [32] proposed an AKA protocol for GSM
network on the basis of weak secrets such as passwords and
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PINs. Fanian et al [14] proposed a GSM authentication
protocol that provides secure mutual authentication and
reduces the call set-up time and bandwidth consumption.
However, the authors modified the GSM network architecture and did not address the scheme for roaming scenario. Southern et al [33] proposed solutions to avoid
possible attacks on the UMTS network because of unification with the GSM. First, the authors modified the GSM
security protocol as a standalone solution and later the
modification of the UMTS security protocol was designed
as a second solution. Lee et al [16] proposed an efficient
authentication protocol without altering the GSM architecture. The protocol fails to avoid all the identified attacks
on the GSM network and also does not maintain the secrecy
of the signalling data on the network.
A new location-based key generation and management
approach was introduced in [34]. The MS’s location
information is used to generate the key by geo-encryption
approach. The encryption is preformed on the basis of the
MS’s location, which is known to the GSM network. The
accuracy of the encryption and decryption depends on the
positioning algorithm used. Moreover, the authors modified
the architecture of GSM network. Fanian et al [35] proposed a new approach based on symmetric polynomials for
mutual authentication. In this approach, the authors allocate
the share of symmetric polynomial to each MS during the
initial authentication. For subsequent authentication
requests, the MS and VLR use these polynomial shares and
verify each other. However, the authors use the TESLA
protocol in the mutual authentication, which increases the
memory utilization and processing time in the MS. In
addition, Saxena and Chaudhari [5] proposed the SAKA
protocol, which improves the authentication of GSM and
reduces the bandwidth consumption, but the roaming scenario was not considered by the authors. Also, they did not
provide a mechanism to maintain the security of signalling
data transmission over the network.
To resolve the security problems and accomplish all the
requirements, we propose an ESAP-AKA protocol for
roaming users in the GSM network. The proposed protocol
prevents the GSM network from different attacks such as
replay attack, MiTM attack, DoS attack, interleaving attack
and redirection attack. The protocol design follows the
basic architecture of GSM network and resolves the synchronization problem between the communication entities.
The protocol takes the advantage of existing schemes
[5, 25]. In the proposed protocol, the HLR of the MS verifies the authenticity of the visited VLR and provides the
authentication token to validate the MS without knowing
Ki . The visited VLR keeps only a copy of Tkey rather than n
parameters to verify the MS. Hence, it reduces the storage
overload at VLR. Moreover, the protocol suits the roaming
scenario in the GSM network. Whenever MS shifts to the
location area of another VLR, the previous VLR transmits
only the Tkey in place of remaining copies of
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Table 1. Notations/symbols and definitions.
Symbol/
abbreviation
RAND
Ki
Sk
Kc
T1
MAC
LAI
VLR C1
VLR Cj
VLR Cp
Tkey
SRES
SRESj
SRESp
A3, A5, A8

Definition
random Number
shared secret key between the MS and HLR
shared secret session key between HLR and
VLR
temporary session key
timestamp generated by the MS for the first
computed authentication
message authentication code
Location Area Identity
certificate of VLR computed for the 1st
authentication
certificate of VLR computed for the jth
authentication, j [ 1, jN
certificate of VLR computed for the pth
authentication, p [ 1, pN
shared secret key between VLR and MS
signed response message
signed response for the jth authentication, j [ 1,
jN
signed response for the pth authentication, p [ 1,
pN
the secure algorithms of GSM network

n authentication parameters to the new VLR. Hence, it
reduces the message signalling overhead between VLRs
and the computational overload at the HLR. The notations/
symbols to be used throughout this paper are listed in
table 1.

3. The proposed ESAP-AKA protocol for roaming
users in GSM network
In this section, we propose a new ESAP-AKA for roaming
user in the GSM network. The protocol increases the
authentication efficiency with less signalling congestion
and reduces the computational delay. According to the
basic architecture of GSM network, the channel between
VLR and HLR is secure using the D interface. The mobile
application part (MAP/D) protocol is used to exchange the
message between them [36, 37]. The proposed protocol
strictly follows the basic architecture of GSM network, so
that the channel between VLR and HLR is assumed to be
secure. The proposed protocol consists of three phases: (i)
1st authentication of MS with VLR, (ii) jth authentication of
MS with the same VLR, where j [ 1 and jN and iii)
authentication of MS in roaming phase. The first phase is
carried out when the MS enters into the coverage area of
new VLR and requests the authentication. In the first phase,
the HLR sends the Tkey to VLR for verification of MS

without the knowledge of Ki as shown in figure 4. The
second phase is executed when the MS halts the VLR and
requests the jth authentication. The roaming phase is executed when the MS traverses to the coverage area of the
new VLR. Hence, the first phase is compiled only when the
MS joins the network. The second and third phases are
executed each time whenever the MS needs the services of
the network. The request and response packet formats of
the transmitted message in the authentication process of the
proposed protocol are as shown in figures 5 and 6,
respectively [38, 39].

3.1 Phase-1: The 1st authentication of MS
with the visited VLR
• Whenever MS joins VLR, MS establishes a connection
with VLR by forwarding the request message packet
(TMSI, T1 and MAC1 ) to VLR. The message ID is the
identity number assigned to the request message. The
last field is time to live (TTL), which records a timer
that controls how long the message is allowed to
remain in the network.
• VLR identifies the corresponding IMSI from the
previous VLR and transfers it together with T1 ,
LAI and MAC1 to the HLR. If the previous VLR is
not available in the corresponding network, the
MS can directly transmit the IMSI to the current
VLR.
• After collecting the information, HLR verifies whether
0
the VLR is valid or not. It calculates MAC1 and
compares it to the received MAC1 . If it is verified, MS
is a legitimate user.
• After the validation of the MS and VLR, HLR
generates the the response message packet (Tkey and
VLRCert ). Then the HLR sends response message
packet along with received T1 to the VLR. The
transmission of the pair (Tkey ,VLRCert ) is encrypted
with session key Sk of the HLR to protect from
eavesdropping.
• After getting the authentication parameters, the VLR
retains the Tkey , VLRCert and T1 in its database. Then it
computes MAC2 and VLR C1 . In addition, VLR
maintains a counter for timestamp that increments
after each transmission of VLR Ci to the MS. VLR Ci
consists of MAC2 and timestamp Ti .
• After receiving the VLR C1 , the MS verifies the
validity of T1 . If the result is positive, MS computes
0
the MAC2 and compares it to the received MAC2 . If
0
MAC2 = MAC2 , MS generates Tkey and SRES. Otherwise, the request is discarded.
• MS sends the computed SRES to the VLR. VLR
computes SRES’ and verifies with the acquired SRES.
If SRES = SRES’, the MS is authenticated; otherwise,
the request is discarded.
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Figure 4. The proposed ESAP-AKA protocol for the 1st authentication in the network.

Figure 5. The request message packet format in ESAP-AKA
protocol.

Figure 7. The proposed ESAP-AKA protocol for the jth authentication in the network.
Figure 6. The response message packet format in ESAP-AKA
protocol.
th

3.2 Phase-2: The j authentication of MS
with the same VLR, j [ 1 and jN
If MS halts/stays in the same VLR for a long time, to
accomplish the objective of mutual authentication the second phase is executed. As long as the MS halts in the same
VLR, the VLR uses the Tkey to validate the MS for each
call. Hence, the VLR does not need another set of
authentication parameters from HLR. Different from the
first phase, the SRESj /SRESj ’ is calculated using Tj1 , jjTj
and Tkey as the inputs of A8 algorithm as shown in figure 7.
While MS halts in the same VLR and needs a new
communication, the MS generates SRESj and forwards an
authentication request message to the VLR. The request
message consists of TMSI, SRESj and Tj . After collecting
the request from MS, the VLR verifies whether Tj is
legitimate or not. If it is found to be valid, VLR calculates
0
the SRESj and compares it to the acquired SRESj . Otherwise, the authentication request is discarded. If
0
SRESj ¼ SRESj , MS is authenticated and the value of stored

timestamp to Tj is updated. Otherwise, the authentication
process is terminated. Then VLR calculates VLR Cj and
transmits to MS along with Tj . Once the MS collects the
message, it verifies the validity of Tj . If it is verified, the
MS extracts the MAC2 from VLR Cj and computes
0
0
MAC2 = A8(VLRCert || T1 , Tkey ). If MAC2 = MAC2 , VLR is
validated and MS accumulates Tj in its database. Otherwise, the authentication process is terminated.

3.3 Phase-3: Roaming MS
When MS shifts to another VLR, the roaming MS performs
either the location registration or the location updation as
illustrated in figure 8. The flow of signalling messages is as
follows:
• When MS moves to the coverage area of VLR2, MS
computes SRESp = A8(Tp , Tkey ) and sends a TMSI1 , Tp
and SRESp to VLR2.
• Upon receiving the message from MS, VLR2 sends the
TMSI1 to the coverage area of VLR1.
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Figure 8. The proposed ESAP-AKA protocol for roaming user in the network.

• After receiving the TMSI1 from VLR2, VLR1 forwards
the IMSI and Tkey through a secure channel to the VLR2.
• Then VLR2 computes SRES0P = A8(Tp , Tkey ) and compares it to the received SRESp . If SRESp ¼ SRES0p , MS is
verified; otherwise, the authentication process is
terminated.
• Once the authenticity of MS is verified by VLR2,
VLR2 computes VLR Cp = (MAC2 || Tp ) and transmits it to the MS along with Tp .
• Later, MS verifies the validity of Tp . If it is verified, the
MS extracts the MAC2 from VLR Cp and calculates
0
0
MAC2 = A8(VLRCert || Tp , Tkey ). If MAC2 = MAC2 , VLR
is the legitimate one. Otherwise, the process is terminated.
• VLR2 transmits location update message to the HLR.
HLR updates the current location of the MS accordingly and transmits an acknowledgement to the VLR.
• VLR2 assigns TMSI2 to the MS.
• Finally, TMSI1 cancellation message is transmitted
from HLR to VLR1.
If the MS connects to VLR3, a similar authentication procedure will be executed. For security reasons, an interval of
Tkey validity should be set, or it must be effective before a
certain number of message forwardings is accomplished.

4. Formal verification and security analysis
of the proposed ESAP-AKA protocol
4.1 Formal verification of the proposed ESAPAKA protocol
In this subsection, we formally demonstrate the authentication process of the proposed ESAP-AKA protocol

using the BAN Logic. The statements of our analysis are
formally verified using BAN logic. The BAN logic was
formulated by Burrows, Abadi and Needham in 1989
[40]. It is a methodology of logical verification of
authentication protocol that formally states the knowledge of information. It formally verifies the information
exchanged and the trust among communicating parties at
each step in the authentication protocol. It is defined to
formalize the description and analysis of the authentication protocols [40–42].
The formalism is based on several sorted model
logic. In the logic there are various objects such as
principals, encryption keys and statements (also called
as formulas). The symbols P, Q and S denote principals; Kab , Kas and Kbs denote shared keys; Ka , Kb and
Ks denote public keys and Ka1 , Kb1 and Ks1 denote
the corresponding secret keys; Na , Nb and Ns denotes
the specific statements. The symbols P, Q and R range
over principals; X and Y range over statements; K
ranges over encryption keys. The most often used
constructs in BAN logic are listed as follows
[40, 41, 43]:
1. P j X: P believes X. The principal P acts as if X is true.
P knows that X is indeed true or the truth of X is justified
by some evidence.
2. P / X: P sees X. Someone has sent a message including
X to P, who can read and repeat X.
3. P j  X: P once said X. The principal P at some time
sent a message containing the statement X. It is known
that P believed X when it sent the message.
4. P j) X: P has jurisdiction over X. P controls X. This
construct is used when a principal has delegated
authority over some statement.
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5. #(X): The formula X is fresh, i.e., X has not sent a
message before the current run of the protocol.
k

6. P !Q: P and Q may use the shared secret key k to
communicate. The k is secure, in that it will never be
discovered by any principal except P or Q, or a principal
trusted by one of them.
k

7. !P: P has K as a public key. The matching secret key,
K 1 , will never be discovered by any principal except P,
or a principal trusted by P.
X

8. P,Q: P and Q share a secret X. It is known only by
them, and possible principals trusted by them. An
example of a shared secret is a password.
9. ð X Þk : It represents that the formula X is encrypted under
the key k.
The formal analysis of the proposed ESAP-AKA protocol
is performed as follows [40, 41, 43–45]:
• idealize the protocol by replacing conventional message with idealize message;
• state the initial assumption in the language of BAN
logic;
• attach the logical formulas to the statements of the
protocol to annotate the idealized protocol with logical
formulas;
• apply the inference rules to the assumptions and the
assertions in order to identify the beliefs held by the
parties in the protocol.
4.1a The conventional/formal messages in proposed
protocols:
•
•
•
•
•

M1 :
M2 :
M3 :
M4 :
M5 :

• MS has a secure key Ki and MS believes Ki is a
shared secret key between the MS and HLR. MS
Ki

j MS ! HLR
• HLR has a secure key Ki and HLR believes Ki is a
shared secret key between the MS and HLR. HLR
j MS

Ki

! HLR

• It is pretended that VLR trusts the HLR.
Ki

• VLR j HLR j) MS !HLR
VLR believes that HLR has a control over shared
secret key Ki between MS and HLR
VLRj  P;HLR/P
• HLRjVLRjP
VLR once said principal P; as VLR sent P it is
known that VLR believes P; also HLR sees P
implies that HLR believes VLR believes P
 P;VLR/P
• HLRj
VLRjHLRjP
HLR once said principal P; as HLR sent P
it is known that HLR believes P; also VLR
sees P implies that VLR believes HLR
believes P
• assumed that communication channel between the
HLR and the VLR is safe
Sk

• HLR j HLR

! VLR

Sk

• VLR j VLR ! HLR
where Sk is a shared secret session key between
VLR and HLR.
X

• HLR j VLR , HLR
X

• VLR j VLR , HLR,
where X is the conveyance message between VLR
and HLR.

MS ! VLR: TMSI, Na, MAC1 .
VLR ! HLR: IMSI, Na, LAI, MAC1 .
HLR ! VLR: Na, (Tkey , VLRCert)Sk .
VLR ! MS: VLR C1 .
MS ! VLR: SRES.

4.1d Annotated statements of protocol analysis:

4.1b Transform messages into idealized logical form:
Ki

• M1 : MS ! VLR : Na; A3ðNa; LAIÞKi ; MS !HLR
• M2 : VLR ! HLR : Na; A3ðNa; LAIÞKi
• M3 : HLR ! VLR : ðA3ðNaÞKi ;
A3ðA3ðNa; LAIÞKi ÞKi ÞSk ; X
Tkey

89

Sk

where, X ¼ HLR !VLR; HLR !VLR
• M4 :VLR!MS:Nb;A8ðA3ðA3ðLAI;NaÞKi ÞKi ; NbÞTkey
• M5 : MS ! VLR : A3ðNaÞKi ; A8ðNbÞTkey
4.1c Security assumption about the original messages: In
this subsection, we have listed out the assumptions while
designing the protocol.
• It is pretended that Ki is a shared secret key between
the MS and HLR.

• M1 : MS ! VLR : MS j #ðNaÞ ^ VLR j #ðNaÞ;
VLR / Na; A3ðNa; LAIÞKi
• M2 : VLR ! HLR : HLR / Na; LAI; A3ðNa; LAIÞKi ,
after receiving check A3ðNa; LAIÞKi
• M3 : HLR ! VLR : VLR / A3ðA3ðNa; LAIÞKi ÞKi Þ;
Tkey

A3ðNa; LAIÞKi HLR j 8ðVLR !MSÞ
• M4 : VLR ! MS : MS j #ðNaÞ ^ VLR j #ðNbÞ;
MS / Nb; A8ðA3ðA3ðLAI; NaÞKi ÞKi ; NbÞTkey
• M5 : MS ! VLR : VLR / A8ðNbÞTkey ; MS j A3ðNaÞKi ;
after receiving check A8ðNbÞTkey
4.1e Inference rules: In this subsection, we present the
inference rules of the proposed protocol, which is useful in
the formal proof to identify the beliefs held by the parties in
the protocol.

89

Page 10 of 19

Sådhanå (2018) 43:89

• Message meaning rule
Ki

validates the authenticity of the MS by verifying SRES.
The VLR needs to keep a replica of Tkey as a substitute
of n copies of authentication parameters. Hence, this

Tkey

MSjðMS !HLRÞ^ðVLR !MSÞ;MS/A3ðNa;LAIÞK
i
MSjHLRj  A3ðNa;LAIÞK
i

Sk

VLR j ðVLR !HLRÞVLR / ðA3ðNaÞKi ; A3ðA3ðNa; LAIÞKi ÞKi ÞSk
VLR j HLR j  ðA3ðNaÞKi ; A3ðA3ðNa; LAIÞKi ÞKi ÞSk
Tkey

VLR j A3ðNaÞKi ^ ðVLR !MSÞ; VLR / ðA8ðA3ðA3ðNa; LAIÞKi ÞKi Þ; NbÞTkey
VLR j HLR j  ðA8ðA3ðA3ðNa; LAIÞKi ÞKi Þ; NbÞTkey

• Nonce verification rule

MS j #ðNaÞ ^ #ðNbÞ; MS j HLR j  A3ðNa; LAIÞKi
MS j HLR j A3ðNa; LAIÞKi
VLR j #ðNaÞ ^ #ðNbÞ; VLR j HLR j  A8ðA3ðA3ðNa; LAIÞKi ÞKi ; NbÞTkey
VLR j HLR j A8ðA3ðA3ðNa; LAIÞKi ÞKi ; NbÞTkey

• Jurisdiction rule

MS j HLR j) A3ðNa; LAIÞKi ; MS j HLR j A3ðNa; LAIÞKi
MS j A3ðNa; LAIÞKi
VLR j HLR j) A8ðA3ðA3ðNa; LAIÞKi ÞKi ; NbÞTkey ; VLR j HLR j A8ðA3ðA3ðNa; LAIÞKi ÞKi ; NbÞTkey
VLR j HLR j A8ðA3ðA3ðNa; LAIÞKi ÞKi ; NbÞTkey

4.1f Goal analysis: The communication overhead among
the VLRs increases as the MS roams frequently. In the
proposed protocol, the VLR passes only the Tkey instead of
n authentication parameters to reduce the overhead. Thus, it
is suitable for roaming users and minimizes the communication overload. The mutual authentication between MS
and VLR/HLR is ensured in the proposed protocol as MS j
 HLR j VLR ^ VLR j HLR j MS ! MS j VLR
^VLR jMS. For successive authentications, even if the
HLR is not physically involved, the MS still authenticates
the HLR with the participation of Tkey . Tkey is the agreement
key between MS and VLR as MS j #ðNaÞ; MS j Tkey ^
#ðNbÞ, since Tkey ¼ A3ðNaÞki . VLR j #ðNaÞ; VLR j
Tkey ^ #ðNbÞ, since HLR ! VLR j  Tkey . The VLR

approach diminishes the storage overhead in VLR compared with original authentication protocol. The HLR
validates VLR and grants a temporary secret key Tkey to
authenticate MS. As long as the MS halts in the same
VLR or moves across the VLRs, the VLR can use Tkey to
validate the authenticity of MS for each call. Hence, in
the proposed protocol, VLR does not need another set of
authentication parameters from HLR. Hence, the communication overload between the VLR and HLR is
reduced. Also, the computational overload of the HLR
can be reduced as the HLR need not generate n
authentication parameters. The key freshness between the
MS and the VLR holds as MS j #ðNaÞ^ VLR j 
#ðNaÞ; VLR j #ðNbÞ ^ MS j #ðNbÞ; Tkey ¼ A3ðNaÞki .

Sådhanå (2018) 43:89
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The confidentiality between the MS and the VLR is
maintained as
Tkey

MS j ðMS !VLRÞ; MS / A5ðMessageÞTkey
MS j VLR j  Message

^

Tkey

VLR j ðVLR !MSÞ; VLR / ðMessageÞTkey
VLR j MS j  Message

:

If an adversary gets Na from M1 , he/she is unable to
forge message M1 and M2 as an adversary has no clue of
Ki . If an adversary gets Nb from message M4 , he/she
does not have knowledge of Tkey . Hence, an adversary

89

not possible to redirect the traffic in communication
network. According to the jurisdiction rule, the MAC is
computed at MS and verified at HLR. It prevents the
impersonation of the MS. Moreover, the integrity of
MAC between the MS and HLR will be violated if the
adversary impersonates to the legitimate VLR. This
prevents the impersonation of the VLR. The timestamps
Na and Nb act as the counter values and these values are
incremented for each authentication request. Hence, the
server can easily verify the repeated requests from the
counter values and ignore them. The nonce verification
rule illustrates that the proposed protocol maintains the
freshness of the timestamp values between the communication entities

VLR j #ðNaÞ ^ #ðNbÞ; VLR j MS j  A8ðA3ðA3ðNa; LAIÞKi ÞKi ; NbÞTkey
VLR j MS j A8ðA3ðA3ðNa; LAIÞKi ÞKi ; NbÞTkey

will never succeed in forging message M4 and M5 . For
every authentication request, the values of Na and Nb are
updated. Therefore, the communication network is free
from the replay attack in the proposed protocol. An
adversary has knowledge of neither Tkey nor A5 encryption algorithm; hence, he/she never succeeds in eavesdropping the traffic between communication entities. The
message meaning rule clearly shows that the proposed
protocol maintains the secrecy of Tkey in the communication network. It secures the communication network
from the MiTM attack. The integrity of the base station
is preserved using MAC ¼ A3ðLAIjjNaÞKi . Hence, it is

and
MS j #ðNaÞ ^ #ðNbÞ; MS j VLR j  A8ðNbÞTkey
MS j VLR j A8ðNbÞTkey

:

Hence, DoS attack is avoided by the proposed protocol.
In table 2, a comparative analysis of the identified goals
for proposed ESAP-AKA protocol with existing authentication protocols of GSM network is illustrated. It is
observed that the proposed protocol achieves all the goals
defined in section 2. The existing protocols fail to fulfill all

Table 2. Comparison among the GSM authentication protocols on various parameters.
AKA protocols
Parameters to
compare
ROU
TOC
SBC
RSOVLR
RCOHLR
STOSD
NSCA
MAUTH1
MAUTH2
FGSMA

Original
GSM
No
SYM
No
No
No
No
No
No
No
Yes

[1]

[29]

[26]

[12]

[15]

[27]

[25]

[14]

[16]

[5]

No
No
No
No
No
Yes
No
No
Yes
No
ASYMM ASYMM ASYMM SYM SYM SYM SYM Hybrid SYM SYM
Yes
No
No
Yes
Yes
No
Yes
Yes
Yes
Yes
No
No
No
Yes
Yes
No
Yes
Yes
Yes
Yes
No
No
No
Yes
Yes
No
Yes
Yes
Yes
Yes
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
Yes
No
No
No
Yes
Yes
No
Yes
No
Yes
Yes
Yes
Yes
No
Yes
Yes
No
No
No
Yes
Yes
Yes
Yes
No
No
No
Yes
Yes
Yes
Yes
No
Yes
Yes

ESAPAKA
Yes
SYM
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

ROU: suitable for roaming users; TOC: type of cryptosystem used; SBC: solves the problem of bandwidth consumption; RSOVLR: reduces the storage
overload of VLR database; RCOHLR: reduces the computational overload of HLR; STOSD: secure transmission of signalling data; NSCA: network
signalling congestion avoidance; MAUTH1: mutual authentication at the time of location; registration; MAUTH2: mutual authentication at the time of
location update; FGSMA: follows the basic architecture of GSM network; SYM: symmtric key cryptosystem; ASYMM: asymmetric key cryptosystem
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4.2 Security verification using AVISPA tool

Figure 9. Goals of the proposed protocol.

Figure 10. Results summarized by OFMC.

the goals and do not suit for roaming scenario. Hence, the
proposed ESAP-AKA protocol is comparatively superior to
existing protocols for GSM network.

To provide the key agreement and mutual authentication
between communication entities is the main objective of
the proposed ESAP-AKA protocol. In this section, the
formal verification of the protocol using Automated Validation of Internet Security Protocol and Applications
(AVISPA) tool is carried out and coded in High Level
Protocol Specifications Language (HLPSL) for the analysis
of network security protocols [46–48]. AVISPA consists of
the verification back-end servers such as OFMC (On-theFly-Model-checker), CL-ATSE (CL-based attack searcher)
and SATMC (SAT-based Model-Checker) [49, 50]. The
goals of the proposed ESAP-AKA protocol are shown in
figure 9. The figure 10 presents the output of the OFMC
model analysis results. In figure 10, SAFE keyword represents that ESAP-AKA protocol achieves the specified
goals as shown in figure 9. In addition, the simulation of the
protocol is demonstrated in figure 11. Hence, it is observed
that the proposed protocol obtains the security requirements
and avoids all the identified attacks.
The primary goals of the proposed ESAP-AKA protocol
are to provide mutual AKA between the MS and VLR
because all the keys used among these communication
entities (Ki , Tkey ) are computed on either ends, without
being transmitted over any communication channels. In the
proposed protocol, there are three participants such as MS,
VLR and HLR. The basic role of these participants is
described in the HLPSL code. In this paper, we present the
authentication analysis among MS, VLR and HLR. The
basic role of MS, VLR and HLR is shown in Appendix I..

Figure 11. Simulation of the proposed ESAP-AKA protocol.
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Table 3. Prevention of GSM-AKA protocols from various security attacks.
AKA protocols
Prevention from attacks
Replay attack
Impersonation attack
Man in-the Middle (MiTM) attack
Denial of service (DoS) attack
Redirection attack
Interleaving attack
Protection of signalling message

Original GSM

[1]

[29]

[26]

[12]

[15]

[27]

[25]

[14]

[16]

[5]

ESAP-AKA

Yes
No
Yes
No
No
No
No

Yes
Yes
No
No
No
Yes
No

Yes
Yes
Yes
No
No
Yes
No

Yes
Yes
No
No
No
Yes
No

Yes
Yes
Yes
No
Yes
Yes
No

Yes
Yes
No
No
No
Yes
No

Yes
Yes
No
No
No
Yes
No

Yes
Yes
Yes
Yes
No
Yes
No

Yes
Yes
Yes
No
No
Yes
No

Yes
Yes
Yes
Yes
No
Yes
No

Yes
Yes
Yes
Yes
Yes
Yes
No

Yes
Yes
Yes
Yes
Yes
Yes
Yes

4.3 Security analysis
Table 3 illustrates the prevention of GSM network from
various attacks such as reply attack, impersonation attack,
MiTM attack, DoS attack, redirection attack and interleaving
attack. In literature, there are a number of protocols designed
to overcome the security vulnerabilities but none of them
succeed in defeating all the identified attacks. Different from
existing GSM-AKA protocols, the proposed ESAP-AKA
protocol avoids all the potential attacks and obtains secure
data communication on the network. Hence, the protocol is
comparatively superior to existing AKA protocol. We clarify
that the proposed ESAP-AKA protocol prevents the communication network from all these identified attacks.
• Replay attack: A unique random number/timestamp is
used to avoid the network from replay attack. As the
timestamp Ti is embedded with the authentication parameters it is merely impossible to compute the messages and
reply them without the knowledge of ki and Tkey . Hence,
the replay attack is not possible in the proposed protocol.
• Impersonation attack: There is a possibility that an
adversary attempts to impersonate the MS but the
impersonation of the MS will be declined because the
HLR verifies whether MAC1 is computed by the
authorized MS or not. Moreover, an adversary needs to
reply with a legitimate A8ðNbÞTkey , but he/she cannot
compute the Tkey . HLR assigns the Tkey to the VLR as a
temporary shared secret key between MS and VLR. If
an adversary attempts to impersonate the VLR, the
impersonation will fail as MS verifies whether VLR Ci
is computed by the legitimate VLR or not.
• MiTM attack: In the proposed protocol, bilateral
authentication is established between communication
entities that help resist the MiTM attack. The MS verifies
VLR from received VLR Ci . An adversary never computes the VLR Ci unless he/she has the knowledge of Ki .
On the other hand, the VLR verifies the MS received by
SRES. Also, the SRES cannot be computed unless an
adversary knows Tkey . Since an adversary neither knows
Tkey nor the A5 algorithm, the eavesdropping of communication is not possible in the proposed protocol.
• DoS attack: In the proposed protocol, MS and network
both use the timestamp as a counter. The value of the

counter is incremented each time whenever communication is carried out between them. With the help of
counter value, one can easily identify the repeated
request and ignore them. For each authentication process
between the MS and network a unique RAND is used.
The communication entities analyse the same information received by MS/network and reject the authentication request. Hence, the protocol avoids the DoS attack.
• Redirection attack: To preserve the integrity of the
LAI, the proposed protocol needs to generate the
message
authentication
codes
(MAC ¼ A3
ðNa; LAIÞKi ). It prevents the network from the redirection attack. Here, the MS associates the LAI of the
BTS/BSS in MAC1 and forwards it to the VLR. The
HLR verifies the LAI transmitted by the VLR embedded in MAC1 . If the match is not successful, HLR
discards the authentication request.
• Interleaving attack: An intruder never succeeds in
compromising the authentication information of the
proposed protocol as integrity of the messages is
maintained with MAC. In the proposed protocol, A5
algorithm is used to generate the cipher text from a
particular plain text, which generates the different
cipher texts. Hence, it is not possible to perform the
chosen cipher-text attack and known plain-text attack
in the proposed protocol.
• Protection of signalling data: There is a possibility of
attack on the signalling messages transmitted in the
communication network. In the proposed protocol, to
protect the signalling messages from eavesdropping,
the secure session key Sk is used between the
communication entities. It also maintains the key
secrecy and gurantees the freshness of keys used in the
authentication process.

5. Performance analysis of the proposed ESAPAKA protocol
The proposed ESAP-AKA protocol follows the network
architecture of the existing GSM authentication protocol.
As a result, the proposed protocol maintains integrity to be
the same as the original GSM. The basic GSM authentication protocol requires producing n copies of
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Table 4. The combinations of A3–A8 algorithm compiled by each communication entity in ESAP-AKA protocol.
Phase-1
Algorithm
A3
A8

Phase-2

Roaming phase

MS

VLR

HLR

MS

VLR

HLR

MS

VLR

HLR

2
2

0
2

3
0

0
2

0
2

0
0

0
2

0
2

0
0

authentication triplets. Hence, A3 needs to compile at least
n times in the HLR. However, A3 needs to be executed
only three times to generate the VLRCert and Tkey in the
ESAP-AKA protocol. Thus, the protocol needs to compile
the security algorithms A3 and A8 for MS authentication.
The number of combinations of A3–A8 algorithm executed
by each communication entities is shown in table 4. In the
proposed ESAP-AKA protocol, the HLR needs to execute
A3 three times in phase-1. The computational overhead of
the HLR is very less compared with existing protocols.
Furthermore, the protocol need not generate a random
token for each communication request as in [15]. Rather
than generating a RAND for each communication request,
VLR requires storing only the Tkey and timestamp. Thus,
the ESAP-AKA protocol is more efficient compared with
existing authentication protocols for GSM network.
The authentication efficiency means the execution of
authentication process by reducing the number of cryptographic functions executed and also minimizing the overhead
from the communication entities without compromising the
security. The authentication efficiency of proposed scheme is
evaluated on the basis of the number of functions executed,
the communication and computational overhead and the
network signalling traffic in the communication network. To
analyse the impact of the proposed protocol on traffic, a
simple estimation model is employed [1, 7, 14, 26]. The
model assumes that the mobility of MS is at an average
velocity v with the direction of movement uniformly scattered over the interval ½0; 2p. Mobile users are systematically populated with the density q and the boundary of the
registration coverage area is of length L = 30.3 km. The
serving area (SA)/HLR contains 128 registration areas (RA)/
VLR. The rate R of crossing RA is given by the relation
R¼

qvL
:
p

The fluid flow mobility model is used with the following
assumptions captured from actual GSM scenario to figure out the traffic involved in the authentication procedure:
• There is only one HLR for the entire network SA and
every location area is served with one VLR.
• 128 RAs (128 VLRs).
• The size of RA = 57.4 km2.
• Border length L = 30.3 km.
• We assume a fluid flow with local balance within RAs,
i.e., call origination rate = call termination rate = 1.4 /
h / handset.

• Mean density of MS = q ¼ 390=km2 :
• Average velocity of MS, v ¼ 5:6 km/h.
• Here, we assume a distinct velocity and call origination
rate to conclude on its impact for an assessment of total
network traffic.
The MS entering into a new RA generates the traffic as a
result of registration process. In the reliable condition, the
rate at which MS moves into the RA is equal to the rate at
which MS moves out of that RA. Since every RA is controlled by one VLR, the rate of RA crossing is
Rreg:;RA ¼

390  5:6  30:3
¼ 5:85 per second:
3600  p

The rate of registration Rreg:;RA must be equal to the number
of de-registrations (registration cancellations). Hence,
Rdereg:;RA is also 5.85 per second. The total number of
registration messages arriving per second at the SA/HLR is
equal to
Rreg;SA ¼Rreg;RA  total number of RA0 s per second:
Rreg;SA ¼5:85  128 ¼ 749 per second:
We have 5.85 and 749/s authentication requests for every
VLR and HLR, respectively. The total number of authentication requests as a result of call origination and call
termination for the complete SA is computed as follows:
call origination rate  q  57:4  128
3600
per second:
1:4  390  57:4  128
¼ 1114:32
¼
3600
per second:

Rcallorig:;SA ¼

Rcallorig:;SA

Similarly, the total number of authentication requests as a
result of call termination will be 1114.32 per second. The
number of calls originated per RA is

Table 5. The number of authentication requests generated per
VLR and HLR.
Activity

VLR/s

HLR/s

Registration
Call origination
Call termination
Total/network

5.85
8.70
8.70
23.25

749
1114.32
1114.32
2977.64
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Table 6. Number of control messages exchanged per authentication request in existing GSM-AKA and proposed ESAP-AKA
protocols.
Activity
GSM-AKA protocols

Communication entities

Registration

Call origination

Call termination

VLR
HLR
AuC
Old VLR
VLR
HLR
AuC
Old VLR
VLR
HLR
AuC
Old VLR
VLR
HLR
AuC
Old VLR

5
4
2
1
5
4
2
1
5
4
2
1
5
4
2
1

5
4
2
0
5
0
0
0
1
0
0
0
1
0
0
0

5
4
2
0
5
0
0
0
1
0
0
0
1
0
0
0

Original GSM-AKA protocol

Hahn et al [27] protocol

Lee et al [16] protocol

ESAP-AKA protocol

Table 7. Total control signalling messages exchanged per authentication request in existing and proposed ESAP-AKA protocols.
Activity
GSM-AKA protocols

Communication entities

Registration

Call origination

Call termination

Total/network

VLR
HLR
VLR
HLR
VLR
HLR
VLR
HLR

29.25
2996
29.25
2996
29.25
2996
29.25
2996

43.50
4457.28
43.50
0
8.70
0
8.70
0

43.50
4457.28
43.50
0
8.70
0
8.70
0

116.25
11910.56
116.25
2996
46.65
2996
46.65
2996

Original GSM-AKA protocol
Hahn et al [27] protocol
Lee et al [16] protocol
ESAP-AKA protocol

Table 8. Comparative analysis of total network signalling traffic of existing and proposed ESAP-AKA protocols.
GSM-AKA protocol
Communication entities
VLR
HLR
Total signalling messages

Rcallorig:;RA ¼

GSM

Hahn et al [27] protocol

Lee et al [16] protocol

ESAP-AKA

% Improvement

116.25
11910.56
12026.81

116.25
2996
3112.25

46.65
2996
3042.65

46.65
2996
3042.65

60
75
75

1114:32
¼ 8:70 per second:
128

Similarly, the total number of calls terminated or delivered
per RA will be equal to 8.70/s. The total number of
authentication requests per VLR and HLR for each activity
is shown in table 5.
In this paper, a performance analysis of the existing
GSM-AKA and proposed ESAP-AKA protocol for roaming
user in the communication network is carried out. All the

existing GSM-AKA protocols that do not support the
roaming scenario are not considered in the comparative
study of performance analysis. The number of control
messages per authentication request for the registration, call
origination and termination activities (figures 2 and 3) are
shown in table 6. Table 7 shows the total number of signalling messages generated per VLR and HLR for each
type of activity. For example, in the registration process
there are 5.85/s authentication requests for the VLR and
749/s for the HLR. For each authentication request, there

34.37 2247.68
46.65 2996.00
93.32 5990.40
185.75 13163.52
311.25 23976.96
2282.05
3042.65
6083.72
13349.27
24288.21
34.37 2247.68
46.65 2996.00
93.32 5990.40
185.75 13163.52
311.25 23976.96
2332.05
3113.53
6223.00
13581.31
24596.61
84.05 2248.00
116.25 2997.28
232.60 5990.40
414.55 13166.76
619.65 23976.96
8699.25
12026.81
24052.20
42868.87
64075.49
8615.20
11910.56
23819.60
42454.32
63455.84
84.05
116.25
232.60
414.55
619.65
1.0
1.4
2.8
4.6
6.2

Total signalling
message
HLR
Total signalling
message
HLR
Call
origination
rate

VLR

GSM

VLR

HLR

Total signalling
message

VLR

Lee et al [16] protocol
Hahn et al [27] protocol

GSM-AKA protocols
Mobility rate

Table 9. Network signalling traffic with varying velocity and call origination rate.

As illustrated in figures 4, 7 and 8, the ESAP-AKA
protocol needs less number of control signalling messages
in comparison with the existing GSM-AKA protocols.
Only one signalling message is required to authenticate a
subscriber provided that the subscriber halts in the RA for
a long time (figure 7). The number of control signalling
messages per authentication request for the registration,
call origination and call termination activities are shown
in table 6. Table 7 summarizes the total number of signalling messages for each VLR and HLR of the proposed
protocol.
Table 8 summarizes the comparison between the GSMAKA protocol and the proposed ESAP-AKA protocol in
terms of total network signalling traffic. In the proposed
protocol, the HLR of MS provides authorization to the
visited VLR for the authentication of MS without knowing
the secret key between MS and HLR. It reduces the
authentication delay and the network signalling overload,
which is proven through detailed performance analysis. The
VLR has 116.25 signalling messages per second in the
GSM protocol and 46.65 in the proposed protocol. In the
GSM-AKA protocol, the HLR needs to handle around
11910 signalling messages per second. Moreover, only
2996 messages per second need to be handled by the HLR
when the proposed protocol is executed. There is more than
60% improvement in the communication overhead required
for the authentication process using the proposed protocol.
Table 9 shows that the proposed protocol maintains the
same level of improvement for varying velocity and call
origination rate in terms of total network signalling messages compared with the conventional GSM approach. The
proposed protocol generates the minimum communication
overhead compared with that of existing GSM-AKA
protocols.
In addition, a graph is presented to compare the total
network signalling overhead of original GSM-AKA protocol and the proposed ESAP-AKA protocol as shown in
figure 12. The graph is plotted among the call origination
rate, velocity and the total signalling message overhead. It
clearly shows that the proposed ESAP-AKA protocol
reduces the signalling communication overhead as compared with the existing GSM-AKA protocol. Although Lee
et al [16] and Hahn et al [27] protocols require equal
amount of total network signalling communication overhead in the authentication process as that of the proposed
protocol, they do not achieve all the identified objectives.
Also, these protocols do not maintain a secure mechanism
to transmit the network signalling message between the
communication entities. Hence, there is a possibility of

VLR

HLR ¼749  4 ¼ 2996 signalling messages/s:

4.2
5.6
11.2
24.6
44.8

VLR ¼5:85  5 ¼ 29:25 signalling messages/s;

HLR

ESAP-AKA

are 5 messages handled by the VLR and 4 messages by the
HLR as shown in figure 2. The total signalling messages for
the registration activities for VLR and HLR is as follows:

2282.05
3042.65
6083.72
13349.27
24288.21

Sådhanå (2018) 43:89
Total signalling
message
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Appendix I. HLPSL code defining the role of MS,
VLR and HLR
See Figures 13, 14 and 15.

Figure 12. Signalling messages:existing GSM-AKA and proposed ESAP-AKA protocol.

eavesdropping the network signalling data. Hence, it is
observed that the proposed ESAP-AKA protocol is significantly more secure and incurs less network signalling
overhead than the existing protocols.

6. Conclusion
To improve the existing authentication protocols of the
GSM network, many protocols were proposed but most of
them modified the GSM architecture and did not address
the roaming scenario. In this paper, we proposed an
ESAP-AKA protocol for roaming users in the GSM network. The protocol achieves mutual authentication
between communication entities and reduces the bandwidth consumption. It also minimizes the computational
overload at HLR and the storage overhead at VLR. The
ESAP-AKA protocol not only inherits the advantages of
existing protocols but also offers an improved roaming
service. The proposed protocol reduces more than 60%
signalling congestion overhead as compared with other
existing protocols for roaming users. Moreover, the proposed protocol avoids various attacks from the GSM
network. It is expected that the proposed AKA protocol
will strengthen the authentication process of roaming
scenario in GSM network and can be applied to various
mobile communication systems.
In the mobile communication network, whenever a
group of mobile devices are moving, the authentication
process of the protocol will face new security challenges.
In this mobility scenario, a long delay and high computational overload is generated during handover. Therefore,
the AKA protocol for the handover scenario in the mobile
communication network will be further explored in future
work.

Figure 13. Role of MS.

Figure 14. Role of VLR.
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Figure 15. Role of HLR.
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